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BBeneHue

HactosiLume pekoMmeHaauum cogepxxaT onmcaHue AByX peXmoB paboTbl 6roOYHbIX LLMPOB C BHYTPEHHUM
npeobpasoBaHMEM KIIOYA U anNrOPUTMOB UMMOPTA U IKCNOPTA KNIOYEN, CONYTCTBYIOLLMX NPUMEHEHUIO anropuT-
MOB 6noyHoro wudposanua no FOCT P 34.12—2015 n pexxumos ux pabotel cornacHo MOCT P 34.13—2015.

HeobxoaumocTb paspaboTkm HacToALWMX peKOMEHAauUMi Bbi3BaHa NOTPeOHOCTLIO B obecneveHun
COBMECTMMOCTU KpUNTOrpachuyeckux npoTokonos, ucnonb3yowmx anroputmbl MOCT P 34.12—2015 nu
FOCT P 34.13—2015.

MpumMmeuaHue — OCHOBHas YacTb HACTOALWMX peKoMeHAaLuid ononHeHa NpunoxeHusiMm A—B.
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PEKOMEHAOALMUMUWMU n o CTAHAODAPTMWI3IALUNMMU

MHdopMaLnoOHHaa TexHonorusa
KPUNTOMPA®PUYECKAA SALLUTA NTHPOPMALIMA

Kpuntorpaduuyeckue anroputmbl, CONYyTCTBYIOWME NPUMEHEHUIO anrOpMTMOB
6noyHoro wudgposaHua

Information technology. Cryptographic data security.
Cryptographic algorithms accompanying the use of block ciphers

Dara BBeaeHna — 2018—10—01

1 O6bnacTb NnpUMeHeHus

Hacrosawwme pekomeHgaummn npegHaszHaqeHbl 4ns NPUMEHEHMA B UHGOPMaALMOHHBIX CUCTEMAX, UCTIOSb-
3YIOLLMX MEXaHW3Mbl 3aluTbl AaHHbIX, onpegeneHHbix B TOCT P 34.12—2015 u NOCT P 34.13—2015, B
06LLeOCTYMHBIX U KOPNOPATUBHBIX CETAX ANA 3aLMTbl MHPOPMALIMKM, HE coaep aLlen cBegeHuin, COCTaBns-
IOLLIMX rOCYAAPCTBEHHYIO TaMHY.

2 HopMatuBHbI€ CCbINKN

B HacToALWKX pekoMeHaauUumaxX UCNOoNb30BaHbl HOPMATUBHbLIE CCLINKN HA crneaylowue cTaHaapTh:

MOCT P 34.12—2015 WHdopmauuoHHaa TexHonorua. Kpuntorpacduueckasa sawmrta uHdopMauumu.
BnoyHbie Wwndpsl

FOCT P 34.13—2015 UndopmauuoHHaa TexHonorusa. Kpuntorpaduyeckasa sawmra nHgopmauum. Pe-
XXUMbl paboTbl GrOYHbIX LLMGPOB

P 1323565.1.012—2017 NndopmaumnoHHasa TexHonorus. Kpunrorpaduyeckan sawmra nHgopmaumn. MNpun-
uMnbl paspaboTku u MoaepHU3aLmmn LWM@POoBanbHbIX (KpunTorpaduyeckmx) cpeacTs 3awmTbl MHGOpMaLmm

MpumMmeyaHue — lNpu NONbL30BAaHUU HACTOSILLIMMU PEKOMEHAALMAMU LienecoobpasHo NPOBEPUTL feidcTBUe
CCBINOYHBIX JOKYMEHTOB B MH(OPMALIMOHHOI cucTeMe obLLero norb3oBaHUs — Ha ouuuanbHoM caiite defiepansHoro
areHTcTBa No TEXHUYECKOMY PEryriupoBaHWIo U METPOSIONUM B ceTU MHTEpHET Mnu No exerogHoMy WHhopmaLmMoHHOMY
yKasaTent «HauuoHarnbHble cTaHAapTbi», KOTOPLIA OMyOnUKOBaH Mo COCTOSHUIO Ha 1 SHBapS TeKyLero roaa, U no Bbi-
nyckam eXeMecsAYHOro MHhopMaLMOHHOTO yKasatens «HauuoHanbHble cTaHgapThl» 3a TeKywmi rog. Ecnn sameHeH ccbl-
NOYHbINA OKYMEHT, Ha KOTOpbIiA JaHa HejaTUpOBaHHas CChIMKa, TO PEKOMEHAYETCA UCMONb30BaTh AEHCTBYIOLLYIO BEPCUIO
3TOr0 AOKYMEHTA C YYETOM BCEX BHECEHHLIX B JlaHHYH BEPCUI0 U3MEHEHWI. ECN 3aMeHEeH CCLINOYHBIA AOKYMEHT, Ha KOTO-
pbiii AaHa AaTUpoBaHHas CChifka, TO PEKOMEHAYETCS UCMOMb30BaTk BEPCHUIO 3TOM0 AOKYMEHTa C YKasaHHLIM Bbille roA0oM
yTBEPXAEHNA (NPUHATUS). ECnn nocne yTBepXAeHUs1 HACTOSILLMX peKOMeHAAUNA B CCLINOYHLIA [OKYMEHT, Ha KOTOPLIN
AaHa AaTUpoBaHHas CChiNka, BHECEHO U3MEHEHWe, 3aTparuBaloLlee NonoXeHUe, Ha KOTOpoe AaHa CCbifika, To 3To MNono-
XEeHUe peKOMEHAYETCS NPUMEHSITL 6e3 yueTa JaHHOro U3MeHeHUs. ECN CCbINOYHBbIA AOKYMEHT OTMeHeH 6e3 3aMeHsl, To
NonoXeHue, B KOTOPOM ZlaHa CChiNlka Ha HEro, MPUMEHSIETCS B YacTy, He 3aTparvBaroLel 3Ty CChInKY.

3 Obo3HaueHus

B HacToAWMX PEKOMEHAALMSAX UCMONL3YIOT criefyioLme 0G03HaYeHUS:

v* — MHOXECTBO BCEX [BOMYHbIX CTPOK KOHEYHON AMNUHBI, BKMIOYAA NYCTYIO CTPOKY;
VS

— MHOMXECTBO [BOUYHBLIX CTPOK ANUHLI S, S 2 0; HyMepauus NoACTPOK U KOMMOHEHT
CTPOKM OCYLLIECTBIIEHA CMpaBa HAaNEeBO HaYUHasi C €AUHULbI;

N3paHue ocpuumnanbHoe
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Vi MHOXXECTBO BCEX ABOMYHbLIX CTPOK ANUHLI | 2 S, rae S — uenoe HeoTpuLaTenbLHoe
s-1
aucno: Vo =V \JV;;
i=0

By MHOXECTBO 0anTOBbIX CTPOK ASNMHbI S, S = 0; HymMepauus KOMMOHEHT CTPOKU
OCYLLieCTBNEHA CneBa HanpaBo HauuHaa ¢ eauHuubl. Ctpoka b = (by, ..., by
NPUHAATIEXUT MHOXECTBY B, €Criu KOMMOHEHTBI by, ..., bg € {0, ..., 255}. NMpn s =0
MHOXECTBO B, COCTOUT U3 €AUHCTBEHHOW NYCTON CTPOKU ANUHBI O;

Il KOHKaTEHALMs ABOMYHBIX CTPOK; €CIM 0L = (0, ..., 0tg) € V51 B=Bq, - B € Vsz’ TO Ux
KOHKareHaumei o ||  HasbIBaeTCA CTPOKa ¥ = (a51, ceer O, |351, Py e VS1+32;

@ onepauusi NOKOMNOHEHTHOIO CIIOXKEHUS MO MOAYIIO 2 ABYX ABOUYHLIX CTPOK OAMHA-
KOBOW AAJIUHBI;

Zos KOMbLO BLIMETOB NO MOAYNIo 2%5;

By onepauus CroXeHUs B KONbUe Z,s;

LT onepauusi TOrM4eckoro cAsura ABOUYHON CTPOKK 0. HA I KOMMOHEHT B CTOPOHY KOM-
NOHEHT, UMetoLLUX BonbLuMe HOMEPa;

[ ANUHa GUTOBOWN CTPOKK «;

Ix] HaUMEHbLLEE LIeNoe YUCno, GonbLIee UK PaBHOE X;

Ex V,—V, otobpaxeHue, peanusyioLee 6a30BbIi anroputm 6ro4YHoro WM posaHus Ha knove K;

n napaMmeTp anroputma OnouyHoro wudposBaHusi, HasbiBaeMmblii AnuHON 6noka. B
pamkax HaCTOALLUX pekoMeHAauun usmepseTcs B burax;

k napameTp anroputMma OnoyHOro wWwucpoBaHUA, Ha3biBaeMblii ANWHOW knioya. B
pamMKax HaCTOSILLIMX peKOMeHAaLmi usmepsieTcs B Gutax u NnpUHMMAaET 3HaueHue 256;

a CTpOKa, cocTosLas u3 r anementos a € {0,1};

Intg: Vg — Zys

Vecg: Zips — Vg
Incg Vg — Vg

oToBpaxeHue, CTaBAwwee B COOTBETCTBUE ABOUYHOM CTPOKE o = (O, ..., 04) € V
aneno Inty(o) = 25 ag + ... + 20,;

oToBpaxeHue, oGpaTHoe Kk oToGpaxeHuo Inf;

oToBpaeHue, CTaBsALLEE B COOTBETCTBUE IBONYHON CTPOKE 0L = (0L, ..., 04) € Vi CTPOKY

Vec(inty (o) B 1);

MSB;. V.o — V; — otoGpaxenue, CTaBsLlee B COOTBETCTBUE ABOUYHON CTPOKE o = (O, ..., O) € V
CTPOKy MSBy(0r) = (Og: +.vs Og 44q) € Vp 1S ESS;
Byteg: Vgg — Bg — oToOpaxeHue, CTagsLiee B COOTBETCTBUE ABOMYHONM CTPOKE O = (Olgg, ..., 04) € Vg

GanToByto CTPOKY b= (by, ..., by e Bg, rae b;= Int8((a8(s+1_i), a8(s+1—i)—z))’ i=1,..,8.
Mpu aTom cTpoka b HasbiBaeTcA BaWTOBLIM NPEACTaBEHMEM ABOUYHON CTPOKMU O, @
€€ SMeMeHTbI by, ..., by — Baittamu.

MpuMeyaHune — B HacTosAWMX pekoMeHFaUnsX Npu 3anucy 6aliToBoW CTPOKK Kaxabli GaiiT npeacTaBneH B
WeCTHaaLaTepUuHOM BUAE U OTAENEH OT COCeAHUX npoBenamu. MpeanonaraeTcs, YTO ABOUYHOI CTpoke o € Vg  cOOT-
BeTcTBYeT GaliToBas cTpoka b = Byfe (o) m Ha060pPOT. HanpuMep, ABOMYHasA CTpoKa 1100101100011000 cooTBETCTBYET
GaiiToBOW CTpOKe CB 18.

4 PeXXuMbl paboTbl 6MoYHbIX WK¢pPOB ¢ Npeobpa3oBaHUEM Kioua

Hacrosilme pekomeHaauum onpeaensioT Cneayowme pexuMbl paboTbl anroputmMos 6r104HOro wmndpo-
BaHUs, KOTOPbIE UCMONBA3YIOT B NpoLecce cBoei paboTbl pyHkuun ACPKM n ACPKM-Master:

- pexum wudpposaHua CTR-ACPKM;

- pexxum BbipaboTku umutoctaskn OMAC-ACPKM.

[aHHble peXxMbl MOXXHO UCNOMb30BaTh B KAYECTBE PEXUMOB AN GroYHbIX WKMdpoB «Marmay unm «Kys-
Heunk», onpeaeneHHblx B FOCT P 34.12—2015. B nepBomM criydae nogpasymeBaeTcs, YTO B KayecTBe OTO-
Gpaxenus £, ncnonb3oBaH BrnouHbii wndp «<Marma» ¢ anuHoin 6noka n = 64; BO BTOPOM Cry4yae noapasyme-
BAETCA, YTO B KA4eCTBE 0TOOpaxeHus £, UCnonb30BaH 6rnodHbIn wudp «KysHednk» ¢ gnuHor Gnoka n = 128.

2
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Vcnonb3oBaHve ABYX pasHbixX 6/104HbIX WNGPOB B pamkKax O4HOro pexuma paboTel anroputMma 6s10u4-
HOro WnhpoBaHNs He AonyckaeTcs. Vcnonb3oBaHve ABYX OAMHAKOBbIX KOYel ANna pexuMa WwngpoBaHms
CTR-ACPKM wu pexuma BbipaboTkn nmmtoBctaBkm OMAC-ACPKM B paMkax 0AHOM KpUNTOCMCTEMbI He A0-
nyckaeTcs, npy 3TOM A0/MKHA ObiTb o6ecneyeHa He3aBUCMMOCTb AaHHbIX K/O4Yei.

4.1 Pexum wngposaHma CTR-ACPKM

Mpy 06paboTke coobuieHnii B pexnme CTR-ACPKM kaxgoe cooblieHne pas3buBaroT Ha cekuuu, rae
noJ Cekumein MoOHMMAaeTCs CTPOKa, COCTOosIasa M3 JaHHbIX, 06pabaTbiBaeMbIX HA OLHOM CEKLMOHHOM KJoue
[0 NpYMeHeHus K Hemy dyHKumm ACPKM, onpegenenHoli B 4.1.1.

MapameTpom, onpegensowmm nopsagok yHkunoHmposanma pexuma CTR-ACPKM, sasnsetcs givHa
cekummn N. 3HauyeHne N BblpaXeHo B 6UTax U hMKCMPOBAHO B paMKax KaKAoro KOHKPeTHOro npoToKoIa UCXoas
13 Tpe6oBaHuii K NPOM3BOANTENBHOCTU CUCTEMbI M Harpyske Ha knod. AnvHa cekumm N go/mkHa 6biTh KpaTtHa
ANnHe 6110Ka N Mcnosb3yeMoro 6,104HOro Wwudpa. JononHuTenbHblil napameTtp pexnvma CTR-ACPKM — ato
ANvHa 6noka rammel S, 0 < s <, BblpaxeHHasa B 6utax. BenvmumHa s gomkHa aenntb annvHy 6710ka n.

Mpouecc 06paboTkn coobLeHnii B pexume CTR-ACPKM cxemaTuyHO npeacTaB/fieH Ha pucyHke 1.

PucyHok 1— O6paboTka coobLueHuii B pexvive CTR-ACPKIVL

MpumevyaHne — Ha pucyHke 1uepe3 TTax 0603HaueHa MakCMMasibHas A/IMHa COOBLLEHNS, BbIpakeHHas B
6uTa*> "max = M max/AA.

Mpun 06paboTke Kaxaoro coobweHna M= Mi,j=1,2,..., B pexume CTR-ACPKM coobuieHre pasbusaiot
Ha / = MNMWV1 cekumii n npegctasnaoT B Buge M =M, || M2 ... || % roe Mie W,/=1,2, ...,/- 1, M:e Wy,
w< N. MNMepByto CEKLMIO KaXA0ro coobLLeHNA obpabaTbiBatoT Ha CEKLMOHHOM K/toye K1, KOTOpbIiA paBeH Havaslb-
HoMmy Kktody K. Ana 06paboTkum /-0 Cekumm KaxKaoro coobLleHns, /= 2,..., /, NICNoMb3yT CEKUMOHHbIA Koy K,
KOTOPbIA BbIYNCASAIOT U3 3HaYeHus knoda K'-1 ¢ nomoubio doyHkum ACPKM.

PesynbTaToMm 3awmncpoBaHus coobleHns M annubl T B pexunme CTR-ACPKM Ha HavdasibHOM kioue K
C A/IMHOW cekummn N 1 BEKTOPOM MHuumanusauun A/asnsetca ctpoka C, |C| = \M\, koTopas copmmpyeTcs no
crepywlLein cxeme:

g- [m/s, ] |- TTIA/L

M=4d, || P2 .. ||Pg,P;eVsI= 1,2, .,q- LP Wrr<s;
C7R, =1V | Onl2\
CTRi=Incn(CTRi_J, /=2, 3, ..., q\
rf=K - M)
W =ACPKM(KPL),y =2, 3, ..../;
C,=Pi® MSBM"AE"CTR))), /=1,2, .., q.] =i ms//V,

0=0!1l..1lcgqg.

Mpwn ncnonb3oBaHun pexxmuma CTR-ACPKM He TpebyeTcsi npuMeHeHne npoueaypbl A0NO/THEHUS COOBLLEHNS.

AnvHa T coobleHnsn, obpabatbiBaemoro B pexmme CTR-ACPKM, He Ao/mxHa npesblwaTb 3HaYeHUs
2J¥2- 1 ms 6uT.

[ns 06paboTkn Kaxaoro otaenbHoro coobweHuns B pexunme CTR-ACPKM Ha 04HOM HayaslbHOM K/kode
K ncnonb3oBaHO 3HAYEHME YHUKAsIbHOM CUMHXpoNockiiku IV e Vn/2,
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4.1.1 ®dyHkuma ACPKM

®dyHkuns ACPKM npuHuMaeT Ha Bxog kntod K'-1 aAnuHbl K 6UT 1 npeobpasyeT ero B ko4 K* Tolh xe
AnuHbl. ®PyHkuma ACPKM onpegensetcsa B 3aBUCMMOCTM OT UCNOMb3yemMoro 6,104Horo wudpa «Marma» nim
«Ky3Heuunk», onpegeneHHoro B FOCT P 34.12—2015, cneayowmm ob6pa3om:

K = ACPKM(K-1) = EK~\(Dj) || .- || Ekm (Dj) , @)
roe J =kin,D1]| ... | Dj=D, D1, ... Dde Vn, a koHcTaHTa D e VK 3agaHa crefylowmm obpas3om:

D= 80 81 82 83 84 85 86 87 83 89 8A 8B 8C 8D 8E 8F
90 91 92 93 94 95 96 97 98 99 O9A 9B 9C 9D 9E O9F.

4.2 Pexum BbipaboTkn nmmtoBcTaBkm OMAC-ACPKM

Mpwn BblUNCEHUN NMUTOBCTaBKN co06LLEHMA B pexnme OMAC-ACPKM kaxgoe coobuieHne pasbusaroT
Ha ceKuuu, rge nof cekuven NMoHVMaeTcsl CTpoKa, COCToAWan U3 faHHblX, 0bpabaTbiBaeMbIX HA OJHOM CeKLU-
OHHOM K/to4e [0 NpuMeHeHus K Hemy dyHkumn ACPKM-Master, onpegenerHoli B 4.2.1.

Mpy chopmmnpoBaHmn MMUTOBCTaBkM B pexnme OMAC-ACPKM HavasnbHbI ko4 K HEe MCNob3yloT Hemno-
CpefCTBEHHO A/1s 06paboTkn AaHHbIX U 3afeACTBYIOT TONbKO A8 MOPOXAEHUs MocnefoBaTe/lbHOCTU CeKLu-
OHHbIX KNtouel. MapameTpamu, onpegensownumMmmn nopsgok yHKunoHmposaHus pexuma OMAC-ACPKM, sB-
naetcsa anvHa cekumm N v yactoTta ™ cmeHbl MacTep-kntoyeld, 0603HaYeHHbIX Ha pucyHke 2 K*, K2, ... K*
MapameTpbl N 1 V BbipaxeHbl B 6utax. 3HauyeHna N n T* duKCMpYyOT B pamkax Kaxuioro KOHKpeTHOro npo-
ToKOMa ucxoasa u3 TpeboBaHuii K NPON3BOAUTENBHOCT CUCTEMbI M Harpyske Ha knwod. [innHa cekuun N fonx-
Ha ObITb KpaTHa AnnHe 6710Kka N ncnosib3yemMoro 67104HOro wudppa. Yacrora cmeHbl knwoya T* fosxHa 6bITb
KpaTHa K + n. JlononHuTenbHbli napameTtp pexuma OMAC-ACPKM — 370 gniMHa MMUTOBCTaBKM S, 0 < s <n,
BblpaXeHHas B 6butax.

Mpouecc 06paboTkn coobLeHnin B pexume OMAC-ACPKM cxemaTnyHO npefcTaB/ieH Ha pUCyHke 2.

ACPKM
K* =K K\ K %rax
N vV
K[1] Kt] K[t +1] K2y, K[(/Tax.1 )t +1] K[/ max-f]
1
m2 s = snnan i
i
Mq o
AN AN Il__l
N m'
max
PurcyHok 2 — O6paboTka coobLueHnin B pexuve OMAC-ACPKM
MpumeyaHne — Ha pucyHke 2 yepe3s mmex 0603HaYEHa MaKCMaslbHas A/1MHa COOGLLEHMS, BblpaXKeHHas B

outax, /Tax = TTax//V mt], t= TU{K + n).

Mpn obpaboTke coobuweHns MianvHbl m B pexume OMAC-ACPKM Ha HavyanbHOM Kntode K coobuie-
Hue pasbusatoT Ha /= MMIINA cekuuii 1 npegctasnaioT B Buge Mi= M/ || .. | M/, rge M/e WN,/=1,2, ..,
...,/-1, Mjie Vw,w< N. 1515 06paboTkn cekummn n3 HadanbHoro ktoda K ¢ nomouwbio yHkumn ACPKM-Master
BblpabaTbiBaeTCs NnocnefoBaTesibHOCTb KntoyeBoro matepuana cekunii K[1] = {K1, KT, K[2] = {K2, K"}, ...,
. W ={K1 K{}. Kaxgas /-a cekuns, /= 1,2, ... /- 1, obpabaTbiBaetcsa Ha kntode K. Ana o6paboTkn nocneg-
Heii /-i cekuMn ncnonb3oBaHbl Koy K1n BcnomoratenbHblil Koy Kj.

4
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PesynsratoM BblMMCNEHUS UMUTOBCTABKM coobOweHus M anuHsl m B pexume OMAC-ACPKM Ha Ha-
yanbLHOM Kniove K ¢ AnuHou cekummn N n 4acToTol CMEHbI knoya T asnsieTcsa ctpoka MAC AnuHbl S, koTopas
chopMUpyeTCa NO creayloLen Cxeme:

g=Iminl, 1=[mNTl

M=Py || Pyl .| Py Pre Vi i=1,2,.,q=1,Pge Vorsm,
c=C,ll-1IC,
KU ILKY | ... || K[| Ky = ACPKM-Master (K, T, I);
K<t ecnu MSB (K{) =0

(K1’ < 1) ® B,,, nHaue

rae Bg, = 059 || 11011, B, 5 = 020 || 10000111;

P Kj, ecur = n 3)
Ké, ecnur<n’
Cp =07,
C,i=EWP,®C._y),i=1,2,..,9-1,j=i-nINI,
. . ecmr=n

q Py I 0" ecrur<n’

MAC = MSBS(EK:(F’j*7 ® Cq_1 @ K).
OnuHa m coobleHnunsn, obpabarbiBaemoro B pexxume OMAC-ACPKM, He A0MmkHa NPeBbILLATh 3HAYEeHUs

oniz-1 NN
k+n

OuepegHasn YacTb kno4eBoro marepuana cekumm K[i] MoxeT 6bITb BbIMMCIIEHA MO MEepe HEoBXoAUMOCTH
npyu NOCTYNNEHUW AaHHbIX HAa BXOg, (MOXET 06ecneunBaTbCs NOTOKOBBIA pexum 06paboTku AaHHbIX).

4.2.1 dyHkuua ACPKM-Master

®yHkuna ACPKM-Master npuHMMaeT Ha BXO4 HadarnbHblii kntod K gnuHbl kK 6uT, napameTp 4actoTbl
CMEHbI MacTep-knooda T 1 KONMYecTBO arIeMEHTOB / B NOCeA0BaTENbHOCTH KIIOYEBOro MaTepuana cekuum,
KoTopble HeOBxoaumo BeipabotaTtk. yHKkUMA ACPKM-Master 3ajaHa B COOTBETCTBUK C BbIOpaHHbIM GnoY-
HbIM Wnpom «Marma» unm «KysHeuuk», onpeaeneHHbiv B FTOCT P 34.12—2015, cneaytowum o6pasom:

ACPKM-Master (K, T*, ) = K' || K| || ... || K'|| K} = CTR-ACPKM (K, T*, 17/2, 0F(k+n)) - (4)

rae Kie V,, K’1' eV, ie{1,2, ..}, CTR-ACPKM (K, N, IV, M) aBnsaeTca dyHKUNEN 3aluLMdpoBaHUA B pexume
CTR-ACPKM, koTOpas npuHUMAaET Ha BXO4 kniod K, pasmep cekuuun N, 3Ha4eHMe BEKTOpa MHULManu3aumm
IV e V,;, n coobuieHne M.

UT.

5 Anroputmsl akcrnopta KExp15 n nmnoprta Kimp15 knroua

B naHHOM pasgene npuBeaeHsl anropuTMbl 9KCNOPTa U MMNOPTA KIloYa, UCNosb3yloLme B CBOEN pabo-
T€ OAWMH U3 BNoYHbIX WKMpPOoB, onpeaeneHHbix B TOCT P 34.12—2015 («Marmay unum «Ky3Heunky).

BxogHbiMM nmapameTpamu anroputma akcnopta knoda KExp15 SABRAIOTCS 3KCMNOPTUMPYEMbIA KoY
K e V* Kkniod Bbluncnenus umutosctaeku K52 e V, knioy wndpposanus K20, € V) u sHavenne IV e V.
Mpu aToM AomkHa GbiTb oGecneyeHa HesaBucUMOCTb kntodeint KGR n K. SkcnoprHoe npeacrasneque
Knioya K hopMupyeTtcsa rno cneayowen cxeme:

- BbIMMCHAOT 3Ha4YeHne uMUToBCTaBk KEYMAC anuHbl n 6uT:

KEYMAC = OMAC (K‘,—T,{ . V| K, 5)
rae OMAC (K, M) — dbyHkums BbipaboTKM UMUTOBCTABKU, onucaHHasa B FTOCT P 34.13—2015, Ha kntoye K oT
OaHHbIX M;

- BbIMMCNAOT 3Ha4YeHne KEXP:
KEXP = encKey || encKeyMAC = CTR (K& o 1V, K|| KEYMAC), 6)

5
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rae |encKey| = |K|, |encKeyMAC| = |KEYMAC|, CTR (K, IV, M) — dyHKuna 3aumcdpoBaHus B peXxmme raMmmu-
poBaHus ¢ AnuHou bnoka rammsl S = n, npeacraeneHHom B FOCT P 34.13-2015, npuHumaloLas Ha BXoa Kniou
K, BeKTOp nHuumanusauuum /V u panioie M

- pesynbrar paboTbl anropuTMa 3KCNOopTa kno4a K Ha3bIBAETCA IKCNOPTHLIM NpeAcTaBneHueM Kroda K,
0603Havaercs uepes KExp15(K, K’ﬁ_ﬁc, K& c: V) v nonaraetcs paBHbIM CTpoke KEXP:

KExp15(K, Kixs, K26, IV) = KEXP. @)

Mmnopt kmoya no anroputmy Kimp15 (nonydenune knioya K no akCnopTHoMy npeacrasneHunio KEXP ¢
nomoLbto knioven KEXL., KBE- € V) u 3Hauenus IV € V,,) OCYLIECTBNAETCA NO CREAYIOLEN CXeME:

- cTpoka KEXP paclumnpoBbIBAETCA HA Kniove KE,:l,‘eC B COOTBETCTBUM C PEXXKUMOM raMMUPOBaHUSA C A1u-
Hou 6noka rammbl $ = n, npuseaeHHbIM B FTOCT P 34.13—2015, npu STOM BEKTOP MHMLUMAaNM3auuu nonaraercs
paBsHbIM /V. CTpoka K || KEYMAC nonaraeTcsi paBHOW pesyrnkrary paclunpoBaHus;

- BbIMUCAAIOT 3HA4YEHWEe UMUTOBCTABKM ANMHBI N1 OUT B COOTBETCTBUM C PEXUMOM BbIPabOTKM UMUTOB-
cTaBku, yka3aHHbiM B FTOCT P 34.13—2015, ot gaHHbix /V || K Ha knioye K’ﬁ_,,’ffc. Ecnu pesynetar OTnM4YeH ot
KEYMAC, Bo3BpaLyaetcs owmnoka;

- pesynbrar paboTbl anropuTMa MMNOPTA KIK4a OT €ro 3KCMOPTHOTO npeacTaBneHus KEXP o603HaqaeT-
cs Yepes KImp15(KEXP, K%\Do K‘T::-",ec, 1V) v nonaraetcs paBHbIM CTpoOke K:

KImp15(KEXP, K5XE., K2E.., IV) = K. (8)

B pamkax NpuMeHeHUsi OAHON 1 ol ke napbl knioden (KEXL., K2 sHadenus IV, ucnonbsyemsie B ka-
YeCTBe BXOAHbIX NapamMeTpoB anroputMa akcnopra knoya KExp15, A0omkHbl ObITb YHUKanNbHLIMKU. [N Bbipa-
BOTKM 3TUX 3HAYEHMI MOXET ObITb MCMONbL30BaH AETEPMUHUPOBAHHbIN CHETHYMK. [iNA OCYLLECTBNEHUS UMNOP-
Ta KIoya B COOTBETCTBUM ¢ anroputmoM Kimp15 kaxgoe 3HaueHue /V aomkHo nubo nepeaaBarbcsl BMECTe C
9KCMOPTHBLIM NpeACTaBMNeHNeM Kro4a, Nmbo SBNATbCA NpeABapuTENbHO pacnpeaeneHHbIM 3HaYeHNEM.

Honyckaetcs npumeHeHne anroputmos akcnopta KExp15 u umnopra KImp15 k kniovy K npoussonbHOro
KpunTorpacu4eckoro anropurma.
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MpunoxeHue A
(cnpaBouHoe)

KoHTponbHbIe NpUMepbl O4NA PeXUMOB paboTbl 6MoYHbIX WNMEPOB ¢ Npeodpa3oBaHUEM KITHOYA

B AaHHOM NpuUnoxeHUN NpeacTaBneHbl KOHTPONbHBIE MPUMEpPLI paboTel pexuMoB paboTel GroYHbLIX WK POB ¢ Npe-
obpa3soBaHueM Kniova, NpuBeaeHHLIX B pasaene 4. MapameTpbl s, m, N u T* BbiGpaHbl M3 coobpaXeHuin JeMOHCTpaLmn

ocobeHHocTel paboTsl anropuTMOB.

A.1 Pexum wucpposanua CTR-ACPKM ana wudpa «Marma»

B HacTosileM pasaene npuBeaeHbl TecToBble NpUMepkbl paboThl pexxuMa wudgpoanns CTR-ACPKM gns wudpa

- AnNnHa 6rnoka n — 64 6uTa;

«Marma» co cnegyrowiMm BXogHbIMU faHHbIMAL

- AnNuHa 6rioka rammbl s — 64 6uTa;

- paamep cekuum N — 128 6uT;
- KntoY Kt

88 99 AA BB CC DD EE FF
FE DC BA 98 76 54 32 10
- BEKTOp uHuymanusauumm /V:
12 34 56 78;

- OTKPbITLIA TekeT M

11 22 33 44 55 66 77 00
00 11 22 33 44 55 66 77
11 22 33 44 55 66 77 88

22 33 44 55 66 77 88 99.

00 11 22 33
01 23 45 67

FF EE DD CC
88 99 AA BB
99 AA BB CC

44 55 66
89 AB CD

BB AA 99
CC EE FF
EE FF OA

77
EF;

88
0A
00

CoobLeHne M pasbusatoT Ha YeTbipe cekunn My, My, Ma, My, kaxkayto u3 KoTopbix pasbusatoT Ha Grokn. O6pabot-
Ky AiaHHbIX NMPOM3BOAST B COOTBETCTBMM ¢ Tabnuuyamn A.1.1—A.1.4.

Tabnuuya A1.1— ObpaboTka cekunu M, B pexume CTR-ACPKM ans wndgppa «Marma»

Bnok wudpprekcra C,

Cekuua M, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
Kntou K1 88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77
FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF
O6pabotka 1-ro 6noka:
Cuetunk CTR, 12 34 56 78 00 00 00 00
Bnok rammel 3B 9A 2E AA BE 78 3B AB
Brok oTkpbIToro Tekcta Py 11 22 33 44 55 66 77 00
Brnok wmndpptekcta Cy 2A B8 1D EE EB 1E 4C AB
O6pabotka 2-ro brioka:
Cuetuuk CTR, 12 34 56 78 00 00 00 O1
Bnok rammsl 97 OF D9 08 06 Cl OD 62
Briok oTkpbITOro Tekcra P, FF EE DD CC BB AA 99 88
68 E1 04 C4 BD 6B 94 EA

Ta6nuya A1.2— Obpabotka cekuun M, B pexume CTR-ACPKM ans wudpa «Marma»

Briok wudptekcTa Cy

Cekuus M2 00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA
Kntou K? 86 3E A0 17 84 2C 3D 37 2B 18 A8 5A 28 E2 31 7D
74 BE FC 10 77 20 DE 0C 9E 8A B9 74 AB DO 0C A0
O6paboTka 3-ro broka:
Cuetunk CTRy 12 34 56 78 00 00 00 02
Briok rammbl C7 3D 45 9C 28 7B 3D 1C
Briok oTKkpbITOro TekcTa Py 00 11 22 33 44 55 66 77
C7 2C 67 AF 6C 2E 5B 6B
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OkoHYyaHue mabnuupi A.1.2

O6paboTka 4-ro 6roka:

CHeTHMKCTR4 12 34 56 78 00 00 00 03

Briok raMmbl 86 36 1C AC BC 1F 4C 24

BnoK oTKpbITOro TekcTa Py 88 99 AA BB CC EE FF OA

Briok wmndgprekcta C, OE AF B6 17 70 F1 B3 2E

Ta6nuya A1.3— O6paboTka cekuun Mz B pexume CTR-ACPKM ansa wudppa «Marma»

Cekyma M3 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00

Krou K3 49 A5 E2 67 7D E5 55 98 2B 8A D5 E8 26 65 2D 17

EE C8 47 BF 5B 39 97 A8 1C F7 FE 7F 11 87 BD 27

O6paboTka 5-ro bnoka:

Cuetunk CTRs 12 34 56 78 00 00 00 04

Bbnok raMmbl BO 8C 42 50 CB 8B 64 0A

Briok oTKpbITOro Tekcra Py 11 22 33 44 55 66 77 88

Brok wudprekcta Cq Al AE 71 14 9E ED 13 82
O6paboTka 6-ro 6rnoka:

Cuetunk CTRg 12 34 56 78 00 00 00 05

Bnok rammbl 32 7E DC D4 E8 8D E6 6F

Briok oTkpbITOro Tekcta Pg 99 AA BB CC EE FF OA 00

Brnok wudpTekcta Cg AB D4 67 18 06 72 EC 6F

Ta6nuuya A1.4 — ObpaboTka cekumn M, B pexnme CTR-ACPKM ansa wudpa «Marma»

Cekuusa M, 22 33 44 55 66 77 88 99

Kntou K4 32 56 BF 3F 97 B5 66 74 26 A9 FB 1C 5E AA BE 41
89 3C CD D5 A8 68 F9 B6 3B OA A9 07 20 FA 43 C4

Ob6paboTka 7-ro 6roka:

Cyetunk CTR, 12 34 56 78 00 00 00 06

Brnok raMmel A6 91 B5 OE 59 BD FA 58

Briok oTkpbITOro TekcTa P, 22 33 44 55 66 77 88 99

Briok wmndpTekcta Cy 84 A2 F1 5B 3F CA 72 Cl

PesynsraToM 3alunMpoBaHUa OTKPLITOro
CillCall - 1| Cy

Tekcta M B pexume CTR-ACPKM B faHHOM crydae siBNsieTcs CTpoka

2A B8 1D EE EB 1E 4C AB 68 E1 04 C4 BD 6B 94 EA
C7 2C 67 AF 6C 2E 5B 6B OE AF B6 17 70 F1 B3 2E
Al AE 71 14 OE ED 13 82 AB D4 67 18 06 72 EC 6F
84 A2 F1 5B 3F CA 72 C1.

A.2 Pexium wndpposanua CTR-ACPKM ans wudpa «KysHeunk»

B HacTosileM pa3sfene npusefeHbl TECTOBLIE NpuMepkl paboThl pexuma WwindposaHus CTR-ACPKM ana wudpa

«Ky3Heunk» co crneayowmmm BXoAHEIMU AaHHBIMK:
- ANWHa 6noka n — 128 6w,
- ANWHa Brnoka raMmel s — 128 6uT;
- pasmep cekyum N — 256 6wur;
- Ko K-
88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77
FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF;
- BeKTop uHuyuanusauum /V:
12 34 56 78 90 AB CE FO;
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- OTKPbITLIN TEKCT M.

11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88

00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA

11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00

22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11

33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22

44 55 66 77 88 99 AA BR CC EE FF OA 00 11 22 33

55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33 44.

CoobLeHne M pa3busatoT Ha YeTblpe cekuyun My, My, Ma, My, kaxayto u3s koTopbix pasbusatoT Ha Grioku. OBpabort-

Ky A@HHbIX MPOW3BOAST B COOTBETCTBUM ¢ Tabnuuamn A.2.1—A.2 4.

Tabnuya A2.1— ObpaboTka cekuyuu M, B pexume CTR-ACPKM Ans wndppa «KysHednk»

Cekuua M, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA
Knrou K' 88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77

FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF
O6paboTka 1-ro Grnoka:

Cyetunk CTR, 12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 00
Brok rammel EO B7 EB FA 94 68 A6 DB 2A 95 82 6E FB 17 38 30
Briok oTkpbITOro TekcTa P, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
Briok wudprekcra Cy F1 95 D8 BE Cl OE D1 DB D5 7B 5F A2 40 BD Al BS
ObpaboTka 2-ro 6roka:
CyeTunk CTR, 12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 O1
Briok raMmbl 85 FF C5 00 B2 F4 58 2A 7B A5 4E 08 FO AB 21 EE
Briok oTkpeITOro Tekcta P, 00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA
Briok wngptekcta Cy 85 EE E7 33 F6 Al 3E 5D F3 3C E4 B3 3C 45 DE E4

Ta6nuya A22— Obpabotka cekuun M, B pexume CTR-ACPKM ans wudpa «KysHednk»

Cekyua M, 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00
22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11
Krtou K2 26 66 ED 40 AE 68 78 11 74 5C AO B4 48 F5 7A 7B

39 OA DB 57 80 30 7E 8E 96 59 AC 40 3A E6 0C 60
O6pabotka 3-ro 6noka:

Cuerunk CTR5 12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 02
Bnok rammsl S5A EC D8 CB 31 09 3B DD 99 BD BD EB BO 7A E2 00
Bnok oTkpeIToro Tekcra Py 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00
Bnok wugpTekcTa C3 4B CE EB 8F 64 6F 4C 55 00 17 06 27 5E 85 E8 00
O6pabotka 4-ro 6noka:
Cuetunk CTR, 12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 03
Bnok rammbl 7A 4F 09 A0 OE A7 1C A0 94 F3 F8 41 2F 8A 50 57
Bnok oTkpeIToro Tekcra P, 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11
Bnok wudptekcta Cy 58 7C 4D F5 68 DO 94 39 3E 48 34 AF DO 80 50 46

Ta6nuya A2.3— Obpabotka cekuuu M, B pexume CTR-ACPKM ans wudpa «KyzHeHnKk»

Cekuyus My 33 44 55 66 77 88 99 AA BB CC EE FF 0A 00 11 22
44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33
Knroy K3 BB 3D D5 40 2E 99 9B 7A 3D EB BO DB 45 44 8E C5
30 FO 73 65 DF EE 3A BA 84 15 F7 7A C8 F3 4C E8

O6pabotka 5-ro Groka:
Cuetunk CTRs [12 34 56 78 90 AB cE FO 00 00 00 00 00 00 00 04
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Bnok raMmbl FC 74 A0 10 F1 26 75 4B A7 30 82 CE 61 8A 98 4cC
Bnok oTKpbITOro Tekcta Ps 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22
Bnok wudprekcta Cq CF 30 F5 76 86 AE EC E1 1C FC 6C 31 6B 8A 89 6E
O6paboTka 6-ro 6noka:
Cyetunk CTRg 12 34 56 78 920 AB CE FO 00 00 00 00 00 00 00 05
Briok rammel 9B A8 61 9B 09 AF 9C FD CO Al C4 7E 34 32 34 0D
Briok oTKpbITOro TekcTa ’D6 44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33
Briok wmndgprekcTa Cq DF FD 07 EC 81 36 36 46 0C 4F 3B 74 34 23 16 3E

Ta6nuya A2.4— Obpabotka cekuun M, B pexume CTR-ACPKM ans wudpa «KysHeunk»

Cekuyusa M, 55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33 44

Kritou K4 23 36 2F D5 53 CA D2 17 82 99 A5 B5 A2 D4 72 2E
3B B8 3C 73 OA 8B F5 7C E2 DD 00 40 17 F8 C5 65

O6pabotka 7-ro 6noka:

Cuetunk CTR, 12 34 56 78 90 AB CE FO 00 00 00 00 00 00 00 06
Bnok rammbl 31 6F DE 4A 1B 50 73 18 87 2D 2B E7 EA F4 ED 19
Briok oTKpbITOro TekcTa P, 55 66 77 88 99 AA BB CC EE FF OA 00 11 22 33 44
Briok WwudpTekcTa C; 64 09 A9 C2 82 FA C8 D4 69 D2 21 E7 FB D6 DE 5D

Pesyneratom 3alwmdpoBaHus oTkpbiToro Tekcta M B pexume CTR-ACPKM B AaHHOM criydae sBRsieTCA CTpoKa
CillCall - 11 Gy
F1 95 D8 BE Cl OE D1 DB D5 7B 5F A2 40 BD Al B8
85 EE E7 33 F6 Al 3E 5D F3 3C E4 B3 3C 45 DE E4
4B CE EB 8F 64 6F 4C 55 00 17 06 27 5E 85 E8 00
58 7C 4D F5 68 DO 94 39 3E 48 34 AF DO 80 50 46
CF 30 F5 76 86 AE EC E1 1C FC 6C 31 6B 8A 89 6E
DF FD 07 EC 81 36 36 46 0C 4F 3B 74 34 23 16 3E
64 09 R9 C2 82 FA C8 D4 69 D2 21 E7 FB D6 DE 5D.

A.3 Pexum Bbipabotku umuroBctaBku OMAC-ACPKM ansa wudpa «Marma»

B HacTosAwWeM pasgene npuBeaeHbl TECTOBLIE NPUMepbl paboThl pexxuma BoipaboTku nMutosctaskn OMAC-ACPKM
ana wudgpa «Marma» co cnegyowuMn BXoHLIMU AaHHBIMU:

AnuHa 6noka n — 64 6uTa;

AnuHa 6noka raMMel s — 64 buTa;

pasmep cekunn N — 128 6ur;

YyacToTa CMeHbl Kntoda T — 640 our;

KoY K:

88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77

FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF.

A.3.1 Npumep pa6otbl pexxuma OMAC-ACPKM ansa wudpa «MarMa» ¢ OTKpbITLIM TEKCTOM ANWHBLI 1,5

6noka

OTKpLITBIA TekeT M anuHbl 1,5 6noka:

11 22 33 44 55 66 77 00 FF EE DD CC.

CoobuleHne M cocTonT 13 oAHOI cekummn M, koTopyio pasbusaloT Ha Grioku.

Mpn choOpMUPOBaAHUM KNKHEBOrO MaTepuana BulpabaTbiBaeTcs ctpoka K1 || K} = ACPKM-Master (K, T, 1).

OD F2 F5 27 3D A3 28 93 2A C4 9D 81 D3 6B 25 58

A5 OD BF 9B BC AC 74 A6 14 B2 CC B2 F1 CB CD 8A

70 63 8E 3D E8 B3 57 1E.

O6paboTKy AaHHBLIX NPOU3BOAAT B COOTBETCTBUM € Tabnuuen A.3.1.1.

Tabnuya A3.1.1 — O6pabotka cekuun M, B pexume OMAC-ACPKM ana wudpa «Marmax»

Cekuyus M, 11 22 33 44 55 66 77 00 FF EE DD CC
Koy K1 OD F2 F5 27 3D A3 28 93 2A C4 9D 81 D3 6B 25 58
A5 0D BF 9B BC AC 74 A6 14 B2 CC B2 F1 CB CD 8A
Koy K1 70 63 8E 3D E8 B3 57 1E
1

10
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OkoHYaHue mabnuupsi A.3.1.1

O6pabotka 1-ro 6noka:
BroK oTKpbITOro Tekcra Py 11 22 33 44 55 66 77 00
BxoaHoii 6nok P, & C, 11 22 33 44 55 66 77 00
BuixoaHot 6nok C4 A0 2B DO 1D 04 5A 9E 45

O6paboTka 2-ro Broka:
Kntoyw K' EQO C7 1C 7B D1 66 AE 3C

Briok oTkpsiToro Tekcta Py || FF EE DD CC 80 00 00 00

BxogHoit 6J'|OKP2*® C1 @® K'||BF 02 11 AA 55 3C 30 79
BeixogHoit Gnok C, A0 54 OE 37 30 AC BC F3

Pe3ynsTaToM BbIMUCNEHWUS UMUTOBCTaBKM coobleHns M B pexume OMAC-ACPKM B AaHHOM cryyae ABnsieTcs
cTpoka Cy:

A0 54 OE 37 30 AC BC F3.

A.3.2 Mpumep pabotbl pexuma OMAC-ACPKM gnsa wmdpa «Marma» ¢ oTKpbITbIM TEKCTOM ANUHLI 5

6nokoB

OTKpbITBIA TeKCT M AnvHbl 5 6rokos:

11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88

00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF 0A

11 22 33 44 55 66 77 88.

CoobLeHne M pasbusatoT Ha Tpu cekumn M;, M,, Ms, kaxayto n3 KoTopbix pasbusarot Ha Groku.

Mpy chopMUpoBaHMK Knto4eBoro MaTepuana soipabarsisaetest ctpoka K || K1 || K2 || K3 || K3 || K§ = ACPKM-
Master (K, T, 3).

0D F2 F5 27 3D A3 28 93 2A C4 9D 81 D3 6B 25 58

A5 0D BF 9B BC AC 74 A6 14 B2 CC B2 F1 CB CD 8A

70 63 8E 3D E8 B3 57 1E 8D 38 26 D5 5E 63 Al 67

E2 40 66 40 54 7B 9F 1F 5F 2B 43 61 2A AE AF DA

18 OB AC 86 04 DF A6 FE 53 C2 CE 27 0E 9C 9F 52

68 DO FD BF E1 A3 BD D9 BE 5B 96 DO Al 20 23 48

6E F1 71 OF 92 4A EO 31 30 52 CB 5F CA OB 79 1E

1B AB E8 57 6D OF E3 AS8.

O6paboTKy AaHHbIX NPOM3BOAST B COOTBETCTBMM € Tabrnmuamm A.3.2.1—A.3.2.3.

Tabnuuya A3.2.1 — ObpaboTka cekumun M, B pexume OMAC-ACPKM ans wudpa «Marma»

Cekuuns M, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88

Knroy K1 0D F2 F5 27 3D A3 28 93 2A C4 9D 81 D3 €B 25 58
A5 0D BF 9B BC AC 74 A6 14 B2 CC B2 F1 CB CD 8A

Ob6paboTka 1-ro 6roka:
Briok oTKpbITOro TekcTa P, 11 22 33 44 55 66 77 00

BxopHoit 6]'|OKP1 (—BCO 11 22 33 44 55 66 77 0O
BeixogHoi 6nok C, A0 2B DO 1D 04 5A 9E 45

O6paboTKa 2-ro 6roka:
Briok oTkpeIToro Tekcta P, FF EE DD CC BB AA 99 88

BxopHoit 6J'|OKP2(-BC1 5F C5 0D D1 BF FO 07 CD
BbMOAHoMSHOKC2 1D 61 FD 38 6F E5 8E 2F

Tabnuua A3.22— ObpaboTka cekuynn M, B pexume OMAC-ACPKM ans wudpa «Marma»

Cekunsa M, 00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA

Kritou K2 8D 38 26 D5 5E 63 Al €7 E2 40 66 40 54 7B 9F 1F
5F 2B 43 61 2A AE AF DA 18 OB AC 86 04 DF A6 FE

1
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OkoHYaHue mabnuupi A.3.2.2

O6paboTka 3-ro 6roka:

Briok oTKpbITOro Tekcra Py 00 11 22 33 44 55 66 77
BxopHoii 610k Py @ C, 1D 70 DF 0B 2B BO E8 58
BbIxogHow 6nok Cs E7 9A E5 Al 8F 11 24 6B
Ob6paboTka 4-ro brnoka:
Brok oTKpbITOro Tekcta Py 88 99 AA BB CC EE FF 0A
BxopHoit 6nok Py @ Cs 6F 03 4F 1A 43 FF DB 61
BixogHo# 6nok Cy A3 1E 9B 72 1F 64 88 E8

Tab6nuya A3.2.3 — O6pabotka cekummn M B pexxume OMAC-ACPKM ans wndpa «Marmar»

BeixopHoit 6nok Cg

Cexymna My 11 22 33 44 55 66 77 88
Kniou K3 68 DO FD BF E1 A3 BD D9 BE 5B 96 DO Al 20 23 48
6E F1 71 OF 92 4A EO 31 30 52 CB 5F CA OB 79 1E
Koy K 1B AB E8 57 6D OF E3 A8
O6paboTka 5-ro brnoka:
Kntoy K' 1B AB E8 57 6D OF E3 A8
Briok oTKpbITOro TeKcTa Pg 11 22 33 44 55 66 77 88
BxoaHoi 6n0KP§(-D C4(-DK' A9 97 40 61 27 0D 1C C8
34 00 8D AD 54 96 BB 8E

PesyneraToM BblYWCNEHUsT UMUTOBCTaBKU cooblueHnss M B pexume OMAC-ACPKM B aaHHOM criyyae SBRsieTcs

cTpoka Cg:

34 00 8D AD 54 96 BB 8E.

A.4 Pexxum BbipaboTkn umutosctasku OMAC-ACPKM ana wmdpa «KysHeuuk»

B HacTosALeM pasfene npuBegeHbl TECTOBLIE NpUMepLl paboThl pexxuma BeipaboTku umutoBcTaskn OMAC-ACPKM

ansa LIJI/Iqua «KyBHeLWIK» CO crnegyrwnMmn BXoAHbIMA AaHHbIMUL

- ANWHa 6noka n — 128 6uT;

- AN1Ha Bnoka raMmbl s — 128 6uT;
- pasamep cekuun N — 256 6ur,
- YyacToTa CMeHbl Kntoda T — 768 6w,

- Kntov K-

88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77
FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF.

A.4.1 Mpumep pabotbl pexuma OMAC-ACPKM ansa wundpa «Ky3Heunk» ¢ OTKpbIiTbIM TEKCTOM ANUHLI 1,5

6noka

OTKpbITHIA TekeT M anuHel 1,5 6noka:

11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
00 11 22 33 44 55 66 77.
CoobuleHne M coctonT 13 oaHoIA cekummn M, koTopyio pasbusaloT Ha 6roku.

Mpu dhOpMMPOBaHNK KNKo4eBOro MaTepuana BeipabatbiBaetcs ctpoka K || K} = ACPKM-Master (K, T*, 1).

0C AB F1 F2 EF BC 4A Cl 60 48 DF 1A 24 C6 05 B2
CO D1 67 3D 75 86 A8 EC OD D4 2C 45 A4 F9 5B AE
OF 2E 26 17 E4 71 48 68 OF C3 E6 17 8D F2 C1 37.
O6paboTKy AaHHbLIX NPOU3BOAAT B COOTBETCTBUN ¢ Tabnuuen A.4.1.1.

Tabnunuya A4.1.1 — Obpabotka cexkumn M, B pexume OMAC-ACPKM ans wudpa «KyzHeunk»

Cekuus M, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
Kritou K4 0C AB F1 F2 EF BC 4A Cl 60 48 DF 1A 24 C6 05 B2

CcO D1 67 3D 75 86 A8 EC OD D4 2C 45 A4 F9 5B AR
Kntou K] OF 2E 26 17 E4 71 48 68 OF C3 E6 17 8D F2 Cl 37
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O6pabotka 1-ro 6noka:
Briok oTKpbITOro Tekcra P, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
BxogHoii 6ok Py @ C, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
BoixogHoii 6nok C, DD 01 38 F4 86 C7 07 DA F7 F4 57 76 6D A4 78 BO
ObpaboTka 2-ro bnoka:
Kniou K' 1E 5C 4C 2F C8 E2 90 DO 1F 87 CC 2F 1B E5 82 6E
Brok oTKpeITOro TekcTa P 00 11 22 33 44 55 66 77 80 00 00 00 00 0O 00 0O
BxopHot 6ok Py  C, ® K' [|€3 4C 56 E8 OA 70 F1 7D 68 73 9B 59 76 41 FA DE
BbMOAHOﬁ6nOKCé BS5 36 7F 47 B6 2B 99 5E EB 2A 64 8C 58 43 14 S5E

Pe3yneTaToM BblYMCNEHUA UMUTOBCTaBKM coobleHus M B pexume OMAC-ACPKM B aaHHOM crnyyae sBNSAeTcA

cTpoka C,:

B5 36 7F 47 B6 2B 99 S5E EB 2A 64 8C 58 43 14 5E.
A.4.2 Npumep paboTtbl pexxuma OMAC-ACPKM ana wmndpa «Ky3Heunk» ¢ OTKPbITbIM TeKCTOM ANUHBLI 5 6rokoB
OTKpbITBIN TekeT M anuHbl 5 6rnokos:

11
00
11
22
33

22
11
22
33
44

33
22
33
44
55

44
33
44
55
66

55
44
55
66
77

66
55
66
77
88

77
66
77
88
99

00 FF EE DD CC
77 88 99 AA BB
88 99 AA BB CC
99 AA BB CC EE
AA BB CC EE FF

BB AA 99 88
CC EE FF OA
EE FF OA 00
FF OA 00 11
OA 00 11 22.

CoobleHne M pasbuaioT Ha Tpu cekummn My, M,, M, kaxgyto U3 KoTopbIX pasbusatoT Ha 6noku. MNpu popmmuposa-
HWK KNko4eBoro MaTepuana eoipabatsisaetcs ctpoka K' || K} || K2 || K3 || K3 || K = ACPKM-Master (K, T, 3):

oc
co
OF
c9
BC
00
D7
A8
14

AB
D1
2E
DD
TE
FB
D6
1c
2C

Fl
67
26
A8
92
BC
27
79
57

F2
3D
17
o9cC
7F
F5
15
A0
79

EF
75
E4
FF
04
ED
01
4F
14

BC
86
71
A4
94
EE
Bl
29
FE

4A
A8
48
91
72
61
77
66
A9

Ccl
EC
68
FE
9F
OE
77
OE
0D

60
0D
OF
AD
51
AQ
52
A3
3B

48
D4
c3
D9
B4
2F
63
FD
C2

A8

05
5B
Cl
BB
46
c7
83
79
85

B2
AR
37
31
08
42
18
9E
D9.

1A
45
17
EA
3D
0%
A3
74
2E

24
A4
8D
B7
Fo
3C
49
Ccé6
83

C6
F9
F2
03
c9o
7B
S5A
30
36

DF
2C
E6
B3
9D
01
c2

50

O6paboTKy AaHHbIX NPOM3BOAST B COOTBETCTBMM € Tabnuuamm A.4.2.1—A.4.2.3.

Tabnuua A4.21— ObpaboTtka cekumun M, B pexume OMAC-ACPKM ans wingpa «KysHeumk»

Cekuusa M1 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF 0OA
Koy K1 0C AB F1 F2 EF BC 4A C1l 60 48 DF 1A 24 C6 05 B2
CO D1 67 3D 75 86 A8 EC 0D D4 2C 45 A4 F9 5B AE
O6paboTka 1-ro 6roka:
Brok oTKpbITOro TekcTa P, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
BxoaHoii 6ok P; @ C, 11 22 33 44 55 66 77 00 FF EE DD CC BB AA 99 88
BeixogHoit 6nok Cy DD 01 38 F4 86 C7 07 DA F7 F4 57 76 €D A4 78 BO
O6paboTka 2-ro 6roka:
Brok oTKkpbITOro TekcTa P, 00 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA
BxogHoit Briok P, @ C, DD 10 1A C7 C2 92 61 AD 7F 6D FD CD Al 4A 87 BA
BeixogHoii 6rok C, 9c 23 7F 18 85 F8 07 64 OB 32 5B 50 16 AB EC AF
Tabnuuya A4.2.2— ObpaboTka cekunn M, B pexxume OMAC-ACPKM gns wudpa «KysHeumk»
Cekuusa M2 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00
22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11
Kritou K2 C9 DD A8 9C FF A4 91 FE AD D9 B3 EA B7 03 BB 31
BC 7E 92 7F 04 94 72 9F 51 B4 9D 3D F9 C9 46 08
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OKoHYaHue mabnuupi A.4.2.2

O6pabotka 3-ro 6noka:
BNnok oTKpbITOro TekcTa Py 11 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00
BxogHom 6”0KP3®02 8D 01 4C 5C DO 9E 70 EC 92 98 EO 9C F8 54 E6 AF

BbixogHoW 6nok C3 2F 08 DE 89 F1 34 1B F9 1F 24 2F 88 94 E5 4E 6F

O6pabotka 4-ro 6noka:
BrioK OTKpLITOro TekcTa Py 22 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11
BxonHoi 6no|(P4@C3 0D 3B 9A DC 97 43 93 60 B5 9F E3 66 6B EF 4E 7E

BeixopHoit 6nok Cy 80 2C DF AC 40 FA 27 C2 FB 9B 2E 70 22 39 1D 84

Tab6nuuya A4.2.3— ObpaboTka cekuun M, B pexume OMAC-ACPKM ans windpa «KysHedunk»

Cekymna My 33 44 55 66 77 88 99 AA BB CC EE FF O0A 00 11 22
Kntou K3 D7 D6 27 15 01 B1 77 77 52 63 C2 A3 49 5A 83 18

A8 1C 79 A0 4F 29 66 OE A3 FD A8 74 C6 30 79 GE
Knrou K% 14 2C 57 79 14 FE A9 0D 3B C2 50 2E 83 36 85 D9

ObpaboTka 5-ro 6noka:

Kntoy K' 14 2C 57 79 14 FE A9 0D 3B C2 50 2E 83 36 85 D9
Briok oTKpbITOro TekcTa Pg 33 44 55 66 77 88 99 AA BB CC EE FF OA 00 11 22
BxoHoi 6riok P @ C, ® K' [[A7 44 DD B3 23 8C 17 65 7B 95 90 Al AB OF 89 7TF

BeixogHoii 6nok Cs FB B8 DC EE 45 BE A6 7C 35 F5 8C 57 00 89 8E 5D

PesynsraToM BblUMCHEHUS UMUTOBCTaBkK cooberunss M B pexume OMAC-ACPKM B faHHOM criyyae aensietcs
cTpoka Cs:
FB B8 DC EE 45 BE A6 7C 35 F5 8C 57 00 89 8E 5D.
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Mpunoxexue b
(cnpaBouHoe)

KoHTponbHbIie npumepbl padboTbl anroputmoB 3kcnopta KExp15 u umnoprta Kimp15 knroua

B fanHOM NPUMNoXeHUU NpeacTaBneHbl KOHTPObHEIE NpUMepkl paboTel anropuTMOB 3KCMopTa U UMMopTa KITHouel,
NpUBeAEeHHbIX B pasgene 5, co crnefyrolwumMmn BXOAHEIMU AaHHBIMU:

- Kntov K:

88 99 AA BB CC DD EE FF 00 11 22 33 44 55 66 77

FE DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EF;

- kntod KGR

08 09 0OA OB OC 0D OE OF 00 01 02 03 04 05 06 07

10 11 12 13 14 15 16 17 18 192 1A 1B 1C 1D 1lE 1F;

- kntod KR
20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F
38 39 3A 3B 3C 3D 3E 3F 30 31 32 33 34 35 36 37.

B5.1 Anroputmbl akcnopta KExp15 n umnopra Kimp15 kntoua ana wudpa «Marma»

BekTop nHuyunanusauyum /V.
67 BE D6 54.

KEYMAC

75 A7 66 18 E9 OF 49 73.

KEXP = KExp15(K, K, KBGo, IV):

CF D5 Al 2D 5B 81 B6 E1 E9 9C 91 6D 07 90 0C €A
Cl 27 03 FB 3A BD ED 55 56 7B F3 74 2C 89 9C 75
5D AF E7 B4 2E 3A 8B DO9.

B.2 Anroputmbl 3kcnopra KExp15 n umnopra Kimp15 knioua ana wudppa «Kysveuuk»

BekTop nHuumanusauum /V:
09 09 47 2D D9 F2 6B ES8.

KEYMAC:

10 02 2A DE 94 EE 55 B4 34 D2 07 7F 5A 13 AF F4.
KEXP = KExp15(K, K&}, K2fe, IV):

E3 61 84 E8 4E 8D 73 6F F3 6C C2 E5 AE 06 5D C6
56 B2 3C 20 F5 49 BO 2F DF F8 8E 1F 3F 30 D8 C2
9A 53 F3 CA 55 4D BA D8 OD El 52 B9 A4 62 5B 32.
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MpunoxeHue B
(pekoMeHayemoe)

Mpumep napameTpoB pexuma wudposanusa CTR-ACPKM

B npuHsATEIX B HacTosLee Bpemsi B Poccuiickoii Gefiepaumm npuHumMnax pa3paboTku CPpeacTB KpunTorpaduyeckon
3aLUTEl MHOPMaLIMKU COLEPXKaTCH PEKOMEHAALMN NO UCMOMb30BaHNI0 AOMONHUTENBHBLIX Mep Mo 3alluTe KpunTorpadu-
Yeckun onacHol nHdopmMauun. JaHHble Mepbl 4OMKHBI MPOTUBOCTOATL aTakaM, MCMOMb3YOLWUM KaHarbl pacnpocTpaHeHns
WHGOpPMaTUBHBIX CUrHanoB (cM. npunoxeHue A P 1323565.1.012—2017). K Takum Mepam OTHOCUTENbHO paccmaTtpusa-
€MbIX B HaCTOSALLWMX PeKOMeHAaUMsaX pexmnmMoB paboTbl 6roYHbIX LUMEPOB MOrYT ObiTb OTHECEHLI, B YACTHOCTU, OrpaHun-
YeHue 4ncna 6rokos, KoTopble MOryT BbiTb NpeobpasoBaHbl Ha OA4HOM CEKPETHOM KIlloMe, U OrpaHWYeHue Kornu4yectsa
coobLeHuit, obpabaThiBaeMblX ¢ UCMOSB30BaHNEM O4HOIO CEKPETHOrO Kkoua.

MepeyvncrieHHble orpaHUYeHns HeoBXxoAMMO yCTaHaBnMBaTb B COOTBETCTBUM C onpeaensemeliM B P 1323565 knac-
COM CpeACTBa KpUNTorpadou4eckon saluTel, C Y4ETOM UCNONb3YeMbIX KpunTorpauyecknx MexaHuaMoB, YCIOBUN IKC-
nnyarayuy v BO3MOXHOCTEW, KOTOpble MOMyT ObITb UCMONb30BaHbI 41151 NPOBEAEHUS aTak Ha cpefcTBO 3awmThl. [py aToM
orpaHudeHns LenecoobpasHo ycTaHaBMBaTh cornacoBaHHbIM 06pa3oM AnsA KaxAoro knacca Kpuntorpaduyecknx Mexa-
HW3MOB.

Kpome Toro, NpuBoaATCA BO3MOXHbIE 3HA4EeHU NnapaMeTpoB pexuma wudposanna CTR-ACPKM npu ero peanu-
3auuu B KpunTorpadu4eckux NpoToKonax, B TOM YKACIE U B NpoTokorne 6e30nacHOCTU TpaHCNopTHOro ypoBHA (TLS).

Ona  cpeacts  kpuntorpadpuyeckoit sawmTel MHpopMauum knaccos KC1, KC2 u KC3 (cm. paspen 4
P 1323565.1.012—2017), a Takke CpeAcTB, KOTopble HE Nognagalot nog ageicteue [1], AONYCTUMBIM SBASETCA UCNONb30-
BaHWe CreAytoLmnxX orpaHuyeHmiA:

- NpW Ucnornb3oBaHWK anropuTMa GroyHoro wWKgpoBaHua «Marmay o6beM NpeobpasoBaHHO| HAa OIHOM CEKPETHOM
Kritode uHepopmaLum He gomkeH npesblwarb 4 MbaiiT (524 288 6nokos);

- pasmep N ofHow cekuum pexxuma CTR-ACKPM nonaraetca pasHbiM 1 K6anT (128 6nokos).

M3 yKadaHHbIX OrpaHWYeHWiA CriefyeT, YTO YUCIO coobLLEeHN, KoTopble MOTyT BbiTb 06paboTaHbl Ha OAHOM CeKpeT-
HOM Kntove K, He AormkHO npesbllark 4096. [Npu 3ToM ANWHBI COOBLLEHUIA JONONHUTENBHO HE OFpaHUYEHBI.

Ans cpefcte kKpunTorpaduyeckoii sawuTsl MHopmaLuu knaccos KB u KA gonycTUMbIM SIBIISIETCS UCMNONb30BaHWe
CneayoLWwmx orpaHu4eHuii:

- NPU MCMOSb30BaHUM anroputma bnoyvHoro WwndposaHus «KysHeunk» o6bem o6paboTaHHON Ha O4HOM CEKpPEeTHOM
Krtode uHpopmaLum He formxeH npeselwatb 256 K6aiT (16 384 6noka),

- pasmep N ofHow cekumn pexuma CTR-ACKPM nonaraetca paBHbiM 4 KbaiT (256 6nokos).

M3 yKasaHHbIX orpaHUYeHnin CrneayerT, YTo Yncro coobLUEHM, KoTopble MOryT BbiTk Npeobpa3oBaHbl HA OAHOM ce-
KPETHOM KrtoMe K, He [LomKHO npeBbillaTs 64. MNMpu sToM ANWHEI COOOLLEHMA AONONHUTENBHO HE OrPaHNYEHbI.
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Bubnuorpadus

[1] Mpukas ®CE Poccuun ot 9 dheBpans 2005 . Ne 66 (B pegakuyuu npukasa GCE Poccuun ot 12 anpena 2010 r. Ne 173)
«OB yTBEpXEeHUN NONOXKeHNA 0 pa3paboTke, NPOM3BOACTBE, peanuaaLnu 1 sKkcnnyaTaumm LWndpoBanbHbIX (KpUnTo-
rpadu4deckunx) cpefcTs 3awutel nHdpopmaumm (MonoxeHne MNMK3 — 2005)»
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YK 681.3.06:006.354 OKC 35. 040

KnioueBble CNoBa: pexuMbl, LLMGPOBAHNE, UMUTOBCTABKA, KIOY, 9KCMOPT KIo4a, UMMNOPT KIova
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