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Mpeaucnosue

Llenu v npuHuunbl ctaHaapTusauum B Poccuiickon denepaumu yctaHoBneHsl deaepanbHbIM 3akOHOM
oT 27 pekabps 2002 r. Ne 184-$3 «O TexHUYeCKOM peryniMpoBaHuny», a npasina npUMeHeHUa HaLMoHanbHbIX
ctaHgapTtoB Poccuiickoin ®egepauumn — MOCT P 1.0 — 2004 «CtaHaapTusauus B Poccuiickon ®eagepaumn. Oc-
HOBHbIE MOSIOKEHUS»

CeefeHus o cTaHaapTe

1 MOANOTOBINEH degepanbHbiM rocygapCTBEHHbIM yupexaeHuem «locyaapcTBeHHbIA Hay4YHo-Uccre-
[00BaTeNbCKANA UCTIbITaTeNbHbIN MHCTUTYT Npobriem TexHu4eckon sawwmTbl uHgopmMaumm $egepansHoi cnyxoel no
TEXHUHECKOMY U aKcropTHOMY KoHTporio» (PIY « THUUU MT3U $CTIK Poccrumn») M 06LLecTBOM € OrpaHU4eHHOM
OTBETCTBEHHOCTbI0 «HayuHo-nponssogcTeeHHas covpma «Kpuctamn» (OO0 «HIM®P «Kpuctann») Ha ocHoBe co6-
CTBEHHOrO ayTeHTUYHOro NepeBoJa cTaHgapTa, ykasaHHOro B MyHKTe 5

2 BHECEH YnpaBneHueM TEXHAYECKOro perynvpoBaHust M ctaHgapTusaummn deaepanbHoro areHTcTea no
TEeXHUYECKOMY PeryniupoBaHuio U METPOSorun

3 YTBEPXAEH 1 BBEAIEH B IENCTBUE Mpukasom deaepansHoro areHTCTsa no TeXHUHECKoMy perynu-
poBaHUIo N MeTponorumn ot 27 aekabpsi 2007 r. Ne 514-ct

4 BBEJJEH BNEPBbLIE

5 HacToswwmin ctaHgapt naeHtTudeH MmexxayHapogHomy crangapty MCO/MOK TO 13569:2005 «PuHaHco-
Bble ycnyru. PekomeHgauum no wuHdopmauuoHHoin 6esonacHoctu» (ISO/IEC TR 13569:2005 «Financial
services — Information security guidelines»).

Mpu NpUMeHEeHNN HACTOSILLEro cTaHdapTa PeKOMEHAYeTCS UCNOSb30BATh BMECTO CChINOYHbLIX MeXayHa-
poAHbIX CTaHAapToB COOTBETCTBYIOLME UM HaUMoHanbHble cTanaapTbl Pocculickot denepaumn, ceeieHust o
KOTOPbIX NpyBeAeHbI B OMOMHUTENBHOM NPUNOXeHUN E

UHgbopmalust 06 UsMeHeHUsIX K HacmosilueMy cmaHdapmy rybrukyemcs 8 exe200H0 u30asaeMoM UHGOp-
MayuUoHHOM yKkaszameiie «HauuoHanbHbie cmaHBGapmbi»y, @ MeKCm U3MEHEHUU U ornpagok — 6 eXXeMeCsIHHO
u3lasaembix UHGOOPMaUUOHHBIX yKazamerisax « HauuoHaneHble cmaHdapmel». B crydae nepecmompa (3ameHbi)
unu ommeHbl Hacmosiueao cmaHOapma coomeemcemayroujee yeedomrieHue 6ydem orybriuKo8aHo 8 eXXeMECsY-
HO U3dasaeMoM UHGhOPMaUUOHHOM yKa3amerie «HayuoHanbHsle cmaHOapmbi». Coomeemcemeyroujasi UHQop-
Mauyusi, yeeGoMIIeHUS U meKCcmbl pasMeLyaromcesi makxke 8 UHghopMalUoHHOU cucmeme obLye20 rofb308aHUs —
Ha ogpuyuansHom calime @edepasibHO20 aeeHMCMea 1o MEXHUYECKOMY peay lLpo8aHUI0 U Memposioeuu 8 cemu
UHmepHem

© CraHgaptuHdgopm, 2009

HacTtoawwmi CTaHAapT HEe MOXeT 6bITb MONHOCTLIO UMW YaCTUYHO BOCnpousseaeH, TMpaxxnuposaH n pacnpo-
CTpaHeH B ka4yecTse opuLManbLHOro nsgaHus 6e3 paspeleHna egepansHOro areHTCTBa No TEXHUYECKOMY pery-
nmposaHUio U MeTponorun
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BBegeHue

®uHaHCOoBbIE YCNYT Kak 3KOHOMUYECKast KAaTErOpUst OTpaXkatoT MPOLIECC UCTIONb30BaHUS AEHEXHbBIX CPeaCcTB
Ha OCHOBE TOBaPHO-AeHeXHOoro obpalueHus. OkasaHue UHaAHCOBbLIX YCIYr 3a nNpollefllee AecAaTuneTie name-
HUMOCH Kak C TOYKM 3peHMs MaclUTabHOCTN UX OCYLLECTBEHUS, TaK U B CBA3W C BHEAPEHNEM KOMMbIOTEPHBIX 1
ceTeBbIX TEXHOMOMI B 3Ty cdpepy AesiTenbHocTU. MNpur 3ToM nogo6Hble onepaLm ocyLecTBAAITCS Kak BHYTPU
rocygapcTea, Tak v npu B3anMogencTBAN OpraHM3alnil pasHbIX CTpaH.

Hactoawuii ctaHgapT aaeT npeacTraBneHme o cucteme obecnedeHns MHopmMaLMoHHON 6e3onacHOCT B
npoLiecce okasaHus OUHAHCOBbLIX YCIYT C YYETOM CITOXKUBLUEACA NPaKTUKA Ha MEXAYHapOAHOM YPOBHE, YTO
0CoB6eHHO BaXKHO AN opraHu3aumi, CTPEMSALLMXCS pasBUBaTb CBOK AEATENbHOCTb 3a Npeaenamm Poccuidckoi
depepaunn.
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HALWOHANbHBIA CTAHOAPT POCCUUACKOWU DEOEPALUMN

®uHaHCcoBbIe ycnyru

PEKOMEHOALMKU NO UHOOPMALMOHHOW BE3OMACHOCTHU

Financial services. Information security guidelines

DHaTta BBegeHua — 2008—07—01

1 O6nacTb npMmeHeHusi

Hacrosawmin ctaHgapT ycTaHaBnNMBaeT pekoMeHJauLum no paspaboTke nporpammbl obecneveHns nHopma-
LIMOHHO 6e3omnacHoCTH 418 opraHuaaLmnii B cdepe huHaHCoBbIX yCryr. PaspaboTka pekoMeHaaLmii OCHOBbIBa-
nack Ha paccMoTPeHUN BUsHec-cpeabl, MPaKTUYECKUX NPUEMOB 1 NpoLEeayp AeATeNbHOCTU (DUHAHCOBbLIX YHPEX-
AeHnin. HacTosawmin ctaHaapT npeaHasHayeH ans Ucnofib3oBaHust UHaHCOBLIMU YUPEXKAEHUAMU Pa3SIAMHOIO
Tna v pa3Mepa, KoTopble AoMMKHbI paspabaTtbiBaTh paLMoHabHY0 U 3KOHOMUYECKA 0BOCHOBaHHYO NporpaMmy
obecneyeHns MHOpPMaLMoHHON Ge3onacHOCTU.

2 HopmaTuBHbIe CCbINKU

B HacTosiLLeM cTaHAapTe NCNoMb30BaHbI CCbINKM Ha crieayoLme mexayHapoaHble cTaHAapThl:

NCO 9564 (Bce yacTu) BaHkosckoe aeno — MeHemkMeHT u o6ecneveHne 6e30nacHOCT NepcoHarnbHbIX
NAEHTUPUKALIMOHHBLIX HOMEPOB

MCO 10202 (Bce YacTu) BaHkoBcKMUe KapTOYKU Ans UHaHCOBbLIX onepauuin — ApxuTekTypa 6esonacHocTy
cucTeM PUHaHCOBLIX orepaLuii, NCMOosb3YHOLLMX CMapT-KapThl

MCO 11568 (Bce yacTtu) baHkosckoe Aeno — MeHemMKMEHT KNtoYen (PO3HUYHAA TOProBn)

MCO/M3K 11770 (Bce yactn) MHdbopmaLoHHas TexHonornsa — MeTogbl u cpeactea obecneyeHus 6eso-
nacHocT — MeHeDKMeHT Kntoden

NCO 15782 (Bce yactn) MeHe IKMeHT cepTudukatoB B chepe puHaHCOBbLIX YCIyr

MCO 16609:2004 BaHkosckoe aeno — TpeboBaHuWs k ayTeHTUdUKaLmm coobLueHnid, NCNosb3ya cCUMMeET-
pUYHbIe MeToabl

MCO/M3K 17799:2005 UHdpopmaLmoHHan TexHonors — MpakTudeckue npaeunia ynpasneHus uHdopmauu-
OHHoW 6e3onacHOCTbIo

MCO/M3K 18028 (Bce yactun) MHdbopmaLmoHHas TexHonorns — Metoabl u cpeactsa o6ecneyeHusa 6eso-
nacHoCcTM — be3onacHoCTb MHPOPMaLMOHHOW ceTn

MCO/M3K 18033 (ce uacTu) MHopmaLmoHHas TexHomnornus. — MeTtoabl u cpeacTea obecneveHns 6e3o-
nacHoCTM — ANropUTMbI LUMDPOBaHWSE

MNCO 21188:2006 NHdpacTpykTypa OTKPbITBIX Ktoven ansa cdepbl huHaHCcoBbIX yenyr — MpakTuyieckue
npUeMbl U CTPYKTypa MOMUTUKA

3 TepmuHbl 1 onpegeneHus
B HacTosWweM cTaHaapTe NpuMeHeHbl criegyroume TepMUHbI C COOTBETCTBYHOLWMMK onpeaeneHnamu:

3.1 YnpaBneHue goctynom (access control): ®yHkLMM, orpaHuumsatoLime AOCTyn K MHdopMaumn unm
cpedcTeam 0bpaboTku MHpopMaLMK TOMNBbKO aBTOPU3OBAHHbLIM NIALLIAM UITN NPUITOXKEHUSIM, BKITHoYas dnamdeckoe

U3paHue ocuumansHoe

22500 1
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yrpasneHne A0CTYNoM, OCHOBaHHOE Ha pasmellieHn corandecknx 6apbepoB Mexay HeaBTOpU30BaHHBLIMU ULa-
MW 1 3aLLMLLIaEeMbIMA UHEOPMaLWMOHHBIMA pecypcamum, U fiorudeckue cpeacTBa ynpaseHust AOCTYNOM, UCMOMb-
3ytoLyue gpyrue cnocobbl ynpasneHus.

3.2 nogoTyeTHOCTL (accountability): CeoicTBo, 0becneunBaroLee oAHO3HAYHOE NMPOCHeXnuBaHue aen-
cTBUIA Nto6oro formyeckoro obbekTa.

[MCO 7498-2:1989] [1], [MCO/M3K 13335-1:2004] [2]

3.3 curHan TpeBoru (alarm): YkazaHue Ha HapyleHue 6e3o0nacHOCTU, HeoBbIMHOE UMK oMacHoe COCTOS-
HUe, KOTOpOoe MOXET NoTpeboBaTe HEMEANEHHOTO BHUMaHMS.

3.4 akTuBbI (asset): Bce, 4To UMeeT LeHHOCTb ANsi opraHusauum [2].

3.5 ayaut (audit): Cnyx6a, 3agadein KOTOPON SIBASIETCA NPOBEPKa HaMMYUA aaekBaTHbLIX Mep KOHTPONS U
coobLLeHne pyKOBOACTBY COOTBETCTBYIOLLErO YPOBHS O HECOOTBETCTBUSIX.

3.6 xypHan ayaura (audit journal): 3anuck B XpOHONOrMHYECKOM Nopsake AeNCTBUIA CUCTEMBI, CoaepXa-
LWe 4OCTaTOYHO CBeAeHUA ANA TOro, YTOObl PeKOHCTPYUPOBaTb, NpoaHarMaMpoBaTh U MPOBEpUTL NOCNeaoBa-
TeNbHOCTb cpea U AeNCTBUIA, OKPYXXaoLWWX Kaxkgoe cobbiTve unv BedyLumnx K kaxgaomy cobbiTUo no xody onepa-
LuM OT ee Havana Ao BblAa4n OKOHYaTENbHbLIX pe3yrnbLTaToB.

[UCO 15782-1:2003](3]

3.7 ayrenTudmkayun (authentication): NpegocrasneHne rapaHTUX 3asiBNIeHHOW MAEHTUMHOCTU 06 beKTa.

[MCO/M3K 10181-1:1196] [4], [MCO/MIK TO 13335-4:2000] [5]

3.8 ayTeHTUYHOCTL (authenticity): CBOICTBO, rapaHTUpytoLlee, YTO CyGbeKT Unn pecypc aeHTUYHLI 3aB-
TNEeHHbIM.

Mpu™MeyaHN e — AyTeHTMUHOCTb NPUMEHSIETCH K TakKMM CyObekTam, Kak nonb3oBaTenun, K npoueccam,
cucTemam u nHdopmaumu.

3.9 poctynHocTk (availability): Xapakrepuctuka, onpeaenstowas 4OCTYNMHOCTL U UCMOSIb3yeMOCTb MO 3ar-
pocy CO CTOPOHbI aBTOPU30BaHHOrO Nornyeckoro obbekTa [1], [2].

3.10 pe3epBHOe konupoBaHue (back-up): CoxpaHeHune busHec-uHgpopmaumm ana obecneveHns Henpe-
pbIBHOCTU BM3Hec-npoLiecca B criyvae yTpaThl MHpopMaLIMOHHLIX PECYPCOB.

3.11 6uoMeTpuyeckue aaHHble (biometric): Mamepumas Guonorndeckas unm noegeHYeckas xapaktepu-
CTUKa, C JOCTOBEPHOCTbLIO OTNNYaoLLas 04HOro Yenoseka oT Apyroro, Ucrnosb3yemas ans ycraHoBneHus nmbo
noaTBePXAEeHUS IMHHOCT YerloBeka.

[ANSI| X9.84:2003] [6]

3.12 6uomeTpusA (biometrics): ABTOMaTUYECKUE METOALI, MCNOMb3YEMbIe ANl pacno3HaBaHWS JIMYHOCTK
W NoATBePXKAEHUA 3asiBMEHHON JINYHOCTI YerloBeka Ha OCHOBE (hU3MNOSNIOTUHECKX UM MOBEAEHYECKUX XapaKk-
TEPUCTUK.

3.13 meToa ayTeHTUdukaumm kapToyek (MAK) (card authentication method (CAM)): MeToa, aenatowuia
BO3MOXHOW YHUKANBHYIO MaLLMHOYUTAEMYHO naeHTUUKaL Mo 6aHKOBCKON kKapToUKy Arst UHaAHCOBLIX onepaumil
1 NpeaoTBpaLLaloLWwniA KonMpoBaHNe KapT.

3.14 knaccudmkauus (classification): Cxema, B COOTBETCTBUM C KOTOPOI MHOpMALUS NogpasgensieTcs
Ha KaTeropuu ¢ Lenbio MPUMEHEHUsI COOTBETCTRYIOLLMX 3aLLMTHEIX MEP MPOTUB STUX KaTeropuii.

MpumedaHue— COOTBETCTBYIOWME 3ALUMTHBIE MEPLI MPUMEHSIIOT OIS CreayoWwmX KaTeropuii: BO3MOXHOCTb
MOLUEHHUYECTBA, KOH(MAEHUNANBHOCTE UMM KPUTUYHOCTL MHDOpMALIMK.

3.15 koHdmaeHumanbHoOCcTb (confidentialit): CeolicTBO MHOPMaL UK 6bITb HeQOCTYMHON 1 3aKPbLITOW A4S
HeaBTOPWU30BAHHOTO MHAMBUAYYMA, Norndeckoro obbekTa unu npouecca [1], [2], [3].

3.16 nnaH gencTBUA B Ype3BblYalHbIX obcToATenbecTBax (contingency plan): MNopsigok AencTBus,
KOTOpbI MO3BONSIET OpraH13aLmn BOCCTaHOBUTL paboTy nocre NpupoaHoro Uiv nHoro 6eacTrs.

3.17 mepa ynpaBneHus (control): Mo 3.64, TepMWH «3awnTHas mepay.

3.18 nonutuka uHdopmaLmoHHon 6e3onacHocTM opraHn3auum [monutuka) (corporate information security
policy) [policy]: ObLLee nonoxeHe o0 HaMePEHWsIX U Liensix paspaboTku NnporpamMmel obecredeHnst HgopmaLmoH-
Ho 6e30nacHOCTV opraHMaaLmn.

3.19 kpeAUTHbIN puck (credit risk): Puck Toro, 4To KOHTpareHT B crcTeme 6ygeT He cnocobeH MoNHOCTbIO
BbIMOSIHUTL CBOMU (pMHaAHCOBLIE 065s13aTeNLCTBA B CMCTEME B CPOK UNn B Nto6oe BpeMst B ByayLueMm.

[CPSS Kniouesble NpUHLANGI sl CUCTEMHO 3HAYUMBbIX MITaTEXHbIX cucTeMm] [7]

3.20 kpuTnyHocTb (criticality): TpeboBaHUs K TOMy, YTOBbBI KOHKpPEeTHast UHopMaLma U cpeacTea obpa-
60TkM nHbopMaLmm Gbin AOCTYNHbLI ANs BeaeHust brusHeca.
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3.21 kpunTtorpadma (cryptography): MatemaTtudeckuin annapart, ucnonbayembli 4ns WudposaHs nnu
ayTeHTUMKaLM1 HopMaLm.

3.22 kpunTorpaduueckan ayteHTUbUKauua (cryptographic authentication): AyteHTudukaLmsa, ocHoBaH-
Has Ha undpoBoI NoANMcK, kode ayTeHTUdUKaLummM coobLeHns, reHepupyembIX B COOTBETCTBUM C kpunTorpadu-
YECKUM KITH0UYOM.

3.23 kpunTorpacduydeckuin kmou (cryptographic key): 3HaueHue, ncnonbayeMoe AnA ynpasneHust Kpurn-
TorpadMyecKum NpoLEeccom, TakUM Kak LUMdppoBaHne Unu ayTeHTUukaums.

MpumeuaHune— 3HaHne COOTBETCTBYIOWENO KPUNTOrPahnUecKoro Kioua 4aeT BO3MOXHOCTb MPaBUIbHO
AewmndpoBaTb coobuieHne unn NOATBEPAUTL €70 LENOCTHOCTD.

3.24 yHnutoxeHue uHdpopmanum (destruction of information): Nio6oe ycnosue, genatowee nHgpopmavmio
HenpurogHoun Ans UCMonb30BaHUsl HE3aBUCUMO OT NPUHUHBI.

3.25 undpposas nognuch (digital signature): Kpuntorpadudeckoe npeobpasosaHue, koTopoe, 6yayum ces-
3aHO C 9NIeMEHTOM JaHHbIX, obecrneynBaeT ycnyrn no ayteHTuduKaumm UCTOYHMKa, LeNOCTHOCTU AaHHbIX U He-
0TKa3yeMoCTU NoAnucasLLIe CTOPOHbI.

[ANSI X9.79] [8]

3.26 packpbiTue uHdopmaumm (disclosure of information): HecaHKLUMOHWUPOBaHHBLIA NPOCMOTP UK NOTEH-
LmarnbHas BO3MOXHOCTb HECAHKLIMOHUPOBAaHHOMO NPOCMOTpa UHdopMaLmn.

3.27 peoiHoOM KoHTponb (dual control): Mpouecc ucnonb3oBaHWA ABYX UK 6onee oTAeNbHBIX STIOMMYECKUX
06beKToB (06bIMHO Mioaen), AENCTBYIOLLMX COBMECTHO As1A obecneveHUs 3alnTbl BaxHbIX OYHKUWMIA U MHdop-
Mauum [3].

MpumeyvaHnwnsda

1 Ob6a nornyecknx o6bekTa HeCYT paBHYI0 OTBETCTBEHHOCTb 3a oGecneveHne (HM3NYeckon 3awmTbl MaTepuanos,
33e/iCTBOBaHHBIX B YSI3BUMbIX onepauusx. Hu oguH yenoBek B 0OTAENBHOCTU HE MOXET NONy4uThb AOCTYN K Matepuanam
(HanpuMep, KpunTorpadUYeckoMy KIiody) Unu UCnonb3oBaTb UX.

2 Mpwv pyyHom dopmmpoBaHuW, nepeaadqe, 3arpy3ke, XpaHeHUn U U3BNEeYEHUN KNoYen n cepTudukaToB ABOMHON
KOHTpOMnb TpebyeT, 4To6bl Kaxabi U3 COTPYAHUKOB 3HaN TONMBKO 4YacTb KntoYa.

3 lMpw nenonb3oBaHUM ABOMHOIO KOHTPONsI criedyeT no3aboTUTbest 0 ToM, YTo6bl 06ecneunTs HE3aBUCMMOCTDb KL

Apyr OT Apyra.

3.28 wudposaHue (encryption): MpoLecc npeobpaszoBaHus HGOPMaLMK K BUAY, KOrda oHa He UMeeT
CMbICna HW A4S Koro, KpoMe obnaaateneii kpunTtorpadnyeckoro Kiova.

MpumedyaHune— Vcnonb3oBaHne WNHPOBaHNUS 3aMWAET MHPOPMaLMIO B NEPUO MEXAY NMPOLIECCOM
LUNOPOBaHNA M NPOLECCOM AelumnpoBaHust (KOTOPbLIN SBNAETCS NPOTUBOMOMNOXHbLIM LWNGPOBAHUIO) OT HECAHKLIMOHM-
POBAHHOTO PAaCKPbITUS.

3.29 MexceTteBoit 3akpaH (firewall): CoBOKYNHOCTb KOMMOHEHTOB, NMOMELLEHHbIX MeXay ABYMS CETAMMU,
KoTopble BMecTe 0briafatoT creaytoLyMmn CBOMCTBaMU:

- BECb BXOOALNA U UCXOOSALLNIA ceTeBOW TpaduK AOMKEH NPOXOAUTL Yepes MeXceTeBOW 3KpaH;

- MponycKaeTCs TOMbKO CEeTEBO TpadK, aBTOPUIOBAHHbBIA B COOTBETCTBWM C JTOKArbHOM MONUTUKOM 6e30-
nacHoCTU;

- MeXceTeBOoW aKpaH cam no cebe YCTOWUMB K MPOHUKHOBEHUIO.

3.30 naeHTtudukauus (identification): MpoLecc yctaHoBNEHUs1 €AMHCTBEHHBLIM 06pa3oM 0AHO3HAYHON AEH-
TUYHOCTM 0bbekTa [5].

3.31 o6pas (image): Lincdposoe npeacrasneHne gokymeHTa ans 06paboTkv Unn xpaHeHus B cucteme obpa-
60TKM MHpopMaLmN.

3.32 nHumpeHT (incident): Itoboe HenpeaBnaeHHOE UMK HeXxenaTenbHoe CoBbITME, KOTOPOE MOXET Hapy-
WaTb AeATENbLHOCTb UM nHpopMaLMoHHyo BesonacHocTb [2].

MpumedaHue— K uHumaeHTam nHopMaumnoHHON 6€30NacHOCTM OTHOCATCS:
- yTpata ycnyr, 06opyaoBaHust nu yCTpoUCTs;

- CUCTeMHble c6ou unu neperpysku;

- oWMBKM Monb3oBaTenen;

- HecobnogeHue NoNUTUK UNM PekoMeHaauni;

- HapyLLeHWne PU3NYECKUX 3alUTHBIX Mep;

- HEKOHTpONMpyemble U3MEHEHUA CUCTEM,

- ¢c6on mporpaMmHoro obecneveHns N OTkasbl TEXHUHECKUX CPEACTE;

- HapylleHe npasun gocTyna.

A 3
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3.33 cpeacTBo(a) 06paboTkn nHdopmauuum (information processing facility): Jllo6asa cuctrema o6paboTku
nHcdopmaumu, cepByc Unu nHpacTpyKTypa, N ux usnyeckme Mecta pasmeLeHns [2].

3.34 undbopmauumsa (information): Nio6ble AaHHbIE, NpeACTaBNEHHbIE B SNIEKTPOHHON hopme, HanucaHHbIe
Ha Bymare, Bbicka3aHHble Ha COBELL@HUMA UK HaxoaswWwmecs Ha Nio6om apyrom HocuTene, Ucnonb3yemole du-
HaHCOBLIM yUpeXaeHUeM A5l IPUHATUS peLLeHUIA, NepeMeLLieHUs AeHEXHbIX CPEACTB, YCTaHOBMNEHUs CTaBOK,
npegocTaBneHus ccya, 06paboTku onepaunii 1 T. N., BKIKOYas KOMMOHEHTLI NPorpaMMHoro obecneveHna cucte-
Mbl 06paboTKN.

3.35 uHcopmauuoHHble akTuBbI (information asset): MHdbopmaumoHHble pecypcbl unn cpeacTea obpa-
60TKM MHhopMaLM OpraHU3aLIMn.

3.36 undopmavmoHHan 6e3onacHocTb (information security): Bce acnekTbl, cBA3aHHbIE ¢ onpeaeneHn-
eM, IOCTWKeHUeM 1 nogaepkaHnem koHduaeHUMansHOCTU, LLeNOCTHOCTU, AOCTYMHOCTU, HEOTKa3yeMOoCTI, NoAoT-
YETHOCTU, ayTEHTUYHOCTU U AOCTOBEPHOCTM UHOpMALMK Ui cpeacTB ee 0b6paboTku [2].

3.37 nuuo, oTBeTCTBEHHOE 3a UHdOpMaLMoHHYI0 6e3onacHocTb (information security officer): Mluuo,
oTBevatoLlee 3a BHeJpeHue 1 NoAAEPKKY NporpaMmbl obecrniedeHust uHopMaLMoHHOM 6e30nacHoCTU.

3.38 uHdbopmaumoHHbIe pecypcbl (information resource): O6opyaosaHue, Ucnosbayemoe ans obpadoT-
KW, NepeAayn Ui xpaHeHusi MHcbopMaLuum, HE3aBUCUMO OT TOTO, HAXOAUTCA OHO BHYTPU OpraHU3auuMn unu 3a ee
npegenamu.

MpwumeyaHne — K nogo6Homy 060pyoBaHUio oTHOCATCS: TenedoHbl, hakCUMUIBHBLIE annapaTbl U KOMIbIo-
Tepsl.

3.39 yenocTHocTb (integrity): CBOMCTBO COXpaHEHUS MPaBUIILHOCTA U NONHOTHLI aKTUBOB [2].

3.40 krmou (key): Mo 3.23, TepmuH «Kpuntorpadnyeckuia Kinwoy».

3.41 ncnonb3oBaHue cdanblunBoro 4yeka (kiting): UcnonbsosaHue danbumBoro Yyeka ans nonyvyeHust
KpeauTa unv geHer.

3.42 npaBoBo#u puck (legal risk): Puck notepb ns-3a HenpeasuaeHHOro NpUMeHeHUs! 3aKkoHa UM Hopma-
TUBHOTO aKTa WS U3-3a HEBO3MOXHOCTM BbINOSIHEHUS KOHTpaKTa [7].

3.43 rapaHTuitHoe nucbMo (letter of assurance): lokymeHT, onucbiBaloLwmiA Mepbl obecneveHns uHdpop-
MaLoHHoM 6e3onacHoCTy, MPUMeHsIeMbIe AN 3aWmTbl UHdopMaLmn, XpaHUMOM MO NOPYHEHWIo NonydaTens NUcs-
ma.

3.44 puck nukBugHocTwm (liquidity risk): Puck Toro, 4to y KoHTpareHTa B cucteme 6yaet HeQoCTaToMHO
CpeacTB Ans BbINOSHEHNS CBOMX (DUHAHCOBbLIX 06s13aTENLCTB B CUCTEME B MOHOM 06beMe B CPOK, XOTA Cylle-
CTBYET BO3MOXHOCTb, UTO OH CMOXET cenaTth 3TO B KaKOW-TO MOMEHT B Byayuiem [7].

3.45 kop ayTeHTUdUMKauum coobweHnn (KAC) (message authentication code MAC): Koa, koTopbiii npu-
coeanHsIeTes K COOBLLEHUIO ero aBTOPOM, SABMSIIOLLMIACS pe3yrsTaToM 06paboTku coobLLeHUs NocpeaCTBOM Kpur-
Torpadpuyeckoro npotecca.

MpwumeyaHnwne— Ecnu nonyyatens MOXeT CO34aTb Takow Xe Ko, BO3HUKAET YBEPEHHOCTb B TOM, YTO
coobuweHne He BbINO MOAMMMLUMPOBAHO U YTO OHO UCXOAUT OT BriagenbLa COOTBETCTBYIOWEro KpunTorpadmyeckoro
Kritoua.

3.46 moaudukauua nHdopmauumn (modification of information): O6HapyxeHHoe nnn HeoBHapyxeHHoe
HecaHKLMOHNPOBaHHOE UNW CriydanHoe uameHeHue Hdopmaumu.

3.47 npuHuun Heob6xogumoro 3HaHMA (need to know): KoHuenums 6ezonacHocTy, orpaHMiMBatoLlas
[OCTYM K HdpopMaumm 1 pecypcam 0bpaboTkun MHpopmMaumm B 06 beme, HeobxoauMom AJ1s1 BeINOSTHEHUS 06si3aH-
HOCTel AaHHoro nuua.

3.48 ceTb (network): CoBOKYMHOCTb CUCTEM CBSI3W U CUCTEM 00paboTkn nHdopMaL M1, KoTopast MOXET UC-
NoMb30BaTLCA HECKOMBKAMM NOMb3oBaTeNsAMMU.

3.49 HeoTKasyeMocTb (non-repudiation): CnocobHOCTb YAOCTOBEPSATL UMEBLLEE MECTO AEUCTBNE UK COo-
ObITME TaK, YTOObI 3TU COBLITUS NN AENCTBUSI HE MOTTIM BbITb Mo3XKe oTBeprHyThI [1], [2].

[MCO/M3K 13888-1:2004] [9]

3.50 onepauuoHHbIN puck (operational risk): Puck Toro, 4to onepaunoHHble dakTopbl, TaKMe Kak TEXHU-
yeckne HapyLeHNA OYHKLMOHUPOBaHWS UMW OMepaLMoHHbIE OLUMOKW, BbISOBYT UMW YCYryBsiT KpeAUTHBIA PUCK AN
pUCK NUKBUAHOCTHM [7].

3.51 o6nagatenb uHdopmauum (owner of information): PaboTtHuk nnu cnyxx6a, oTBevaroLune 3a c6op u
CcoXpaHeHne AaHHON COBOKYMHOCTU UHdOpMaLIMA.

3.52 naponk (password): CTpoka CMMBOOB, CllyXallasl B kayecTse ayTeHTUdMKaTopa nons3osaTens.
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3.53 uenecoo6paszHan 6usHec-npakTUkKa (prudent business practice): COBOKYNHOCTb NpaKTUHECKUX NpU-
©MOB, KOTopble 6bInn B LIeSIoM NMpUuaHaHbl kak Heobxoaumble.

3.54 pocTtoBepHocTb (reliability): ColicTBO cooTBeTCTBUSI NpeQyCMOTPEHHOMY MOBEAEHWUI0 U pe3yrb-
TaTam[2]:

3.55 ocTaTouHbIn puck (residual risk): Puck, octatowmiics nocne ero o6pa6otku [2].

3.56 puck (risk): MoTeHuManbHas onacHoCcTb HaHeceHUs yuepba opraHusauuy B pesyrsTaTe peanvsaumm
HEKOTOPON Yrposbl C UCMOML30BaHWEM YS3BUMOCTEN aKTUBa UM IpynMbl akTUBOB [2].

MpunmedyaHune— OnpegensieTcsl Kak COMETaHNE BEPOSITHOCTU COOLITUA W ero NOCNeaCTBUNA.

3.57 npuHATUe pucka (risk acceptance): PelueHne opraHi3aLmMm B3siTb pUck Ha cebst, cBAzaHHOEe C UCKITO-
YeHNeM B MOSIUTHKE.

3.58 aHanuz pucka (risk analysis): Cuctematudeckuil npouecc onpeaeneHns BenmunHbl puckos [2].

3.59 oueHka pucka (risk assessment): Mpouecc, 06beauHaoWMIA MaeHTUdhMKaLUUIo pUcka, aHanus pucka
1 oLeHMBaHue pucka [2].

3.60 oueHuBaHue pucka (risk evaluation): MNMpouecc cpaBHEHUSA NpoaHaNU3UPOBaHHbLIX YPOBHEN pucka ¢
3apaHee YCTaHOBMNEHHbIMW KpUTepusimy 1 nageHTudukaumm obnacren, rae Tpebyerca obpaboTka pucka.

3.61 ngeHTudmkauna pucka (risk identification): Mpouecc noeHTUbMKaUMM pUCKOB, paccMaTpUBAIOLLUIA
6u3Hec-Lenun, yrposbl U YSI3BUMOCTM KaK OCHOBY ATsl AasibHeNLwero aHanunsa.

3.62 MmeHeaXMeHT pucka (risk management): MonHbIA NpoLiecc MaeHTUghUKaLUKM, KOHTPONS, yCTpaHeHUA
W yMeHbLUEeHWe NOocreACTBUN BEPOSTHBIX COBBITUA, KOTOPbIE MOTYT OKasaTb BUAHWE Ha pecypcbl MHgopmauu-
OHHO-TENEeKOMMYHUKaLMOHHbBIX TEXHOMOTUN [2].

3.63 obpaboTka pucka (risk treatment): MNpouecc Beibopa 1 peanusaumm Mep No U3MEHEHUI0 PUCKOB.

3.64 zawmTHan Mepa (safeguard): Cnoxusluasica npakTuka, npouedypa WM MexaHusm obpaboTku
pucka [2].

MpumedaHune— CregyeT 3aMeTUTb, YTO MOHSATUE «3ALYMTHAS MEPA» MOXET CHUTATBCS CUHOHUMOM TMOHSITURA
«Mepa yrnpaeneHus».

3.65 6e3zonacHoOCTb (security): KauecTBo U cocTosiHWE 3aLLMLLEHHOCTUN OT HECaAHKLIMOHWUPOBAHHOTO A0C-
TyMna UM HeKOHTPONUPYEMLIX NOTEPb UM BO3AENCTBUIA.

MpumevaHwns

1 ABconioTHaa 6e30MacHOCTb SIBMAETCA NPaKTUYeCcky HEQOCTUXMMON, a Ka4yecTBO onpeaeneHHon cuctemol 6e3o-
NacHOCTN — OTHOCUTEIbHbIM.

2 B pamkax cuctembl 6e30nacHoCTU «COCTOsIHME — mogenby 0e30MnacHOCTb ABMSETCH TakMM «COCTOSIHUEMY,
KOTOpOE AOIMKHO COXPAHATBCH MPW PasfnuyHbIX onepaumsix.

3.66 cepBep (server): KomnbtoTep, AEACTBYOLLMIA Kak MOCTaBLUMK HEKOTOPLIX YCIYT, TakMX Kak obpaboTka
KOMMYHUKaLWiA, obecnedeHne MHTepderica ¢ cUCTeMO XpaHeH s halAnios 1N nevaTHoe YCTPOMCTBO.

3.67 perncrpauus (sign-on): 3aBepLueHne naeHTUgrKaLm N ayTeHTUKaLmm nons3osaTens.

3.68 pazgeneHHoe 3HaHuUe (split knowledge): PazgeneHne KpUTUYHON MHAOPMaLIMM Ha MHOXECTBO Yac-
Tel Tak, YToBbl TPeboBanoch HarM4yMe MUHUMAaIbHOTO YMcHa YacTel, nepes BeiNoSIHEHWEM Kakoro-nvbo aei-
CTBUS.

MpunmeyaHue— PazgeneHHoe 3HaHWe 4acTo UCMONb3YeTCA ONs OCYLLEeCTBMNEeHWA OBONHOrO KOHTPOIS.

3.69 KapToUKa XxpaHeHus LieHHocTeM (stored value card): YCTpoicTBO, NO3BOMSAOLLEE XPAHUTL U OCYLLie-
CTBMATb OnepaLm ¢ 3NeKTPOHHLIMW AeHbramu.

3.70 cucTeMHbIN pUck (systemic risk): Puck Toro, uto HecrnocobHOCTb O4HOMO U3 Y4aCTHUKOB BbINOMHUTL
CBOM 0653aTeNLCTRA NGO HapyLLeHWs B (pyHKLMOHMPOBaHU CaMOI CUCTEMBI MOTYT MPMBECTM K HECMOCOBHOCTH
OPYrX y4acTHUKOB CUCTEMbl U ApYrnx pMHaHCOBBIX YUpeXOeHUA B ApYrMX YacTsaX oUHaHCOBOW CUCTEMbI
BbINOMHATL CBOW 06s13aTeNbLCTBA B CPOK [7].

MpumedaHue — MogoGHbI cOOV MOXET BbI3BATb pacnpocTpaHeHne npobnem ¢ NMKBUAHOCTBLIO UMK
KpeauTamu U B pesynbrate nocTaBuTb Nnog yrpody crabunbHOCTb CUCTEMbl MM (OMHAHCOBbLIX PbIHKOB.

3.71 yrpoa3a (threat): MoTeHUManbHas NpUyMHa MHUMAEHTA, KOTOPLIA MOXET HaHecTU yilep6 cucteme unm
opraHusaumm [2].

3.72 cpeacTBO MaeHTUdMkauum (token): KoHTponmMpyemoe nonb3oBaTenem yCTporucTBo (Hanpumep Anck,
cMapT-KapTa, KOMMNbHTEPHbLIN thaln), cogepxallee nHopmaLmio, KoTopas MOXeT UCMONb30BaTLCA B 3NIEKTPOH-
HOW TOproBre Ans ayTeHTUdmKaLmm nm yrpaeneHns 4oCTyrnoMm.
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3.73 naeHTudukarop nonb3osarens (user ID): CTpoka cMMBOIIOB, UCMOSIb3yeMasa Ans OQHO3HAYHOW
naeHTUUKaLMN KaXXO0ro NoMb3oBaTe sl CUCTEMbI.

3.74 yassuMocTb (vulnerability): CnabocTb 04HOro UM HECKOMbKMX akTUBOB, KOTOPAast MOXeT 6bITb UCMOoSb-
30BaHa OAHON MUIN HECKONBKMMK yrpo3amu [2].

4 O603Ha4YeHNA N CoKpaLLeHUs

KMPC — koMUTET Mo nraTexHbIM 1 pac4yeTHbIM CUCTEMaM;

FTR — npoTokon nepeaayv channos;

http — nNpoToKoN Nepedayn runepTekcTa;

HTTPS — npoTokon 3aLyileHHON nepeaaqn runepTekcTa;

IP — npotokon NHTepHeT;

IPSEC — npotokon IPSec;

UT — nHhopmaLMoHHasi TEXHOMOMNS;

MK — nepcoHanbHbIA KOMNLIOTEDP;

PEAP — 3aLiumweHHbIA pacLlumpsieMblid NPOTOKOM ayTeHTUdMKaLMK;
PIN — nepcoHanbHbIn MaeHTUUKALMOHHBIA HOMED;

SMTP — npocToi NpoTOKO 3NEKTPOHHONA MOYTbI;

SSH — Bua TepMUHansHOro JocTyna K cepsepy ¢ 6onbLuei CTeneHbo 3alMLEeHHOCTU ceaHca CBA3N;
SSL — npoTokon 6e3onacHbIX CoeaUHEHWI;

WS — Be6-cepBepbi;

XML — paclumpsieMblil A3bIK Pa3MeTKN;

EC — EBponeliickuin Cotos.

5 MonuTtnka MHgpopmMaunoHHON 6e30NacCHOCTU OpraHu3auuun

5.1 HasHa4yeHue

Bce yupexxaeHus (pHaHCOBLIX YCITYr B 3HAUUTENBLHOM CTENEHU 3aBUCAT OT Ucnonb3osaHust UT nHgpopmaun-
OHHO-KOMMYHMKaLMOHHbLIX TEXHOMOTWNA U, CreaoBaTenbHO, HyXaaoTca B o6ecneyeHnm salmTsl uHgopmaumm u
MeHepKMeHTe 6e3onacHoCT CBOUX MHOPMAaLMOHHBIX akTUBOB. CriegoBaTtenbHo obecneveHne nHopMaLmoH-
Holl 6e30MacHOCTN U MEHEMKMEHT MHOPMALIMOHHOM 6e30MacHOCTM AOIPKHBI CTaTb BaXKHLIM KOMMOHEHTOM MiaHa
pYKOBOACTBa OpraHusauuu.

PazpaboTka nporpaMmbl obecneyeHns nHgopMaumoHHo 6e3onacHoCTU ABnsieTcs LienecoobpasHoi bus-
Hec-NpaKTUKOR, MoMoratoLlei yupexxaeHUaM, NpefocTaBnsowmMM pMHaHCoBbIE YCITyrn, uaeHTUULMpoBaTh 1
OCYLLECTBNSATE MEHEMKMEHT puUcka. HacToawwmiA ctanaapT yctaHaBnMBaeT obLMIA, OCHOBaHHbLIA Ha MONUTUKE
©6e30MacHOCTN MoAX0A K MEHELKMEHTY UHAOPMaLIMOHHONM Be30MacHOCTU U peKoMEeHAAaLWK, KOTOPbIE MOTYT ObITb
aganTupoBaHbl Ans 6usHec-Lieneil gaHHOW opraHusaumn. BusHec-LenaM A4oskHbl cnocobeTBOBaTL MOMIUTAKA U
npoueaypbl oGecnedeHuns sawmTbl akTueoB UT. OcHoBaHHbIN Ha NonuTUKe 6e3onacHOCTA NOAXod NPUMEHUM K
YUYpEXAEHUSAM € pasnNnYHbIX MacluTaboB, TUMOB ynpaBeHUs! U OpraHU3aLMOHHbIX CTPYKTYP.

B HacToseM cTaHaapTe npuBoasATcs obLne pekoMeHaaLmMn pyKOBOACTBY yHpexaeHusl, NpeaocTaBnsio-
LLero doMHaHCcoBbIe YCRyrv No pasnuyHbIM acnekTam MeHemKMeHTa HdopmaumoHHo 6esonacHocTy B pa3paboT-
Ke 1 nogaepxke nporpammbl obecrneyeHns nHgopmMaumoHHon 6e3onacHocTU. [pyrme UCTOUHWKK, B 4aCTHOCTH
NCO/M3K 17799, npeaocTtaBnsitoT BaXkHYH NoApoBHYLo MHdopMaLmio 06LIero HazHa4eHUs, KoTopast OKaXeT Heo-
LieH1MYto MOMOLLb B BOMPOCaxX BHeAPEHUA U NoAAEPXKKU NporpamMmmMbl obecnedeHns i opmaunoHHon 6esonac-
HOCTW. HacTosLWMIA cTaHAAPT ycTaHaBMBAET KOHKPETHLIE NPaBOBLIE U HOPMaTUBHbIE TpeGoBaHUs, KOTopble A0S1-
XKHbl y4nUTbIBaTLCH (PUHAHCOBBLIMU YUpEXAEHUAMIN NPU CO34aHUKU, OCHOBaHHOW Ha nonutuke 6esonacHocTn me-
HeKMeHTa MHdopMaLmoHHo 6esonacHOCTU.

5.2 [paBoBOe U HOpMaTUBHOE COOTBETCTBUE

5.2.1 O6wue nonoxeHus

PacnopsigntensHele opraHbl B OCHOBHOM 3aHUMatTCsl BOMpocamu 6e30nacHOCTU, YCTOMYUBOCTU U cobnto-
[AeHWs 3aKOHOB U NonoxeHuin. OgQHAM 13 3N1eMeHToB 6e30NacHOCTU N YCTOMYUBOCTU ABNAETCA CUCTEMA 3aLUnT-
HbIX Mep opraHuaaLmn, koTopas obecneuvsaeT 3alwmTy MHopmaLmm OT HeAOCTYMHOCTU, HECAHKLIMOHUPOBAHHOTO
N3MEHEeHWs1, PacKpbITUA U yHUUTOXeHus!. MocneaHne HauMoHanbHbIe U MeXayHapoaHble 3akoHbI, Takue kak ba-
3enb [1[10], 3akoH Cap6ariHc-Okenn (SOX) [11], 3akoH Mpama-TNnua-Bnunun (GLB) [12] u EBponeiickaa aupekTnea
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95/46/EC [13], onpegenvnu cpefly NpaBoBOro U pErynsTMBHOMO pUcka A1 MUPOBLIX NMOCTaBLUMKOB (hUHAHCOBBLIX
ycnyr. MonuTuka 6e30nacHOCTN OpraH3aLmmn A0SHKHA YUUTbIBaTb 3TOT PUCK.

CoTpyaHWKK, OTBETCTBEHHEIE 3a 06GecrneveHne CooTBETCTBUS TREGOBaHWAM NONUTNKA 6e30MacHOCTU, AOMK-
Hbl paboTaTb BMeCTe ¢ pykoBoauTenemM cnyx6bl obecneyeHnst HbopMaUMOHHON 6e3onacHOCT opraHnsaumm,
pykoBoguTenemMm duHaHCOBOW CNyXObl OpraHvuaLnm, ynpasnsolwmMMi Aenamu, nuuamn, 3aHAMALLMMACS Me-
He)KMEHTOM pu1cka, 1 ayauTopamn Hag TeM, UTobbl TpebosaHUa MHGopMaLMOHHON Ge30nacHOCTA HaLMOoHaNbHbIX
N MeXJyHapoaHbIX 3aKOHOB W NMOSOXEHWA Bblnn AoBeAeHbl 10 pabOTHUKOB OpraHU3aLn U pasbsicHeHbl M. OT-
BETCTBEHHbIE COTPYAHWKM 32 OLIEHKY COOTBETCTBUS MHDOPMaLIMOHHON 6e30NacHOCTU A0MKHbI CIEAUTD 3a MosiBne-
HMEeM HOBbIX MHOPMALMOHHBIX TEXHOMOMIA UM METOAOSIONMIA OLIeHKM MHbopMaLMOHHOM 6e30nacHOCTU, KoTopble
MOTYT cTaTb 06BEKTOM PErynMpoBaHus, Hanprumep, 3a COOTBETCTBUEM HOBbIX NPOAYKTOB UHOPMaLMOHHBIX TEXHO-
Torui 3apaHee onpeaeneHHbIM Kaccam (hyHKLMOHAMBHBIX BO3MOXHOCTEN NO UHOpMaLmOHHOM 6e30NacHOCTU.

5.2.2 Tpe6oBaHus K (hHAHCOBLIM y4peXaeHUsM

5.2.2.1 O630p

Onsa yypexaeHnin rHaHCOBOro cekTopa CyLecTBYIOT onpeaesieHHble NpaBoBkble TpeboBaHNa U HOPMbI,
okasblBatoLue BnmsiHue Ha 6esonacHocTb UT, koTopble A0MmKHbI cobntofgaTbea. OcHoBHaA NpobrieMa 3akroyaeT-
CS1 B TOM, YTO 3TV TpeBoBaHus B pasHbix cTpaHax pasnu4Hbl. XoTst EC nponoxun nyTe K yCTpaHeHu o pa3nuynin B
NpaBoBbIX HOPMaX, BCe eLle OCTaloTCs HalMoHaslbHbIE NMpaBoBble HOPMBI, TPEGYoLWME 0COBOro OTHOLIEHUS!.

[Hanee onuckiBatoTcsa HanGoee BaxkHbIE 3aKOHbI C TOUYKA 3peHUs NocTaBLLMKa (pUHaHCOBLIX YCIYT, AeACTBY-
toLero B rnobanbHblx yenousix. Onncanne HopmaTuBHbIX TpeboBaHuiA NpeacTasneHo B Buae pasaenos: «Opra-
HM3aLIMOHHOE yNpaBreHney, «3almnTta AaHHbIX (HENPUKOCHOBEHHOCTb YACTHOW XWU3HU)» U «3aKoHOAATENLCTBO
dmHaHCOBOro cekTopar, XxapakTepHoe A5 NoCTaBLLMKOB (OMHAHCOBBIX YCAYr (HanpuUMep 3aKkoHbl, KacatoLumecs
neranusauuii KpUMUHarbHbIX goxodos). OnucaHne 3akoHogaTenbHOM cpebl OCHOBaHO Ha TpeBoBaHMAX huHaH-
COBOW OTYETHOCTU N peKOMeHAALMUSIX, yCTaHOBNEHHBIX B [10].

5.2.2.2NpasoBble TpeboBaHWA

5.2.2.2.1 PykoBoacCTBO OpraHu3aLmn

B nocnedHue rogbl MHOrMe HalMoHanbHble U perMoHarnbHble 3akoHoAaTeNbHbIE OpraHbl BblABUHYIN 3aK0-
Hbl, KaCcatoLLMecst PyKOBOACTBa opraHuaaumun. Cpedu HAX U3BECTHBI criedytolme: 3akoH CapbaiiHe-Okenm (SOX)
B CLLUA, sakoH Kontrolle- und Transparenz Gesetz (KonTraG) B lepmanumn u npoext gupektusel EC «O pykosoa-
CTBE OpraHu3aunmy. 3T TpU 3aKoHa NUSMEHWITM CUCTEMY MPABOBLIX PUCKOB, C KOTOPLIMU CTasIKMBaKOTCA NOCTaB-
LMK PUHAHCOBBIX YCIYT.

3akoH SOX Tpebyer, UTobbl BCe KoMMNaHUW, BeayLume cBo6OAHY0 TOproarto Ha oHaoBbIX Gupxkax CLUA,
npeAocTaBnaIvM CBUAETENbCTBO HANUYNSA Y HUX aaekBaTHbIX CpeACTB KOHTPOrS Ans (PUHAHCOBON OTHETHOCTMU.
loBops 6onee noapo6Ho, 3akoH SOX 06a3bIBaET pyKOBOAUTENS KOMNAHUN U pykoBoauTens ee pUHAHCOBOMN CIyX-
6bl NPOBOAUTE OLEHKY 3hhEKTUBHOCTI BHYTPEHHEN CUCTEMBI KOHTPOSS OpraH13aLmu, a Takke NPUHUMaTh Ha cebs
BCHO OTBETCTBEHHOCTb 3a exxerogHble (hMHaHCOBLIE 0TUeThI opraHn3aumn. B atux Lensx B otHowweHu UT Heobxo-
OMMO NPOBOAUTb OLIEHKY U KOHTPOSb (hYHKLIMOHWUPOBaHUS KpUTUHECKUX BU3HEC-NPUNOKEHUI U CBA3AHHBIX C HUMA
pUCcKoB. Becb XKMU3HEHHbIN LMK GU3HEC-MPUITOXKEeHWIA — OT NepBoHaYasibHoW paspaboTki Ao obecneveHns Henpe-
PLIBHOCTY B13HECA — AOSHKEH NOABEPraThCs OLEHKE U KOHTPOSHO C LieSbio rapaHTUpOBaHUS HANUHUA aaeKBaTHLIX
3aUTHBIX Mep. XOTS 3TOT 3aKOH SIBMAETCS HaUMoHabHbIM, €ro MPUMEHSTOT K SH060i KOMNaHUK, Ybi akLun CBO-
6oaHo npoaatotcsa B CLUA.

Hemeukuii 3akoH KonTraG TpebyeT oT opraHu3aLm BHeapeHWsi BHYTPEHHEro NpoLiecca MOHUTOPUHra, onpe-
AensoLero BHyTpeHHWe paspaboTki U peLUeHUs], KOTopble MOTYT NPeACTaBMsATL BbICOKUN YPOBEHb pUcKa Ans
3Tol opraHusaumn. 3to TpeboBaHWe NoAPasyMeBaET, UTO PYKOBOACTBO AO/HKHO BHEAPATL BHYTPEHHIO CUCTEMY
MeHeQ)KMeHTa pucka B MacluTabe opraHvusaumn. JaHHblid 3akoH Takke 06513biBaeT pykoBOACTBO cooblatb 06
nAeHTUONLMPOBAHHOM CEPbE3HOM PUCKE B CBOEI CUCTEME OTUETHOCTU (NPeACTaBnsieMoil ABaXAbl B 04 U exe-
rogHo). B otHoweHun UT B Hem paccmaTpuBaeTcs TOT e acnekT, YTo B 3akoHe SOX. OaHako, NocKonbKy Hemell-
Kue koMnaHuu, BegyLume cBobOAHYIO TOProBMio, UMEIOT ABYXYPOBHEBbIN COBET AMPEKTOPOB, TpebyeTcs Gonee
CTporasi cucTemMa OTHETHOCTU COBETa AUPEKTOPOB HabrtoaaTenbHOMY COBETY. HecooTBeTCTBME AaHHOMY 3aKOHY
MOXET NPUBOAUTL K CHKEHWIO BAHKOBCKOTO PEMTUHIra opraHM3aLnmn 1, cnegoBaTenbHO, okasbiBaTh BNAHME Ha
MPOLEHTHEIE CTaBKM 3a KpeaUThbl.

EC paspabaTbiBaeT NpoekT AMPEKTMBEI, KOTOPbI OKaXKET BIIMSIHWE Ha HaLoHabHoe 3akoHofaTenscTeo EC,
1 3aKtoyaeTcsl B TOM, YTO OT BCEX KOMMaHUIA, YbM aKLn 3aperncTpupoBaHbl Ha hoHaoBol Gupke, TpebyeTtcs
ny6nukaums otyeta ob ynpaeneHn1 opraHnsaunmn. JaHHbli 0THET OoMKeH CogepxaTb noapobHyro MHbopMaLmto o
COBETE AUPEKTOPOB, ero peLleHUsX, GUHaAHCOBOM NONOXEHNM KOMMaHUU U cobnioaeHun sakoHoaaTenscTea EC.
Kpome aToro, oTyeT OMmKeH Takke BKIoYaTh B cebs pe3ynbTaThl He3aBUCUMbIX ayanToB. [JupekTiBa UMeeT Nnoxo-
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xue cneactena anga UT, 4to n 3akoHsl SOX 1 KonTraG. CylecTsyoT 1 Apyrie HalMoHanbHble 3akoHbl, HO HA
OfVH W3 HUX He ABMSAETCSA HACTOMNBbKO CTPOrUM, YTOBbI OKasbIBaThb BMsIHWE Ha gnpekTusy EC.

5.2.2.2.2 3awmTa gaHHbIX (HEMPUKOCHOBEHHOCTL YaCTHOM XMU3HW)

Bonpoc 3awmThl AaHHbIX NpuBfekaeT Bce 6onblue 1 6osblue BHUMaHWsI, YTO 06yCrnoBneHo pasiniHbIMU
3aKoHaMwu perroHanbHoro, hegepasnbHoOro U rocyaapCTBEHHOMO YPOBHEN. [MosiBNeHNe 3TUX 3aKOHOB onpeaenieHo
TeM, YTO UCMoNb3oBaHue MIHTepHeTa cosfaeT AoNOSHUTESbHbIE PUCKN, KacatoLLMecs 3noynoTpebneHns B 3ToN
chepe, 1 noau, UCNorbayoLLMe 3TOT HOCUTENb NHAOPMAaLIUK, HYKOAKOTCA B COOTBETCTBYOLLEN 3aLLuMTe.

[ns 3awmTel nHdopmaLmm noTpebuTenei, xpaHUMon B UHaAHCOBLIX YUPEXAEHUAX, NpeaHasHavYeH 3akoH
GLB [12]. OH TpebyeT, 4Tobbl 3TW yupexaeHns NpegoCTaBns M CBOMM KIIMeHTaM yYBEAOMIIEHWE O rapaHTun He-
MPUKOCHOBEHHOCTU YaCTHOM XN3HW, 06 bsicHAIOLLIEe MPaKTUYecK1e NpUeMbl (MPaKTUKY) yHPeXaEHNIA B OTHOLLEHUN
KONNEeKTUBHOIO Ncnonb3oBaHmns Hpopmaumun. B cBoto ouepedb NoTpebuTenM MMeoT NPaBo Ha KosekTMBHoe
ncrnonb3oBaHue cBoel NHopMaumn. 3akoH Taioke TpebyerT, YTobbl hMHAHCOBLIE YUPeXaeHUs 3aLlmwanyi uidop-
Mauuo, cobpaHHyto 06 oTAeNbHBIX NULaX; HO He OTHOCUTCA K HdpopMaLmMmn, cobpaHHOM B Xo4e KOMMepUYeckon
nnn busHec-gesatensHocTu. PeaeparnsHas Toproas komuccus (PTK) onyBrnukosana KOMMeKe cTaHAapToB, KOTO-
pbI AOMMKEH NPUMEHATLCA A5 obecneyeHns cooTBeTCTBUs 3akoHy GLB.

CoBMecTHoe ycunme no AOCTYKEHMNIO HEMPUKOCHOBEHHOCTU YaCTHOM XU3HW AN BCEX CTPaH-y4acTHUL, Ha
BLICOKOM YPOBHe npeactasnsieT coboi [13]. JaHHas agnpekTusa sawuwaeT MHdopmaLumio o husndecknx nmuax
BO BpeMSsl BCEro XXU3HEHHOTO LKA, NpoLue rosops Tpebyer, 4Tobbl Nio6oe yupexaeHue sanpalumeano paspeLue-
HWe B crlyyae NCMosb3oBaHWsA HpopMaLmm 06pasoM, OTIMYHBIM OT obMLMaNbHOrO (W yTBEPXAEeHHOro). AupekTu-
Ba Takke orpaHN4MBaeT nepegady nepcoHanbHbIX AaHHbIX TeM cTpaHam, rae obecneunsaeTca X HeagekBaTHas
3awmTa. Prsndeckme nuua AomMKHbI 4aBaTb HeABYCMbICIIEHHOE paspeLleHre Ha nocreaytoLyto o6paboTky ceo-
el nepcoHasnbHon nHdopmaLi. TpeboBaHUs, yCTaHOBMEHHbIE B AUPEKTUBE, OTNMYatoTeA oT npoueayp B CLUA,
rae dusnYeckrx N1l He 3anpalunealoT O paspeLleHn o 3anpeLleHnn gansHenwen obpaboTku nepcoHanbHON
nHcpopmavumn. EBponeiickan AMpeKTVBa BHEAPAETCH B HALMOHANbHOE 3aKOHOAATENbCTBO BCEX CTpaH — YNEHOB
EC.

LLiBeliLapckunii 3aKoH 0 3aluTe faHHbIX [14] MOEHTUYEH 3aKkoHam ApYyrux eBponenckux cTpaH. [aHHbIn 3a-
KOH yromunHaeTcst 30ech Mo AByM npudnHam: Lsenuapua He asnseTtca vacTeio EC. C Apyroi CTopoHsl, Weenuap-
CKWIA 3aKOH 3anpeLlaeT nepedavy nepcoHasbHbIX JaHHbIX B ApYrye CTpaHbl Mpy OTCYTCTBUM afieKBaTHOM 3aLUUTbI
1 TpebyeT OT NepeaatoLLell opraHM3aLmmn MHOPMUPOBaTL O e€ Nepeaaye opraH, OTBeYatoLMIA 3a 3aLLMUTy Nepco-
HarbHbIX AaHHbIX. [pyrumM BaKHEIM 3aKOHOM, CBSI3aHHbLIM C (PMHAHCOBBLIMU YUpPEXAEHUSIMM, SIBIISIETCS 3aKOH O
TaliHe BKITaJo0B KITMEHTOB LuBelLapckoro baHka (Schweizer Bankkundengeheimnis) [15], obecneuuBatowwmin b6e-
3YCrIOBHYHO 3aLLMTY UHOPMAaLIMK O KITMEHTAaX, XpaHUMo GaHkamu.

5.2.2.2.3 Ilerannaaumst KpMMUHaNbHbIX 10X0A0B

Mo4TK BO BCEX CTpaHax MMeIoTCS 3akoHbl No 6opbbe ¢ neranusaumein KpUMUHaNbHLIX 40X0A0B, KOTopble
0o6bIYHO NpeanucbiBatoT, UTOOLI Bce nepeBoAbl AeHET, MpeBbILLatomMe onpeaeneHHyo cyMmMy, noaBeprasuch
paccnefoBaHuio ¢ Lenbo NPOBEPKUA X UCTOYHMKOB U agpecaTa. Ewe B 90-x rogax Takue 3akoHbl He UMenun
SIBHOTO OTHOLLUEHMS K 6e30MacHOCTH, Tak Kak OHU MPUMEHSIUCL Ha NpakTuke 6e3 yueTa pelueHust npobnem 6e3o-
nacHoCTN.

ATaku Teppopuctos, coeplueHHble B CLUA 11 ceHT6psa 2001 r., icHO NoKasanu BaXHOCTb 3aKOHOB, Ha-
npaefieHHbIX MPOTUB Neranvsauyn KpUMUHANbHBIX AOXOA0B U CBSI3aHHBIX C HUMW Mep 3aluThbl. 3TU aTaki CTUMY-
nMpoBany oco3HaHne BaXkHOCTU coTpyaHU4ecTBa B cpepe 6opbObI ¢ neranusaumnein KpUMUHaNbHLIX 4OX0408B NO
BCEMY MUPY. 3TO OCO3HaHNE OXKMBUNMO MEXAYHAPOAHOE COTPYAHWUYECTBO U NMPUBENO K 3HAUYUTENbHBIM U3MEHEHU-
sIM 32KOHOB, HanpasrieHHbIX NPOTMB feranMsaumm KpUMUHanNbHbLIX OXOA0B U BHOCSILLIMX CBOW BKIMag B cnoco6-
HOCTb MUPOBOIO COOBLLECTBA OTCNEXMBATL AEHEXHbIE CPEACTBA TeX, KTO (hUHaHCUPYeT MeXxayHapoaHbIii Teppo-
pu3Mm.

C 2001 roga CLUA npoaomkatoT NpoBOAUTL aKTUBHYHO MEXBEAOMCTBEHHYIO MEXOyHapoaHyo obyyvatoLLyto
nporpammy no 6ope6e ¢ neranusaumeid KOUMUHAIBHBIX AOXO0B C Lierbio NOBbILEHUS MEXAYHAaPOAHbIX YCUMWIA
rno 6opbbe ¢ neranusaLmen KPUMMHaNBLHBLIX 4OX0A0B U (hMHAHCOBLIMA NpecTynneHuamu. MNpasutenbctea CLUA
APYruX CTpaH, a Takke MexayHapoaHble opraHu3auum ToXe YCUNUIn CBoW NporpamMmbl, HanpaeneHHble NPoTUB
nerannsauun KpUMNHaneHbeIX goxoaos. EBponeiickuii Coto3 paclumpun cBoo gupekTrBy o 6bopbbe ¢ neranuaa-
Lnei KpUMUHabHbBIX 4OX040B 1 BO3MNOXWU 06513aHHOCTU NPOTMBOAENCTBUSA Nerannsaumvm KpUMUHamNbHbIX 4OX0-
OOB Ha «CTOPOXEN», NpodheccrmoHanoB, Takux, Kak opUcTbl U ByxranTepbl, KOTOpble AOIDKHbI MPEnsITCTBOBAaThL
BOBITEYEHWIO KPUMUHATBbHBIX A0X0A0B B hMHaHCOBLIE cucTeMbl rocyaapcTs. MpoaonxkatoT adpdekTneHo paboTaTb
pervoHarnbHble opraHusaummn no 6opbbe ¢ neranusauuein KpUMUHaNbLHLIX 4oxoAoB B EBpone, A3uu 1 ctpaHax
Kapubckoro 6acceliHa 1 HauMHatloT AeicTBOBaTb 3apoXaaloLIMecs permoHasnbHble opraHusaumm no 6opube ¢
neranvsauuen KpUMUHanbHbIX foxoaoB B cTpaHax KxxHoi AMepuku n Adpuki.
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OcHoBHoe BHUMaHue B ccepe 60pL6bI € neranusaunein KpUMMHanbHbIX Aoxonos B 2005 T. cocpeaoToUU-
nocb Ha pabote ®uHaHcoBol onepaTtueHol rpynnbl (FATF), BceMUpHO NpusHaHHON MeXayHapoaHoi opraH1aa-
umu no 6opLbe ¢ neranusaumen KPUMUHaNBLHLIX JOXOAO0B, KOTOPasa NPOACIKUIA CBOtO paboTy co cTpaHaMu U
TEPPUTOPUSMU, KOTOPbIE HE BXOASAT B COCTaB MexayHapoaHon opraHusauun. Mocne 11 ceHTa6psa 2001 r. FATF
6bICTpO OTpearnpoBarna v cosgana YpessbluaiHoe nreHapHoe 3acegaHue no sBonpocy 6opbBel ¢ hrHaHCMPOBaHM-
€M Teppopuama, NpuHsIBLLIEE peLleHne pacLLIMpUTL CBOIO 3adaqy 3a paMmku 60pb6bl ¢ neranusauuein KpuMmHarb-
HbIX JOXOA0B U COCPEAOTOUUTL CBOKO 3HEPIUIO U OMbIT Ha MUPOBLIX YCUUAX No 6opbbe ¢ hruHaHcUpoBaHem
Teppopusma. C atoro Bpemerun FATF npuHana Bocemb cneuunanbHblX pekoMmeHaauuii no BonNpocy NpoTusoaei-
cTBUS (hMHAHCUPOBaHWUS TEPPOPU3MA.

ATaku TeppopUCTOB MNOCAYKUIA CUIIbHLIM UMMYMALCOM ANA MHOMX CTpaH K BHECEHUIO U3MEHEHWUIA U
yCUIeHu1io 3aKoHOB Mo 6opbbe ¢ neranusauuein KpummMHansHelx goxoaos. B CLUA sakoH 06 06beanHeHUN U yk-
penneHuun CLLIA obecnedeHnem COOTBETCTBYIOLLIMX CPEACTB, HEOBX0AUMBIX ANA NPOTUBOAEUACTBUS TEPPOPUIMY
oT 2001 roga BHeC 3HauUTeNbHbIE UBMEHEHUs1 B cucTemMy 60pb0bbl ¢ Nneranusaumen KPUMUHASBHBIX AOXOA0B.
HoBble lipokve NoHOMoYNUA, NPpeAoCTaBrieHHbIe 3TUM 3aKOHOM, OKaXKYT CYLLECTBEHHOE BNUSIHAE Ha B3aUMOOT-
HoLLeHUs Mexay uHaHcoBbIMU yupexaeHusiMu CLLA n ux nHamsnayansbHeIMU KIIMeHTaMM U KIIMeHTaMn Ha YpoB-
He yupeXXaeHWiA.

Mporpamma MeHepKkMeHTa MHPOPMaLMOHHOM 6e30NacHOCTU MOXET NOMOYb (PUHAHCOBLIM YUpEXAEHUSAM
paspyLUUTb CXeMbl Nleranusaunii KpoUMUHanbHbIX 4oxodo.. U, uto 6onee BaXHO, 3TU NPOrpamMmbl MOTYT UCTOSb30-
BaTbCA AN AEMOHCTPaLIMN peryiMpyoLwmnmMm opraHam 1 opraHnsaumam Toro, YTo KOHKpeTHoe (hMHaHCOBOE YUpeXK-
OeHue cobniogaeTt 3akoHOAATENLCTBO U NPpeOCTaBMAAET AOKYMEHTALMIO O NPUHATAM CUCTEMaTUYECKUX U aKTUB-
HbIX Mep Ans cobntogeHns sakoHoaaTeNLCTBA.

5.2.2.2.4 3akoHbl, oTHocALWMECS K PUHAHCOBBIM pbiHKaM

BonbLUNMHCTBO 3aKOHOB, perynupytowmx drHaHCOBbIN CEKTOP, B OCHOBHOM onpeaensieT 0bsizaHHoCTU dou-
HaHCOBOIO YUPEXAEHUs, 4TO BKITIOYaET B cebs 06513aTenbCTBO NO NPeAOCTaBNEHUIO KBaNMbULIMPOBaHHBLIX YCIYT.
HekoTopble opraHbl BIiacTu rocyAapcTBa UHTEPNpeTUpYIOT 3To 06A3aTeNbCTBO Tak, YTO OHO PacnpoCTpaHsieTes Ha
BCHO MOMHOTY ucnonb3yemblx yenyr UT. Ha koHkpeTHble Bonpockl 6e3onacHocTu UT ykasbiBaloT crieqytolime
3aKOHbI Pa3IN4HbLIX FoCyAapcTB.

Mo apreHTUHCKOMY GaHKOBCKOMY 3aKoHOAATENLCTRY, (hUHAHCOBLIE YUPEXAEHUS AOKHbI UMEThL B CBOEM
cocTaBe pykoBoaUTenNs cryxbbl obecnevenna nHdpopmaumoHHon 6ezonacHoctn (MCO), KoTopbii NpeaocTasnseT
eXeroAHblil oT4YeT LieHTpanbHoMy 6aHKy ApreHTuHbl. B oT4eTe cogepkaTtca TpeBGoBaHUs K OCYLLECTBNEHUIO U
noaaepXUBaHMIO BHYTPEHHUX Mep 3aLUMTbl hUHaHCOBOTO yupexxaeHUs Ans obecneveHust Haanexkawmx ycnyr.

Ovpektusa EC 82/121/ESC [16] perynupyeT 0TY4eTHOCTb (DUHAHCOBLIX yYpeXaeHWi 1 6bina HegaBHO 0BHOB-
neHa 4ns ocywecTeneHus 6onee perynsipHoi oT4eTHoCTK Ha Beeld Tepputopun EC. Aupektusa EC 2000/31/EC
(06 anekTpoHHOW Toproene) [17] onpeaenseT NPaBoOBYHO CTPYKTYPY 3EKTPOHHON TOProBnn. [lJaHHas AMpeKkTuBa
OorkHa BkNoYaTh B cebs BONpoCkl HEMPUKOCHOBEHHOCTN YacTHOW XXU3HW KITMEHTOB, perynMpoBaHue npobnem
cnama, HanoroobrnoxeHune, SNeKTPOHHbIE KOHTPaKTbI U X 06paboTky, koHraeHUManbHOCTL 06MeHa MHdopMaLn-
eli. inpekTusa Takke onpeaensieT Kogekc NoBeeHNs BOBIIEYEHHbIX OpraHn3aL/nii kak cpeacTeo obMeHa nHdop-
MaLuen o npasax.

3akoH Kreditwesengesetz (KWG) [18] perynupyeT npakTuiecki Bce BOMPOChI, XapakTepHble 4ns hMHaHCco-
BbIX yupexaeHuii B FepmanHun. JaHHbI 3aKoH onpeaenseT, kak AomkHbl (yHKLMOHMPOBaTL BaHKu, KoMy paspe-
LLUaeTcs BO3MMaBnsATe hMHaHCOBOE yUpeXKaeHWe, YTO JOMMKHO codepXKaTbCsl B OTYETHOCTU 1 T.4. Tpu naparpada
3TOro 3aKoHa NpeacTaBnaAlT 0cobblil MHTepec. B nepsom paccmaTpuaeTcs npobrnema asTomaTuyeckoro 4ocTyna
bMHaHCOBbLIX OpraHoB K AaHHLIM KIMeHTOB (§ 24¢), Ana koTopbix TpebyroTes 4ONOMHUTENbHbIE Mepbl 6e3onacHo-
cTW. Bo BTOpOM (§ 25a) onpeaensitotcst ocobble 06s3aTenscTBa Anst UHAHCOBLIX YHPEXAEHUA, OXBaTbIBaOLLME
Takune BOMPOCHI, Kak MeHe)KMEHT BHYTPEHHEro pucka, Mepbl 6€30MacHOCTM U BHYTPEHHWUIA ayauT, a Takke KUX
COTPYAHWHECTRBO C HaA30PHLIMIN opraHaMun. HakoHeL, cyLlecTByoT Npeanncanns Ha cryyvaii HeBbINONHEHUS KOH-
KpeTHbIM (PUHAHCOBbLIM YUpEXAEHUEM U ero PYKOBOACTBOM CBOMX 06513aHHOCTEN, YTO MOXKET NPUBECTU KyTpaTe
PYKOBOACTBOM npaBa BeaeHNst brusHeca B 1HaHCOBOM CekTope.

5.2.2.3 HopmatueHble TpebosaHus

[Ba HanpaBneHs HOpMaTHBHbIX TPeBoBaHWI kK DUHAHCOBLIM YUPEXKAEHUAM ABNSOTCH akTyanbHbIMU. [Nep-
BO€ HarnpaeneHue kacaeTca 06s13aTeNbCTB yupexaeHns no puHaHcoBoh 0T4ETHOCTM (06bIMHO Haa30p OCyLLEeCTB-
NAeTCA HauMoHanbHbIMU (MHAHCOBLIMUM opraHami). BTopbiM HanpasneHeM siBnsieTcs 06s3aTensCTBo huHaHco-
BOW YCTOMYMBOCTU, koTopoe onuckiBaeTtcs B [10]. ATu TpebosaHus BKoYatoT B ce6s1 HE0BGX0AMMOCTb paccMoTpe-
HWS PMHAHCOBLIM yUpeXaeHUeM onepaLMoHHbIX PUCKOB.

Basenbckuii komuTeT No 6aHKOBCKOMY HaA30py npeasiaraeT psa pekoMeHAaLMWA, KacatoLLIMXCH HaLMOHaIbHbIX
CTaHOapTOB, MPUHLMMNOB W fy4YLlIMX NpakTUYecKMX npuemMoB Haasopa. KoMuteT HageeTcs, UTO HaUMOHambHbIE
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prHaHcoBbIE opraHbl NpeanpUMYT LArk Mo BHEAPEHUIO 3TUX PEKOMEHAaLMI NocpeCTBOM MepOonpuUaTUNA, nNpe-
AYCMOTPEHHbIX COrnalleHnem, KoTopble fyylle BCero COOTBETCTBYIOT UX HaLMOHarbHbIM cucteMam. HopmaTtums-
Hble TpeboBaHNA BbI3bIBAOT HEOOXOANUMOCTE NPOBEeAEHMS ayauTa UHAHCOBLIX yYpexaeHnid. Bo nsbexarve
yuiepba, KOTOpbIA MOTYT HarHeCTV ayanTbl 0Bbl4HbIM B13HEC-0nepaLsiM, KOHKPETHbIE (hMHAHCOBbIE YYpeXaeHUs
AOSKHBI BBECTU CUCTEMbI (BHYTPEHHEro ayauTa, MeHepKMeHTa NHdopmaLloHHon 6esonacHocTi 1 T.4.), npeaoc-
TaBnsioLLMEe HOPMATUBHBLIM OpraHamM Bce HeobxoamMmoe Ans NPOBepKU COOTBETCTBUSA (hMHAHCOBOrO yUpeaeHNs
BCeM TpeboBaHUsAM.

Kaxxgoe hmHaHcoBoe yupexaeHne AomMKHO MHTEPNPEeTUPOBAaTL «onepaLoHHbIA pUCKy B MoKasaTensix cob-
CTBEHHOW BU3HeC-4eATENLHOCTA U ONpeaenaTb PUCKA, KOTOPLIM OHO NoaBepraeTcs. AHanma onepawMoHHbIX pyc-
KOB JOJSIKeH BKHoYaTh B cebs MOLLIEHHNYECTBO 1 ApYyrie NpecTyrHble AeNCcTBUSA, cOoun CUCTEMbI, YerToBEYECKNI
chakTop, NpnpoaHbie beacTsus 1 TeppopucTudeckue akTbl. LiyHamu, BoiaBaBsLuee 60MbLuMe YeroBeYeckue XepTabl
1 paspyLueHus B Asumn B aekabpe 2004 r., u TeppopucTuyeckme atakm B ceHTssope 2001 r., HaLeneHHble Ha UHAy-
cTpUto HaHCOoBLIX yenyr B ropode Hito-Mopke, aenaiotcs npumMepamin coBbITHiA C KpaitHe HU3KOMW CTeneHsHo
BEPOATHOCTU. Ho Takve cobbITUsi UMeroT MeCTO 1 A0SMKHbI MPUHUMATLCA BO BHUMaHMeE.

B [10] noguepk1BaeTca HEOBXOAUMOCTb MPOBEAEHUs YUpEXaeHNeM CUCTEMaTNYECKOTO aHanmMsa pucka.
Ons ynpaeneHust HenpeasnaeHHLIMU 0B6CTOSATENbCTBAMN HEOBXO0ANMO NCMOSL30BAaTL Kak KaYeCTBEeHHbIE, TaK 1
KOIMMYEeCTBEHHbIe MeTO/bI, a BIGOP CpeACTB KOHTPOMS AN UHAWBWAYabHOM OpraHU3aLioHHO e ANHNLbI AOFDKEH
OCHOBbLIBATLCH Ha aHanM3e CTOMMOCTM 1 3 PeKTUBHOCTI, KOTOPHLIR paccMaTpuBaeT BEPOSTHOCTb KOHKPETHOTO
HenpeaBWAeHHOro 06CToATENbLCTBA, Ero BEPOSITHOCTN YaCTOTY, NPOrHo3vpyeMble NoTepu v BNnAHWe Ha busHec-
onepauuio B cry4ae HacTyrnieHusi cobbITus.

CnegyeT oTMETUTL pasnuune mMexady 6aHKoBckuM Hag3opoM A obecneveHus puHaHcoBoro brarococtos-
Hus B6aHKoB M BaHKOBCKMM KOHTPOJSIEM, KOTOpPLIN paccmaTpyBaeT cUcTeMbl (PUHAHCOBBIX YHPEXAEHUI C TOUKM
3peHust ornepaLMoHHOTo prUcka. STOT KOHTPOSb OCHOBaH He Ha TpeboBaHusX, ycTaHoBneHHbIX B [10], a Ha Kritoue-
BbIX NpYHLMNax baHka MexayHapoaHbIx pacyeToB [19], HanpaBeHHbIX Ha CUCTEMHO 3HaYUMble NiaTeXHble Cu-
cTembl. MnaTexHble cUCTEMBI KNacCULIMPYIOTCS Kak «CUCTEMHO 3HaUMMbIe» ANA Garonosiyums  HopMaribHbIX
onepauuii hUHaHCOBbLIX PbIHKOB 1 AOIDKHBI COOTBETCTBOBATL BCEM AECHTU KIMHOYEBbLIM NPUHLIMNAM. «3HaUUMble
CUCTEMBbI» OMKHbI COOTBETCTBOBATL TOSIBKO, MO KpakHeN Mepe, CemMy KIoYeBbIM NpuHLMiam. [na apyrix nia-
TEXHbIX CUCTEM TPeGOBaHWUSA COOTBETCTBUS KIMHOHYEBLIM NPUHLIMMIAM pasnnyareTcsl, Ho UHaHCOBbIE yUpeXaeHUs
MOTYT UCMONb30BaThL CBOE COOTBETCTBUE B BUAE PEKITaMHOro akTa, Tak Kak 3TO COOTBETCTBUE paccMaTpuBaeTcs
Kak Mepa kayecTsa.

5.3 Paspabotka

Mocne onpeaeneHus Uenei MHgopMaLMoHHO 6e30NacHOCTN OpraHU3aLMn U OLEHKN BO3AEWCTBUA NOSIOXKe-
HWIA U 3aKoHoAATENbLCTBA HEOGXOAMMO pa3paboTaTh NNaH AeCTBUA, COrnacoBaHHbIA C yCTaHOBMAEHHbIMU GU3Hec-
uenamMu. MNMnaH AeACTBUIA AOIPKEH UCMONb30BATLCA Kak PYKOBOACTBO A1 pa3paboTkn NOANTUKA MHADOPMaLMOHHOK
6e30NacHOCTM opraHusaLm (qanee — nonutuka)".

BaxxHo, uTobbl opraHv3aumst paspaboTana nonnTuKy, KoTopas NPUHUMAET B pacyeT Lenv opraHusauun u ee
KOHKpeTHble acnekTbl. MonuTuka AormkHa cornacoBbiBaTLCH ¢ 6U3HECOM OpraHN3aLmK, KysibTYPOi, HOPMaTUBHOM U
npaBoBoOil 06CTaHOBKO, B KOTOPLIX AECTBYET NpeanpuaTue. PaspaboTka nonuTuki Heobxoauma ansa obecneve-
HUS LenecoobpasHocTyM 1 achdeKTUBHOCTM NpoLiecca MeHePKMEHTa pucka Nporpammel o6ecneveHna 6esonacHo-
ctu. [ins pa3paboTku 1 achbeKTUBHOIO BHEAPEHUS NONUTUKW HY>KHA NoAaepKka PyKOBOACTBA BCEW OpraHu3aLmn.
AnanTypoBaBs NOIUTUKY kK BU3HEC-LLENsIM opraHnsaumm, nonutuka yaet cnocobeTeosate Hanbonee addekTnBHO-
My UCMOMb30BaHUIO PECYPCOB M peanuayeT nocneaoBaTenbHbIn nogxod k obecneveHnto 6e3o0nacHOCTU BO BCeM
cnekTpe pasHblix MHOPMALIMOHHBIX CUCTEM.

5.4 Uepapxusa aoKyMeHTaLuu

5.4.1 O6wui1 0630p

5.4.1.1 O6wme NonoXxeHus

B HacTosiLeM cTaHAapTe NpUBOASITCSA TPU YPOBHA AOKYMEHTaLMM NporpaMmil obecneveHna MHgopMaLumoH-
Hol Be3onacHOCTA. DTU TP YPOBHSI COCTOSIT U3 AOKYMEHTaLMN NOSIUTUKWN, AOKYMEHTaLMW NPaKTUHeCKMX NpUeMoB
o6ecneyeHns 6e30MacHOCTU 1 AOKYMEHTALMM orlepaLMoHHbIX NpoLieayp obecneveHuns 6esonacHoctn?. Nepap-
XUt AOKYMEHTAaLMM U 3HAYEHWUE KaXKA0ro YPOBHSI NoKasaHbl Ha pucyHke 1.

1) B HacTosIlLeM cTaHaapTe TEPMUH «TONUTUKA» SIBMSIETCA CUHOHUMOM TepMMHa «oblias nonutuka uHdopmaumy-
OHHOW 6e30nMacHOCTUY.

2) HomeHknatypa v vepapxusi JIOKyMEHTaLmmn He SIBNSIOTCS (PUKCMPOBaHHBIMU. KOHKPETHbIE OpraHmMsauum Moryt
ncnonb3oBaTh Gonbluee YNCNO YPOBHEW MEpapXuu U PasnnyHyi0 HOMEHKNATypy AOKYMeHTauuu.
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PelueHune BbICLLErO PYKOBOACTBA MO 06ecneveHunto
6e30nacHOCTH, onucbiBaloLee o6LMe NPUHLMNBI U Len
6e3onacHocTn

Moppepxka v fganbHelwas getannsaumsa o6Lwmx
NPVHLMNOB, onpeaensoLmnx Nogpo6HbIe Mepbl,
Heo6XxoAuMble A5 BbINOTHEHWSI Tpe6oBaHwWi
NnofMTUKN 6e30nacHoOCTU

YcoBepLUEHCTBOBaHWE NPaKTUYECKUX NPUEMOB
Ha TEXHWYECKOM YpOBHe, o6ecneuvBaiollee
PYKOBOACTBO MO BHEAPEHWIO HEOBXOAUMbIX
npoueayp

PucyHok 1 — [lokymMeHTaumsa nporpamMmbl

B fokymeHTax, OTHOCALWMUXCA K MH)OPMaLUOHHOM 6e30NacHOCTU, A0MKHbI 6bITb OXBayeHbl Kak BbICOKO-
YPOBHEBbIE LM OpraHnsaunm, Tak n KOHKpeTHble, OTHocALWMecs K 6e30nacHOCTH, HAcTpOlike yCTPOICTB, peanu-
3YHOLUX NONUTUKY. [Jmnana3oH oxBata uenei ny4ylle Bcero npeAcTaBnTb MHOXECTBEHHbIMU YPOBHAMM OKYMEHTa-
uymn. Yncno ypoBHeli AO/MKHO BbiTb CBEAEHO K MMHUMYMY, U HACTOSLLMI CTaHAapT pEKOMEHAYEeT MCNONb30BaHne
Tpex ypoBHeli: JOKYMEHTaLUNa 0 NONNTHKe, AOKYyMEHTALNA NpakTMYecknx npueMoB o6ecneyeHns 6e30nacHOCTU 1
[OKYMeHTauus onepaylmoHHbIX 3KCMyaTaLlMoHHbIX npoueayp 6e3onacHocTy.

Mo mepe BHeApPEHUS B KOHKPETHOM opraHn3auym HOBOW MPOrpecCcrBHON TEXHOIOMMM NOTPEBYOTCA AOMOMHN-
TesbHble AOKYMEHTbl. B TO Bpems Kak AOKyMeHTauns noanTuku 06bIYHO NpeacTaBiseTcs Ha O4HOWN cTpaHuue,
OOKyMeHTaumsa npoueayp MOXeT COCTOATb M3 HECKOJIbKMX MHOTOCTPaHUYHbIX AJOKYMEHTOB, NpeacTaBnsowmx
OTAeNbHble crneuudmnyeckme ycnosus, opraHm3aunoHHble e JMHNLLI 1 BONPOCHI NOIMTUKM B OpraHn3aummn. B Heko-
TOpPbIX CrlyYyasx oTAesibHas, BNOSIHE CaAMOCTOSATE/IbHAsA CUCTEMA MOXET Takke NMeTb COOCTBEHHYIO OKYMeEHTa-
LMI0 NpakTUyecknx NnpuemoB. Bce npakTuyeckme npremMbl 1 npoueaypbl 4O/IKHbI NEPexoanTs ¢ 60s1ee BbICOKOTO
YPOBHSA Ha fieTa/lbHbll YPOBEHb, NOAAEPXKMBAS COrNacoBaHHOCTL C OLeHKaMy pucka opraHusauum ¢ o6uuei nonu-
TUKOWA.

5.4.1.2 TonuTtuka nHopmayoHHo 6e30NacHOCTM opraHmM3auum

JOKYMEHT NONUTUKN ABMIAETCA HaUMEeHbLUUM Mo 06beMy U3 BCEX AOKYMEHTOB B MepapXun LOKYMEHTOB
nporpaMmMbl o6ecneyeHns nHhopmaunoHHo 6e3onacHoCTU. O6bIYHO NONTMKA COCTOUT N3 HECKO/IbKUX Naparpa-
(OB, 06 BACHAKLWMX, YTO PYKOBOACTBO paccmaTpuBaeT nHgopmaunio B060I hopme Kak LieHHbI pecypc opra-
HM3aumK, KOTOpbIi HyXaaeTcs B3awumTe. MNonvtuka Ao/mHkHa 6biThb LWMPOKOR Mo Macwwtady 1 cchopMyIMpoBaHHOM
Kak MOXHO 60/1ee NpoCTO M CXaTo U NPeAoCTaBNsATb KOHKPETHY MHhopMaLnio 06 akTnBax, HyX4atLwmxcsa B
3awuTe, HaNpUMep AaHHble 0 KIMEHTax, COTPYAHUKaX, MapTHEPCKMe corlalleHus n npoueccbl. O4yeHb NpocToi
[OKYMEHT nonmTuka 6e30nacHOCTV MOXeT cofepXaTtb cregylollee eAnHCTBEHHOe yTBepxaeHne: «KoHdunaeHum-
aNbHOCTb, AOCTYMHOCTb U LLe/IOCTHOCTb BCEX MH(DOPMALMOHHbIX aKTUBOB OpraHm3aunm omkHbl 6biTb 06ecneyeHsbl
nocpefCcTBOM COOTBETCTBYIOLLMX 3AWUTHBLIX MEP.

Monutnka 6e30MacHOCTN — 3TO JOKYMEHT, BCEOObEMIOLMI MO CBOEMY MaclUTaby v aBnswoLuiica Hanbo-
Nlee BaXXHOW YacTblo NporpamMMbl MHPOPMAaLMOHHOW 6e30NacHOCTM OpraHu3aunu, kotopas BAMseT Ha ee paboTy.
JlomkeH cylecTBoBaTb TO/IbKO €AMHCTBEHHbIV BapMaHT fOKYMEHTaL MU NOANTUKN B KOHKPETHbIA MOMEHT, KOTOPbII
[O/KeH 6bITb OBEAEH A0 CBefeHNs BCeX COTPYAHMKOB opraHunsauun. [laHHblii BapnaHT gosmkeH ObiTb nognucaH
yneHamu NpasfeHns opraHn3aunii, UMeLMMN OTHOLLEHUE K MHhopMaLMoHHOl 6e30nacHoCTu, HanpuMep, pyko-
BOAMUTENEM OpraHm3auny n pykoBogutenem cnyxosl MHpoOpMaLnoHHOR 6e30nacHOCTH.

JOKyMEHT nonmMTnkn 6e30nacHOCTM AO/KEH ObiTb OTKPbITHIM, LUIMPOKO PpacnpocTpaHeHHbIM U [OCTYMHbIM
BCEM 3aMHTEpPECOBaHHbIM CTOPOHAaM opraHu3aummn. B fokymeHTe Heo6X04MMO NOAYEPKHYTh, YTO 3alwmTa nobec-
neyeHne NHOPMaLMOHHbIX aKTUBOB SABASAIOTCA 06S3aHHOCTLIO PYKOBOACTBA M BCEX CYXaLLUX 1 4TO 0ByYeHue
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u obecneyeHne ocBedoOMIIEHHOCTU B obnactu 6e3onacHOCTU MOPYyYEHO PYKOBOACTBY Ha CaMOM BbICOKOM
YpOBHe.

BceM 3auHTepecoBaHHbIM CTOPOHaM AOSKHO BbITb SICHO, UTO AOKYMEHT MOSIMTUKN BCTYNAaeT B Cuiy Npu
COrTiacoBaHUN N YTBEPXKAEHUN ero COOTBETCTBYIOLLIMMW IOSPKHOCTHLIMM NULLaMU opraHusaumn. JJokyMeHT aormkeH
cofepxaTb 3asiBlieHVe 0 HAaMepPeHUW OpraHu3aLMmn AeACTBOBAaTb COrflacoBaHHO C COOTBETCTBYHOLMMN MECTHBIMA
1 MexayHapoAHbLIMU NPaBOBLIMU M HOPMATUBHBLIMU CTPYKTYPaMU 1 OCHOBLIBATL CBOIO MPOorpaMmy UHOpMaLUoH-
Hol Be3onacHoCTU Ha TBepAbIX NPUHLMMNAX U NPaKTUYECKUX NpUeMax, NPU3HaHHbIX B HALMOHANbHBIX U MeXAayHa-
poaHbIX cTaHAapTax no 6e3onacHoCTU.

J[lokyMeHT nonnuTuki 6e3onacHoCTy AOIMKeH BbITb NpakTU4ecku HensmeHHbIM. Ero nsmeHeHve aomkHo 6biTe
06ycrnoBneHo UsMeHeHUsIMK cTpaTermieckux Lienei, BoCnpuHuMaemMoro busHec-pycka unm cobbiTUaMI, BAUsAO-
LLIMMW Ha HOPMaTUBHYIO 1 NPaBOBYIO 06CTaHOBKY, B KOTOPOI (hYHKLIMOHUPYET opraHuaaums. [JJorkHOCTHbIe nnua
opraHv3auum 1 nepcoHar Ha ypoBHe NpasrieHns OIPKHbI NpeAnucbIBaTh NpoLedypbl M napameTpbl KOHTPONSA 3a
BHECEHNEeM U3MEeHEeHUA.

5.4.1.3MNpencraBUTENsLCTBO

B paspaboTke NonuTUKA AOSMKHBLI MPUHUMaTHL yyacTue npeAcTaBATeNN pasnniHbIX BUAOB AEATESILHOCTY.
I'pynna paspaboTkun gormkHa BKIloYaTh B cebsl UneHoB coBeTa AMPEKTOPOB, aAMUHUCTPaTUBHBIX SUL, NpeacTaBu-
Tenem lopuanyeckon cry6bl, YreHOB KOMUTETa N0 MeHeDKMEHTY pyUcka 1 ayauTopcKkoro komuteta. Gopmynnpys
NOSMTUKY, rpynna paspaboTku AorrKHa NOMyYUTb faHHbIe OT CeLmanucToB BCEro NpeanpusiTus, Hanpumep cre-
Lman1cToB no dprHaHcaMm, pusmndeckor 6ezonacHocTU U MHOPMALMOHHLIM TEXHOMOMUSIM.

5.4.1.4 Knaccudbukauums nHgpopmaum

OfgHUM 13 acnekToB peanusauym NoMUTUKN sSIBNsieTcs Knaccudukaums MHgopMaLnmM orpaHU4eHHOro A0CTy-
na. Bo MHOroM cxoxwe ¢ «CoBepLUEHHO CEKPETHLIMUY, KCEKPETHBIMU» N KHECEKPETHBIMU» BOEHHLIMU cUCTEMaMm
cuHaHcoBbIe yupexkaeHust obnagatoT nHdopMaLumen pasnuyHoi cteneHu. Pesynsrarsl krnaccudukaumm nHdopma-
LIOHHBIX aKTUBOB MOKa3bIBaloT, KOrAa CriefyeT BHEAPSATb «XOPOLLMEY, «ydLLMe» U «Haumyylume» Mepbl yr-
pasneHus. CylllecTByeT MHOIo TUMNoB cucTeMbl kiaccudmkaumn. BaxkHbiM MOMeHTOM Arist OUHaHCOBOTo yupexae-
HUA siBNSieTCs onpeaeneHuye KaccudukaumoHHbBIX YPOBHEN U UCTIOfNb3oBaHWe knaccudukaumm nHdgopmawm npm
BbIHECEHWM PeLEeHN 0 NPUHATUN pucka. Hanpumep, pyuck, SBRSIIOWUIACA NpUeMneMbIM A5 o6LLEeCTBEHHON UH-
dopmaLmn, BeposiTHo, ByaeT HenpueMnembIM Ans «COBEPLUEHHO CEKPeTHON» Hdopmaumu. MpenmMyLecTso knac-
cucmKaLmm nHcpopmaLmm 3aknodaeTcs B obecneveHUn noaaepxku pykoBoaCcTBa B OTHOLIEHUN TOTO, KaK CRyxXa-
LLMe aomkHbI oBpallaTbes ¢ MHdopMaLmein. Ecnu aokymenT, dain unmn 6asa gaHHbIX cogepkat MHdopmaLumio,
OTHOCSILLIYHOCSH K pas3riMiHbIM MepapXmyecknM YpoBHSIM, C HUMU cnedyeT obpallaTbes B COOTBETCTBUM € NpoLeay-
pamu, yCTaHOBMEHHbIMW ANS HAUBbLICLLEro KNacCUUKaLIMOHHOTO YPOBHA coaepXXaLleincs B HUX UHdopmaumn.

BaxHo 0TMeTUTb, UTO KraccuUKaLMOHHBIN YpoBEeHb NHDOPMaLIMN MOXET MEHATLCA B TEHEHUE Cpoka ee
AeAcTBusA. BHeceHve nsmeHeHWst JOMMKHO KOHTPOIMPOBATLCA COrfacHo NOINTUKe opraHu3aumn.

5.4.2 [lokyMeHTbI NpaKkTUKKM oGecneveHns 6esonacHocTH

JokyMeHTbI npakTukv obecrneveHns 6e3onacHoCTU (darnee — AOKYMEHTbI MpaKkTUKA) OCHOBaHb! Ha cofepXa-
HUM AOKYMEHTaLMK NonuTuki. flaHHble JOKyMeHTbI onpedensioT obLume cTaHgap Tl 6e30MacHOCTY, KOTOPbLIM A0S
XHa crnefgoBaTtb opraHuzauus. JoKYMeHTbI NPakTUKU OTPaXxaroT HaMepeHUs U Lenu, yCTaHOBNEHHbIe PYKOBOA-
CTBOM CaMOro BbICOKOr0 YPOBHSI MPW CO34aHUM nporpammel MHpopMaLMoHHOM 6e30MacHOCTH, 1 AOKYMEHTUPYIOT
HaMepeHue pearimaoBarb NONMTUKY He3aBUCUMbIM OT TEXHOor M crnocobom. Obnactb AeACTBUS AOKYMEHTa npak-
TUKM 3HAYUTENBHO YKe AeCTBUA JOKYMEHTa NOMUTUKL. B AOKyMeHT npakTuky BkntovatoT TpeboBaHns obecneye-
HUs1 6e30MacHOCTN opraH13aLmn U TEXHOSIOM K BbINOMHEHNSA paboT no ee obecneveruto. O6beM oKyMeHTa npak-
TUKN AIBMSIETCA MepeMeHHbIM U 3aBUCUT OT ero cogepkaHus.

Uncno AoKYMEHTOB NPaKTUKA AOKHO BbITb CBEASHO K MUHUMYMY. Y1Cno HeobXOoAMMBIX JOKYMEHTOB 3aBU-
CUT OT BESIMYMHLI OpraHn3aLmn U ee 6usHec-noTpebHOCTEN, a Takke o6bema 1 CroKHOCTU AeATENbHOCTU opraH-
3auuu. MpasoBas 1 HopmaTUBHas cpefbl, OkasbiBatoLLe BO3AeNCTBME Ha OpraHM3aLmio, MOryT TakKe BNUATL Ha
4MCIO HEOBXOAMMBIX AOKYMEHTOB NPaKTUKW.

[lokyMeHT npakTuku He sensieTcs oblueaoctynHbiM'). Mo cBoemy xapakTepy aToT AOKyMeHT 0bLLero HasHa-
YeHWs ABNATCSA TEXHOMOrMYECKU HenTpanbHbIM. OH fiBNsSeTCH MeHee abCTpakTHbIM, YeM AOKYMEHT MOUTUKA U
MOXET OKaablBaTb MeHbLUee BIUAHUE Ha BCHO OpraHU3aLmio, MOCKOMbKY NPUMEHUM TOMbKO K HEKOTOPbLIM acrnekTam
AeATeNbHOCTY opraHnsaumun. Hanprmep, o4eHb MPOCTON AOKYMEHT MPaKTUKN MOXKeT codepaThb creaytoLLee npo-
cToe yTBepxaeHue: «AyTeHTUdMKaLmMa AocTyna K MHPopMaLMOHHbLIM aKkTMBaM opraH13aLm JODKHA OCYLLECTB-

1) BoaMoHbI 0BCTOSITENBCTBA, MPW KOTOPOM [JOKYMEHT MPaKTUKW AOMXeH GbiTh NpeacTaBneH perynupylowmm
opraHam.
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NATLCSA B COOTBETCTBUN C YPOBHEM KOH(PUAESHLMANBHOCTN akTUBOBY . AyTeHTUdMKaLIMA no AByM dakTopam npea-
cTaBnsieT coboii MMHMaNEHO NpUeMIIeMbIA YPOBEHb ayTeHTUdUKaLMK; AOCTYN K akTUBaM, KraccuuLmposaHHbIM
obnagatenem MHMOPMaLWK Kak «koHbUaeHUManbHbIe» AOSMKEH OCYLLECTBAATLCA TOMBKO NOCPEeACTBOM ayTeHTU-
cukaLmm no Tpem napametpam™). Cuctembl ynpasneHua 4ocTynom no aAsym chakropam (BUoMeTpum 1 naponsx)
OOMKHbI cnedoBaTh creayoLwM NOMOXEHUSAM...»

MNonHoMO4NsA AOKYMEHTOB MPaKTUKN OCHOBaHbI Ha NOMINTUKE, NO3TOMY AOSIKHbBI CTPOTO CIIeoBaTh e, OHU
Gonee noasepxeHbl aMeHeHusIM. [laHHbIi (hakTop 0bycnoeneH 6onee YacTHLIMW U3BMEHEHVAMA, BO3HUKAIOLLIMMA
Ny MAEHTUDUKALLMA HOBBLIX PUCKOB U Mep yrpaBrieHUs 6e30nacHoCTb0. Kaxabiil AoOKYMEHT NpaKTUkA UMeeT orpa-
HUYeHHbIN KpYr Nosib3oBaTenen, Tak kak oH 0bbIYHO 3aTparueaeT onpeAeneHHyY0 YacTb OpraHu3aLm U opraHu-
3aLMOHHON eAMHNLIBI U HE OKa3bIBaET BMUSIHAS Ha O6LLYI0 NporpaMMy MeHekMeHTa 6€30nNacHOCTU OpraHusaLIMi.

LienecoobpasHo BkoYaThb B AOKYMEHT NpaKTukn 0630pHbIN pasaen, B KOTOPOM yKa3sbiBaeTCsl KpYr NoMb3o-
BaTenen v BrageneL, Kaxaoro OKyMeHTa NpakTuku. Bnagensuem AoKyMeHTa NpakTuki MoXeT BbITb ynpasnsio-
LM genamu, pykosoautens VT unu pykoBoauTess rpynnbl TEXHUHECKOro conpoBoXaeHna. CneayeT Taioke BKIo-
yaTh B AOKYMEHTaLMIO CBeAeHUs 0 TOM, Kak knaccuduumpyeTtca UHbopmauns, CBA3aHHas ¢ AaHHLIMU NPaKTUKA,
Tak kak ypoBeHb KraccudmKaLum ykasbiBaeT Ha ypoBeHb 3aLunThl, He06XxoaUMbI ANa uHdopMaLmun.

5.4.3 [lokyMeHTbI onepaLMoHHbIX Npoueayp o6ecneyeHun GesonacHocTu

[JokymeHTbI onepauunoHHbIX npoLieayp obecnedeHns 6e30nNacHOCTU ABNAIOTCA NPOU3BOAHBIM O4HOTO UK
6oree AOKYMEHTOB NpakTukM o6ecnedeHus 6esonacHocTn. O6LEM 3TUX AOKYMEHTOB 3aBUCUT OT TeMbl U CIIOXKHO-
CTM Npoueayp. 3T AOKYMEHTbI SIBISIOTCS CaMbIMU KPaTKUMK NO CBOEMY 06 beMy 13 BCEX AOKYMEHTOB B uepap-
XN JoKyMeHTaL W, [laHHble AOKYMEHTbI ONUCHIBAOT TEXHOSIOMMIO peanusaummn NoAUTUKA. [JokyMeHTbl onepaumuoH-
HbIX MpoLeayp obecneyeHust 6e30MacHOCTU OTHOCATCSA K peansHblM BusHec-cucTemam, a onpegensemMele NocTas-
LLMKOM NoApPOBHOCTU O MPOAYKLIMN NPUBOASATCSA B AOKYMEHTaLWN.

[JokyMeHTOB onepaLMOoHHbIX NpoLeayp AOIKHO BbITb He0BX0AUMOe YUCNOo U NP ux paspaboTke cnegyeT
cneauTb, YToGb! OHM BbINM NOMHBLIMM, TOUHBIMU 1 Lieriecoo6pasHbIMU U He NPOTUMBOpEYUNY MtoBol ApYroi NpakTuke
nnn nonuTuke. NMprMepHble pekoMeHaaLmMn, KoTopble MOXHO HaWTU B Mtobom JOKYMeHTe onepaunoHHbIX npoue-
ayp, MOryT cogepxaTb cnefylolme UHCTpYKLMK: «Mcnonb3yiiTe komaHay «pwadmin» ansa obecneveHna cooT-
BETCTBUS Naporieit nosib3oBaTesieil KoutepusiM, yCTaHOBIIEHHBIM B AOKYMeHTaLumm «KopriopaTuBHas NpakTuka ayTeH-
TUdUKaLmm 1 ynpasneHna AocTynom», «faiTe cneayowme kKoMaHab!...».

[JokyMeHTbI npoLieayp A0DKHBI COOTBETCTBOBATL OBLLE NONUTUKE OpraHU3aLummn U NPakTU4eCKUM npueMam,
Ha KOTOPbIX OCHOBaHbI 3TU NpoLeaypbl. [lokyMeHTbI npoLieayp He A0MKHEI TPOTUBOPEYUTL OCHOBaHHOM Ha Nonu-
TUKe npakTuke. HeobxoanMmo NpMHUMaTL B pacdeT HOPMaTUBHbBIE OrpaHUYeHUs, co3aaBaeMble 3a npeaenamu
opraHusaumi, cTaHaapTbl v Apyrve oKyMeHTbI npoueayp.

JokyMeHTbI NpoLieayp OOMKHbI BKNOYaTL B ceba peaynbTaThl NpeablayLlero aHanuaa pucka 6esonacHocT
1 NPOBOAMMbIX PYKOBOACTBOM MPOBEPOK, BKNOYasA naeHTUUKaumio NoBbIX OCTAaTOMHBLIX PUCKOB, pe3ynbTaThbl
nocneayoLwmx AeUCTBUA (HanpUMep NPoBepPKU BHeAPEHHbLIX Mep ynpaBneHua Ha cooTBeTCTBUe 6e3onacHocTH),
nepeYeHb AeNCTBUA, KOTOpbIE HYXXHO NPEANPUHATL 4719 MOHUTOPUHIa U aHannsa uHopmaumoHHo 6esonacHocTy
Mpy NoBCeaHEBHOM UCMOMb30BaHUM, U OTYETHI O CBA3AHHBIX C 6e30NacHOCTLIO UHUMASHTaX.

6 MeHenxXMeHT MHdOpMaLMOHHON 6e3onacHocTu. Mporpamma
ob6ecneyeHus 6e3onacHoOCTU

6.1 O6Wwure nonoxeHusn

Ons peanusauum nonuTUkL TpebytoTes NporpaMmbl o6ecneveHus MHopmaLmoHHoi 6esonacHocTy. Pacno-
PSUKEHUsT PYKOBOACTBA OpraH13aLy AOMKHbI PacrpocTpaHsiTeCs M NoAKPennATLCA AeNCTBUSIMU PYKOBOACTBA
6onee HU3KOro YPOBHS 1 NepcoHana Ha Biicllem yposHe. ObecneuveHne nHdopMaLoHHol GesonacHoCTU aBnsieT-
Cs1 KaK KOMNIEKTUBHOW, Tak U MHOMBMUAYansHo 06s13aHHOCTLI0. PaspaboTka, coxpaHeHue, yrydLieHne U MOHUTO-
PUHT NporpaMMbl o6ecnedeHuns nHcbopMaLoHHo 6eaonacHocTy TpebBytoT yuacTus 6onbLUMHCTBA ciy6 u oTae-
OB opraHusauun. Heobxoayma TecHas koopanHaLms Mexay ynpasnsitoLMMi Aeniamu U nepcoHanoM obecnede-
HUs1 HOpMaLMoHHON GesonacHocTuW. [ns noaaepkKki nporpaMmel o6ecneyeHmnst HgopmaLmoHHoh 6esonacHoc-
TV QOIKHBI UCTIONBb30BAaTHLCS TaKUe AUCLMUMIMHBI OpraHm3aLu, Kak ayauT, CTpaxoBaHne, HopMaTUBHOE COOTBET-
cTBMe, dursmnyeckas GesonacHoCTb, 06yyeHuWe, kagpoBsas M NpaBoBasi AUCLUMNINHBI U Ap.

) TonkoBaHWe TepmuHa «ayTeHTUMKALMA» MO TPEM NapameTpam uYacTo BblpaxaeTcs ppasoii «To, YTO Bbl UMe-
eTe, TO, YTO Bbl 3HAETE, U TO, YeM Bbl SBMSAETECHY. «TO, YTO Bbl UMEETE» MOXET BbiTb KAPTOYKON Ui MapKepoMm. «To, UTO
Bbl 3HaeTe» MOXET BbiTb MUH-KOAOM WUNW naponemM. A ans NpefCcTaBMNEHUs! «TOTO, KEM Bbl SIBMSETECH» UCMOMNb3YHOTCS
6uomeTpuyeckme AaHHble.
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6.2 Co3pgaHue nporpamMmbl

Hanbonee BaxHasn pekoMeHaaLmMst HacTosILLEero cTaHgapTa COCTOUT B TOM, YTOObI OpraHv3aL,um cosgasanm
CBOIO Nporpammy obecnedeHust MHpopmaLMoHHo 6esonacHocT. ITa nporpaMma AoKHa UCXOANUTb U3 MONTH-
KW, yCTaHOBIIEHHOM A1 OpraHn3aLmi Ha BbiCLLIEM YPOBHE pykoBoAcTBa. [Nporpamma obecneyeHmnst MHpopmMaum-
OHHOI 6e30NacHOCTM AoMKHA NpedycMaTpuBaTh pa3paboTKy U NoAAEPXKKY AeTanbHbIX MpoLeccoB obecneyeHmst
6e3onacHoCcTM B MaclUTabe opraH13aunm, COBMECTUMBIX C MOSUTUKOMN.

Ona paspaboTki AeTarnbHbIX NpoLieayp 1 npoLleccos obecneyeHnst MHpopMauMoHHOM 6e30MacHOCTN MOXET
noTpeboBaTLCA KOOPAUHALMS PasNNYHbLIX BU3HeC-PYHKLIMIA opraHn3aLmMm (BKIOYast ayauT, MEHEXKMEHT pUcka),
COOTBETCTBUE TPeBOBaHNAM CTPaXOBaHMs, a Takke KoopanHauusa AeCTBUIA paboTHUKOB opraHu3aLmmn, oTBevato-
LLMX 32 HOPMAaTUBHOE 1 NPaBOBOE COOTBETCTBME, NAPTHEPOB U KITMEHTOB.

6.3 OcBeAOMIEHHOCTb

MporpamMma yny4LieHnsi 0cBeA0MIEHHOCTM 0 6e30MacHOCTW AOMKHA BKIH0YaTh B cebs hyHKLMo 0BydeHns
W yNyYLLEHNS OCBEAOMITIEHHOCTM 0 6e30NacHOCTU, rapaHTUPYHOLLYIO OCTaTOUHYO OCBEAOMIIEHHOCTL 1 6anTEnb-
HOCTb BCEX PaBOTHUKOB B OTHOLLEHMWIN CBOUX AEACTBUA N ASACTBUIA OKPYXatoLMX UX NI0AeR ¢ y4eToM nocnea-
cTBuWiA anst 6esonacHocTu. MNporpamma ynyylleHnss ocBeOMIEHHOCTM 0 6e30MacHOCTU A0ITKHA BbITh CTPYKTYPU-
poBaHa Ans nogaepkaHusi 0CBeOMIIEHHOCTU PabOTHMKOB O CBONX 0BS13aHHOCTSX, CBAI3aHHbIX ¢ 6e30MacHOCTbIO,
npeaocTaBnsATb PeCcypChl U MOOLLPSATL fUL, MHTepecyoLLIMXcst Bonpocamm obecnedeHns 6e30MacHOCTM C Lenbio
paclMpeHmnst NX 3HaHUA.

6.4 AHanu3s

OpHO 1N HeCKOMNbKO AOMKHOCTHBIX ML, OpraH1u3aLmM AoMKHbI ObITb Ha3HaYeHbl OTBETCTBEHHBLIMUA 3a MPOo-
rpammy obecnedeHns MHOPMaLMOHHOK 6e30NacHOCTU. YCTaHOBMEHHbLIE B MPOrpamMmme npakTuieckue npuemMb
obecneveHns MHopMaLIMOHHON Be30MacHOCTM AOMMKHBI BbITb OCHOBaAHWEM AJ1s1 aHanNM3a U 0BHOBEHUS Nporpam-
Mbl, @ NPY MOSABNEHNN HOBbIX YTrPO3 1 YA3BUMOCTEeN — obecneunsaTth NpegocTaBreHne HeobxoanMbIX UHBECTU-
LM Ana sawnTtHbIX Mep. MNporpamma JosmkHa BritoyaTh B cebs noapobHble Npouecchl M npoLleaypsbl, ycTaHaBm-
BatoLLe OTYETHOCTb U OTBETCTBEHHOCTL 3a onpeAeneHue HagexXHoCTU MporpamMmmel obecneveHust HopMaLoH-
Hol 6e30MacHOCTM 1 ee COOTBETCTBUE BCceM TpeboBaHMaM, 1 Aoknaa 06 SToM.

Bce oTyeThl 06 aHanM3e 1 MOHWUTOPUWHIE OOSMKHbI ObITb JOCTYMHBLI PYKOBOACTBY BCEX YPOBHEN, BKITHOYast
MCNONHUTENBHOE PYKOBOACTBO. Heobxoanumo naeHTudnumMpoBaTs 1 4OKYMEHTUPOBATL NpoLeaypbl pacCMOTPEHNS
TOBBIX UCKITHOYEHWIA 13 MOMUTUKA W OTKITOHEHWIA OT Hee. Takke OOMKHbI CYLLECTBOBATL NpoLeAypbl co3aaHnst
HeobxoauMBbIX 3anuncel pesynsTaTtoB ayauta 1 3anvicei o cooTBeTCTBUMM TpeboBaHnaM Be3onacHocTy, a Takke
MOHWUTOPWHra 6e3onacHoOCTU MHdopMaLMn xXypHaros ayauTta. Ocoboe BHUMaHWe cnedyeT yAenuTb WaeHTUduka-
L pUCKOB AN MHpopMaLIMK XXypHAIOB ayauTa U TpeboBaHUsIM, yCTaHOBIEHHBIM A51st CHUXKEHWUST 3TUX PUCKOB,
rapaHTN ageKkBaTHOCTM 3aLUUTbl MHPOPMALIMOHHEIX aKTUBOB.

6.5 MeHeQXXMeHT MHUUAEHTOB

060 Bcex cobbITUAX MHOPMaLMOHHOM Be3onacHocTy crieayeT BbICTPO coobluaThb, AOKYMEHTUMPOBATL UX U
paspellaTb MX B COOTBETCTBUM C MPaKTUYECKUMUN NMpUeMamm opraHsaumi. Ecnn HexxenatensHble Ui HeoXnaaH-
Hble cobbITUA MHPOPMALMOHHO BE30NacHOCTM UMEIOT BBICOKWIA MOKa3aTe b BEPOATHOCTU KOMMNPOMeTaL M 6ms-
Hec-onepaLuii n cosgaHust yrpo3bl 4151 UHOopMaLMoHHON 6e30MacHOCTA, OHU CTAHOBATCS MHLMAeHTamMm MHdop-
MaLMoHHoM 6e3onacHoCTH, Nognexalumm nydeHnto. Kak MHUMAeHTbI, Tak U cobblTus nHdopMaLoHHon 6e3o-
NacHOCTY AOSPKHbI UCTONMb30BaTLES crielmanicTamum B cdrepe 6e3onacHoCT Npy NOBTOPHOM OLIEHKE MMM prUcKa 1
BbIbOpe 1 BHeApeHUM Mep yrpaeneHus 6esonacHocTbio. CobbITUS Y MHLMAEHTbI AOIMKHBI UCTIONb30BaTLCS MU
nocneayoLLem yrydLleH nporpammel obecneveHunst MHpopmaLmnoHHon 6e30nacHOCTU.

6.6 MoHuTOPUHT

Heobxogmmo co3gaTb hopMaribHble NPOLECCh ONMOBELLEHNS O BTOPXKEHUSAX, HEMPaBUITbHOM cpabaTbiBaHUA
CUCTEM U ApYIX MHUMAEHTax 6e30nacHOCTU, a Takke O pe3ynbTaTax paccnefoBaHust MHLMAeHToB 6e30MacHOCTH.
Pesynkrartel 4OKYMEHTMPOBaHNSA MEHEMKMEHTA NHUMAEHTOBR AOMKHbI UCMONb30BaTLESA B NpoLecce aHanmaa ¢
Lienblo okasaHusi BAMSAHUA Ha pa3paboTKy 3aluMTHBIX Mep, a TakKe MHALMUPOBAHWUSA NEPEOLIEHKN U U3MEHEHNSA C
TeYyeHeM BpEMEHUN Mep YrpaBreHusl, UCNoMb3yeMblX Ans obecneyeHns 3allyTbl akTUBOB.

6.7 CooTtBeTCTBUE TpeGoBaHUAM

He3zaBucumbIi aHanus gormkeH obecneynsaTts COOTBETCTBUE MPaKTUHECKMX MPUEMOB OpraHM3aLn yCTaHoB-
NEeHHOW NOMUTUKE N afekBaTHOCTL 1 adeKTUBHOCTL Mep ynpaBneHus. Bee paspelleHHble OTCTYNNeHs oT nonv-
TUKM ONS TPOBEAEHNS X NEPUOANYECKUX MEPEOLLEHOK AOITKHbI JOKYMEHTMPOBATLCS U OrpaHUYMBaTLCS BO Bpe-
MEHW.

6.8 Moaaepxka

Bce ycTaHOBNEHHbIE 3alUMTHBLIE CPeACTBa, Takue, Kak MeXXceTeBbIe SKpaHbl U MporpaMmHbIe cpecTBa 06-
Hapy)XeHWNs BUPYCOB, AOMMKHbI PerysipHo 06HOBASATLCA € Lienbio noanepkanus ux aekTMBHOCTM B OTHOLLEHNN
HOBbIX BO3HUKAIOLLMX Yrpos.
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6.9 BoccraHoBneHue nocne No6bix NpepbiBaHUIA AeATENbLHOCTU OpraHU3aLun

Mporpamma obecneyeHust UHopMaLmMoHHOM GezonacHOCTU A0SDKHAa onpeAensiTb UHOPMaLMOHHBIE aKTU-
Bbl, ABMIAOLWMNECS] KDUTUHHBIMUM A5s1 NPOACIKEHUA BeAeHNA AesiTenibHOCTU (BuaHeca) opraHusauum B crydae ee
(ero) npepbiBaHus. MporpaMma JomkHa co3aasaTb N0APO6HbLIE NUCbMEHHbIE NMaHbl BO30GHOBNEHWS AeATesbHO-
cTu (6usHeca) nocre ee (ero) npepbIBaHKA. [N BbINoNHeHUs NporpaMmbl obecredeHust uHgopMaLuoHHoh 6e30-
MacHOCTN HeobxoaMMO UCTIONb30BaTL KBaNUPULIMPOBaHHbIA NepcoHarl, NPaBoBble CorMnalleHus (4oroBopbI), CUC-
TeMbl pe3epBMPOBaHUS MHGOPMALIMK, pecypchl 06paboTku U cneumarnsHbIe NOMELLIEHUS, B KOTOPLIX NOAAEPKUBa-
eTCcs KpuUTUYeckas gedTenbHOCTb opraHusaumn. MNnaHbl BoccTaHoBNEHWA AesiTensHocTy (BusHeca) opraHnsaumm
nocne npepbIiBaHus 4oKHbLI PErynsipHO TeCTUPOBATHLCS U OLIEHUBATHLCS.

7 CTpykTypa nHdopmaumoHHon 6e3onacHoOCTU

7.1 MpuBepxeHHOCTb LensiM opraHMsaLum

BrInonHeHe Lenei nporpammel obecneveHust MHdopmaLmoHHon 6e3onacHoCcTU B MacluTabe opraHisauum
[OO0SKHO OCHOBbLIBATLCA HA MOHUMAHWM Kak rnobarnbHbIX, Tak U BHYTpEeHHUX NoTpebHocTeln nHdopMaLumoHHon 6e3o-
nacHoCTU opraHmaauun. OpraHnsaunsi ormkHa AeMOHCTPUpoBaTh NPUBEPXKEHHOCTL Nporpamme obecneveHus
WHdOpMaLMoHHON 6e3onacHOCTM NOCpeACTBOM CBOE FOTOBHOCTU BhIAENSITL pecypchl 411t MEPONPUSATUIA, CBSI-
3aHHbIX € UHhopMaLMoHHOM 6e30MacHOCTLI0, U M3ydaTb NoTpebHocT uHdopMaLmoHHol 6ezonacHocTu. Ha ca-
MOM BbICOKOM YpOBHe Heob6xoanmMo 0co3HaHne 3HaueHus MHdopMaLvoHHoN 6esonacHoCTU Ans opraHu3aunn, a
Takke ee MacliTaba u obbeMa AesTeNbLHOCTU.

Bce paboTHMKM opraHn3aLmM AoMKHbI 3HaTh Lenn nHdopMaumoHHo 6esonacHocTu. Kaxabiid cnyxatyuii
WM NOAPSIAYNK A0IPKEH OCO3HABAaTb CBOW POIb U 06513aHHOCTH, a Taikke CBOW BkIlag, B obecneyeHue nHgpopmaum-
OHHOI 6e3onacHocTI 1 0bnagats NONHOMOUYUAMU AN AOCTVKEHNS STUX Lienei.

7.2 CTpyKTypa opraHuM3auum

7.2.1 Ponun n o6s3aHHOCTU

HasHadeHue nporpammbl obecnedeHns MHopMaLMoHHOR 6e30MacHOCTU 3akrodaeTcsl B obecrneveHnm KoH-
duraeHLManbHOCTY, LENOCTHOCTM M A0CTYMHOCTU MHAPOPMaLIMOHHBIX aKTUBOB MyTeM KOMMIEKCHOro peLueHus cgop-
MWpoBaHHbIX Liefei 1 3agay 6ezonacHocTy B nporpamme. CooTBETCTBYHOLLEE Ha3HauYeHWe 1 pasrpaHnieHue obsi-
3aHHOCTE AOMKHO ObITb CBSI3AHO C ornpeaeneHHbIMN ponsiMu (pyHKLMSMKN aesitenbHocTh). Mpoueaypbl o6ecne-
YeHna nHpopMaLMoHHoh 6eaonacHOCTM A0MKHbI 06ecnevnBaTh adheKTUBHOE BbINOMHEHUE U OCYLLECTBNEeHWE
BCEX BaXKHbIX 3agau.

7.2.2 CoBeT gupeKTopoB

CoBeT anpeKkTopoB brHaHCOBLIX YYpeXAeHUA AomKeH MMeTb 06si3aTenbCTBa Nepes opraHusauven u ee
YsieHaMu Mo OCYLLECTBIIEHWIO HaA30pa 3a NPaKTUHEeCKUMM NpruemMammn MeHepkMeHTa 61sHec-aesTeNnsHOCTU opra-
HM3aunn. SdbdeKTUBHbIE NpaKkTUYeckme NpueMsl 0becneveHns MHopMaLMoHHOM 6e30NacHOCTY AOMKHBI BXOAUTL
B LienecooBpasHyto G1sHec-NpakTuKy 1 AeMOHCTPUPOBaTL 3aMHTEPECOBaHHOCTL B OPMMPOBaHINM 0BLLECTBEHHO-
ro gosepusi. CoBeT OANPEKTOPOB AOSMKEH NponaraHanpoBaTh BaXXHOCTb MHOpMaLIMOHHON 6e30nacHOCTM 1 noa-
OepXuBaTh Nporpammy obecneveHns MHpopMaLIMoHHOM 6e3onacHoCTy.

7.2.3 KomureT no ayaurty

KomuteT no aygnty B bMHaHCOBOM YYpeXAeHUN OOSDKEH OKasbiBaTb COAENCTBNE COBETY ONPEKTOPOB B
OCYLLECTBMEHNWN HAaA30pa N CIYXKUTb He3aBUCUMbIM OpraHOM NpoBeAeHNs 0GLEKTUBHOMO aHaiMaa, OCHOBaHHOMO
Ha BHYTPEHHWX Mepax 3aLuTbl U UHAHCOBOW 0TYETHOCTU. MOHUTOPUWHT 1 TECTUPOBaHWNE BHYTPEHHUX 3aLLMTHbLIX
Mep, SIBMSAOLLMXCS YacTbto NporpamMel obecneveHns nHgpopMaLroHHO 6e3onacHoCTH, BXOAST B 06513aHHOCTM
KkomuTETa NO ayauTy, 0BbIYHO OCcyLLEeCTBNsIEMble NOCPEACTBOM BHYTPEHHENO ayauTa opraHM3aunmi U BHELHNX
ayauTopos.

7.2.4 KomuteT no MeHedXXMeHTY pucka

KomuTeT No MeHeMKMEHTY puUcka, MOAHUHSAIOLLIMIACA COBETY AUPEKTOPOB, AOMMKEH aHaMaMpoBaTs Nporpam-
My obecnedeHmnst 6e3onacHoCT U Noaaepx1BaTh hrHaHcMpoBaHWe npoekTos obecnedeHust MHopMaLMOHHOM
6e30MacHOCTV B TOM Crly4ae, Koraa 3Ty NPoeKThl CHUXKAOT orepaLuMoHHbIA pUck (1, crnegoBaTenbHo, hUHaHCOBLINA
puvck) opraHnsaumm. KoMUTeT No MEeHEMKMEHTY p1cka A0SKeH AEMOHCTPUPOBaTL NPUBEPKEHHOCTL OpraHM3aLmm
obecneyeHmnto GesonacHOCTU NyTeM hMHAHCUPOBaHMWS U NOAAEPXKKN MPOEKTOB, CNOCOBCTBYIOLNX OCYLLECTBe-
HWIO MOSNUTWKN MHPOPMaLIMOHHON Be30nacHOCTM opraHnzaumn. KoMuteT no MeHeMKMEHTY prcKa 4OSKEH onpeae-
NSATb CTeneHb BO3AENCTBUSA Ha NporpammMy obecnedeHns nHpopmaLoHHoin 6e30NacHOCTU MOSIOKEHUA U 3aKOHO-
JaTenscTB. OTOT acnekT cMm. 5.2.
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7.2.5 MNpaBoBasn ¢pyHKUUsA

OpraHnzauum MoryT nonaraTbCsl Ha OMbIT CBOETO IOPUANYECKOro OTAeNa B OTHOLLEHWUN HEKOTOPLIX aCNEKTOB
MeHeDKMeHTa UHdopMaLmoHHo 6esonacHocTy. Kopuanyeckomy otaeny MoxeT GblTb BMEHEHO B 06513aHHOCTb
OCyLLleCTBIEHNE MOHUTOPUHIa NMonpaBokK B 3aKoHO4ATeNbCTBE, NOCTAHOBIEHNAX U cyAebHbIX Aenax, KoTopble
MOTYT BMUSTL HA Nporpammy obecneyeHns MHbopMaLMOHHOK 6e3onacHOCT opraHu3aLum.

OT topuamnyeckoro otaena MoxeT notTpeboBaTbCs NpoBepKka KOHTPaKTOB, KACaKOLLMXCS CYXaLLWX, KIneH-
TOB, MPOBaiAepPoB YCyr, NOAPSAYMKOB U MOCTaBLLMKOB C TEM, YTOObI rapaHTUpPOBaTh aAeKBaTHOE PACCMOTPEHME
CBA3aHHbIX C MHOPMALMOHHON Be30MacHOCTbLIO topuandeckx npobnem. Takue NpoBepkn MOryT BKoYaTL B cebs
BOMNPOCHI HEMPUKOCHOBEHHOCTW YaCTHOW KU3HW UM TeXHMKN BesonacHocTu Ha paboyeM MecTe, a Taikke npoLeay-
pbl YBOSbHEHWSI 1 PACCMOTPEHNS Karnob cryXallux.

Mpn paccMOTPEHUN MPaBOBbIX ACMEKTOB MHLMAEHTOB 6e30MacHOCTI U UX BIIUSIHUS Ha OpraHn3aLno MoryT
noTpeboBaTbLCs KOHCYNbTaLun topuandeckoro otaena. OpraHusaunm MoryT 3aTpeboBaTh aKCnepTHbIe 3akrove-
HWS NPW OLeHKe MOCIeACTBUA NpoLeayp YperympoBaHus UHLMAEHToB 6e30nacHocTy M obecneyveHrst X CooTBeT-
CTBUsI NPaBOBbIM TpeboBaHUsIM cpefbl PYHKLMOHUPOBAHWS, TaK Kak B COOTBETCTBWN C FOPUONYECKAM CTaTyCOM
opraH13auum NpasoBble HOPMbl MOTYT UMeTb pasnnius. HeobxoamMmo BoBneKkaTh lopuanveckuii oTaen B paspa-
60TKy, noaaepxaHue 1 ynydeHue npoueayp obpaboTku NOCNeacTBUN MHLMAEHTOB 6e30MacHOCTH, TakmMx Kak
coxpaHeHue CBMAETENbLCTR.

7.2.6 lomkHOCTHbIe nuua

PykoBoautens opraHusaumm uim ynpasnsoLyin kak caMmoe rfiasHoe JOSMKHOCTHOe NNLO B opraHu3aunm
HeceT BCIO MOMHOTY OTBETCTBEHHOCT 3a ee (hyHKLMOHMPOBaHMWe. PykoBoanuTenb opraHnsaumm AOSMKEH CaHKLUMO-
HMpOBaTL co3aaHWe NporpamMmmel obecneveHns HoPMaLMOHHOM 6e30MacHOCT Y B COOTBETCTBUM C ASUCTBYIOLLW-
MW HOPMaTUBHO-MPABOBLIMW JOKYMEHTaM1 U cTaHAapTaMu, okasblBaTb NOAOEPXKKY B ee OCyLeCcTBeHUH, cre-
AWTb 33 BbIMOSIHEHUEM BabKHbIX PeLLEHWUIA, CBA3aHHbIX C OLLEHKOW prcka, U y4acTBOBaTb B NponaraHae 3Haunumo-
cTn obecneveHns MHpopMaLMoHHO 6e3onacHoOCTH.

B To Bpems kak BO MHOTX OpraHv3aLusix UMetoTcsl AOSHKHOCT PYKOBOAUTENS opraHu3aumnn, ruHaHcoBoln
CIy6bl opraHvaaLm, TeXHUYECKoro oTAea N agMUHNCTPaTUBHOM CIy6bl, MHOTME OpraH13aLmmn cTanuy BBOAUTL
TawkKe AoMONHUTENbHbIE JOMKHOCTY PYKOBOAUTENS MO MHOPMALMOHHLIM TEXHOMOTUSIM U PYKOBOAMUTENSI CITYXKObI
obecneveHnst MHpopMaLMoHHOI 6e30MacHOCTM Ha BEpXHEM YPOBHE CTPYKTYPbI OpraHu3aLmMn. XoTsl pyKoBOAUTE b
TEXHWYeCKoro otaena, pPykoBoanuTeb Nno HpopmaLMoHHBIM TeXHONOrUaM 1 cnyx6bl obecnedeHns MHdopmaum-
OHHO 6e30NacHOCTM BbIMOSHAOT MHOIO B3aMMoO3aMeHSIEMbIX (hyHKLWA, kaxkaoe drHaHCoBOE yupeXkaeHue AoSK-
HO Takke UMEeTb pykoBoauUTens cryxbul o6ecneveHnst MHopmaLoHHoW 6e3onacHOCTU, KOTOPLIA, B KOHEYHOM
cyeTe, AomkeH BbITb NogoTYETEH PYKOBOAMTENO TEXHUMECKOrO OTAeS1a UIM PYKOBOAUTESO Mo UHEOpMaLMOHHBIM
TEXHOMOTUSAM.

7.2.7 YnpaBnsilowue genamu

Ynpaensiowue Aenamu B YacTHOCTM W yNpaensiiowne BCell opraHn3aLmm B LIENOM AOMMKHbI OCYLLECTBNATL
HaA30p U MOHWUTOPUHI AEATENbHOCTW OpraHv3aummn 1 ee paboTHUKOB, UTO AeraeT UX KIloUYeBbIMUA y4acTHUKaMn
nporpamm obecneveHnsa MHGopMaLMoHHOK 6e3onacHOCTU. Kaxkablid ynpaBnsitoLLMiA AOSDKEH MOHUMATL W noaaep-
X1BaTb MOSUTUKY, NPaKTUYeckne NpueMsl U Npoueaypbl OpraHM3auvn, criefoBaTh MM, a Takke obecnevnsatb
COOTBETCTBYIOLLEE NOBeeHNe Cry>KalliMx, NOoCTaBLUYMKOB U NOAPSAYUKOB. YNpasnsiowme aenamm A0MmkHbl CO3-
Aasartb B opraHusauumn atmocdepy, NoOLLPSIOLLYIO CITy>KaLLUX, MOCTaBLUMKOB U NOAPSAYUKOB coobLaTh o Npob-
nemax, cBA3aHHbIX ¢ UHpopmaLmoHHoR Be3onacHoCTbIo.

7.2.8 CoTpyaAHUKM

TpeboBaHWa NnporpaMmbl obecreveHust 6e3onacHOCTU AOMKHbBI BbITb BKIMKOUEHbI B KOHTPaKTLI O HaliMe cry-
Xawmx. Becb nepcoHan gosmkeH 6biTb 0CBEAOMIIEH O NOCMEACTBUSIX CBOUX AEACTBUA U AEACTBUIA OKPY)KaHOLLIMX
B OTHOLWeHWUM 6e3onacHocTU. Cryxalluue AOMKHbI He3ameanuTenbHo coobLaTh 060 BCeX NOA03pUTENbHLIX CO-
6bITUAX, CBA3AHHBIX C MHGOPMALIMOHHON 6E30MacHOCTbLIO.

7.2.9 CoTpyaHUKM (NepcoHan), He OTHoCALLMeCs K opraHusauum

TpeboaHus NporpaMmbl obecneveHns 6e3onacHOCTU AOMKHBI GbITh BKITHOUEHBI B COMMalLeHUs ¢ noapaaqv-
Kamu 1 nocTasLymkamu yenyr. MNoapaaunki u NocTaBLUUKA YCIYT AOMMKHBI BbITb 0CBEAOMIMEHbI O NPaKTUHECKUX
npuemax u npoveaypax obecneyeHms MHpopmaLMoHHOW 6e30NacHOCTM opraHM3aUmMu 1 ee NogpasaeneHui n
oKa3sblBaTb UM noaaepky. OHM 06s3aHbI cobnogaTb NONUTUKY UHOPMaLIMOHHON 6e30MacHOCTU OpraHn3aLmnn.
Tak Kak N0 3KOHOMUYECKUM UMW MHBIM NPUYNHAM OpraHU3aLMmM MOryT NpPeanoyYecTb NPUBMeYeHne BHELHMX pe-
CYPCOB ANA BLINOMHEHWs ofnpeaeneHHbIX 6aHKOBCKUX (DYHKLMIA, MEHEDKMEHT pucka He MoXeT BbiTb NnepeaaH
CTOPOHHUM OpraHU3aLUsiM U JOJDKEH OCTaBaTbCs Mo OTBETCTBEHHOCTLIO OpraHyU3aLvi.
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7.2.10 JonxkHocTH, cBA3aHHble ¢ 6e30nacHOCTLIO

7.2.10.1 BeegeHune

B HacTosiLLEeM MyHKTe onpeaensoTes Tpy cBsizaHHble ¢ 6e30MacHOCTbI0 AOMKHOCTY B pamMKax MporpamMmbl
obecneyeHns MHdOPMAaLIOHHON 6E30MacHOCTM, KOTOPbIE HAAENATCH Pas3HbIMU YPOBHSIMU 0BsI3aHHOCTEN U oyH-
KUMAMK, HeoBX0AMMBIMM AMSA BbINOMHEHWs nporpaMMbl o6ecnedeHns HopMaLIMoHHON 6esonacHoCTU. JaHHble
OOIDKHOCTU (PYHKLMOHANBHO onpeaerieHbl, XoTs cnocobbl aAMUHNCTPATUBHOMO YrpaBieHWs NepcoHanoM opraHu-
33U/ MOTYT pasnuyaThCs.

B HekoTOpbIX opraH13aLumsix oTBevatoLLeit 3a UHopMaLIMoHHY0 6e30MacHOCTb NepcoHar MOXeT npeacTas-
NsATb cob0o OTAENbHYIO CTPYKTYPHYIO eAUHNLLY, a B APYMX OpraHusaumsix nepcoHany dyHKUMoHarbHbIX CTPYKTYp
(oTaenos, cnyx6) MoryT 6bITb MOpYyYeHbl 0653aHHOCTY, CBSi3aHHbIe ¢ obecneveHnem nHgopmaLoHHol 6esonac-
HOCTM B OMOMHEHWE K cOBCTBEHHBLIM. BO3MOXHO Takke COBMeLLeHNe ABYX 06s3aHHOCTEN.

Kakyto 6bl CTPYKTYPY He MMena nporpamMmmMa obecrneveHnst UHopMaLMOHHON 6e30MacHOCTU, AOMKHOCTHbIE
n1ua 1 ynpasnsitoLLMe AOMKHbI OKa3blBaTb JaHHOW NporpamMme nogaepxKy s nosbieHUs ee aeKTUBHOCTH.
B GonbLuMX opraHM3aUnsax MOXeT 6bITb NMone3Ho cosaaTh AoNoNHUTENbHbIe A0MKHOCTM Ana adhdeKTUBHOrO Bbl-
MOSHEHUS cneumanmanpoBaHHbIX yHKUMIA, HanpuMep, paspaboTumk apxuTekTypbl 6eaonacHocTy. B 6onee men-
KX OpraHn3aLmax nepcoHary, BeposiTHO, MPUAETCH BbIMOMHATb HECKONbKC 06s13aHHOCTEeN OAHOBPEMEHHO.

7.2.10.2 PykoBoguTens cnyx6bl obecneveHust nHdopmauoHHol 6ezonacHocTn

PykoBoauTens cnyx6bl obecneveHunst tHopMaLoHHON 6e30MacHOCT OTBEYAET 3a MPOEKTUPOBaHUe, BHe-
peHue nporpammbl obecneveHns MHgopmaLmoHHoli 6esonacHocTy U ynpaeneHuto eto. Mo ynpaesneHuem pykoBo-
auTens crnyx6bl ob6ecnevyeHnst MHpopmMaLMoHHOM 6e30NacHOCTM NepcoHar Ha ApYrMX YPOBHSIX BbIMOMHAET 0bsi-
3aHHOCTM MO OCYLLECTBEHNIO MOSIATUKN U NPaKTUYECKNX MPUEMOB NporpammMbl ob6ecrnedeHunst MidopMaLoHHOK
6esonacHocTu. PykoBoauTenb crnyx6bl o6ecrneveHns MHopMaLMoHHOA 6e30MacHOCTU MOXET UMETb crieLiyanb-
HbIIA LUTAT 1 OCYLLECTBMATL aAMUHUCTPaTUBHOE yripaBrneHue nepcoHanom, oTBevaLM 3a MHGQOopMaLoHHYIo
6e3onacHocTb. Takke pykoBoauTenb cryxbbl obecneveHnst nHgopmaLunoHHo! 6e30MacHOCTU MOXET OCYLLECTB-
NATb OrpaHUYEHHbI ornepaTUBHbBIA KOHTPOIb 32 NEPCOHATIOM, BbIMOSHAOLLIMM 06A3aHHOCTU, CBSI3aHHbIe ¢ UHGop-
MaLMOHHON 6e30nacHOCTLIo, B AONOMHEHWE K CBOMM OCHOBHBIM 06s13aHHOCTAM. HesaBncMMo oT BenuuuHbI opra-
HU3aLMW N CTUNSA PYKOBOACTBA, PyKOBOAMTESb Crlybbl o6ecnedeHust iHdopMaLMoHHoi 6e3onacHoCcTU ABMSIET-
CS1 IMLIOM, HECYLLIMM BCHO OTBETCTBEHHOCTL Nepef COBETOM ANPEKTOPOB 1 YNPaBAOLLMMMN 32 BeINOSIHEHNE NPo-
rpammel obecneveHns MHopMaLMoHHO 6e3cnacHOCT.

PykoBoauTens cnyx6bl 06ecneveHmnst uHopMaLMOoHHON 6e30nacHOCTV A0MKEH YNPaBAATb BbINOSIHEHWEM
nporpaMmbl o6ecneveHns i opMaLoHHO 6e30nacHOCTU B COOTBETCTBUM C YCIOBUSIMUW, OnpeaeneHHbIMU opra-
HU3aLuel Kak Heobxoaumble Ans yenexa B 6usHece. PykoBogutens cryx6bl obecneveHns nHopmaLnoHHo
6e30MacHOCTV OTBEYaeT 3a:

- NoAroToBKy hMHaHCOROI cMeThl 1 060CHOBaHMe NporpaMmbl oGecneyeHrst UHgopmaumoHHo 6e3onacHo-
CTV Nepen ynpasnstowumu;

- pazpaboTKy apXUTeKTypbl 6E30MacHOCTU, KOTOpas corfacyeTcs co cTpaTernei busHeca;

- PYKOBOACTBO MEepPCcoHarnom pasHbIX YPOBHEN, KOTOPbIA BHEAPSIET apXUTEKTYpy 6e30nacHOCTU U BbINONHAET
cBA3aHHble ¢ obecneveHnem MHdopMaLMoHHoU GesonacHocTn 06s13aHHOCTY;

- poBeeHNe OLEHOK PUCKa, KOTOpbIe MOATBEPXKAAOT NPaBUNLHOCTbL apXUTeKTypbl 6e3onacHocTu, U pac-
KpblTWe HeocTaTKoB, TpebytoLmx 0cob0ro BHAMaHUS;

- MpyaaHue ornacke NOMUTUKA, NPaKTUYECKUX NPUEMOB U NpoLieayp obecneyeHns 6e3onacHoOCTM U ynpas-
NeHve nporpaMmbl NOBLILLIEHUS] OCBEAOMIIEHHOCTM 0 6e3onacHoOCTU;

- OCBEAOMSIEHHOCTb O TEKYLLIMX YrpO3aXx U ysi3BUMOCTH, a Taloke HOBbLIX MeToax U cpefcTBax obecneyeHust
MHdopmaLmoHHoM 6e3onacHOCTU ANsi NPOTUBOAEUCTBUS STUM YTpo3aM U YSI3BUMOCTSIM;

- obecneveHe COOTBETCTBYIOLLENO BOBMEYEHUS OpraHM3aLuy B AeATENIbHOCTb MO 3alumTe KpUTUHECKon
WHPACTPYKTYpbI B CTpaHaXx, e opraHv3aLust BefleT cBoi GUsHec.

7.2.10.3 OTBETCTBEHHBIA 32 MHhOPMaLIMOHHYI0 Be3onacHoCTb

OTBETCTBEHHbIN 3a MHdOPMAaLMOHHY 6e3onacHoCTb — 3To NMoboe NULLO B opraHuaaumu, oTBevatoLLee 3a
paspaboTky, BHeApeHue 1 noaaepXkKy nporpammsl obecnedyeHust uHdopMaLmMoHHo 6ezonacHoCcTy Nog pykoBoa-
CTBOM pyKoBoaAUTeNs cnyx6bl obecneyueHuns nHgopmavmoHHo 6esonacHocTu. Jluua, oTBeTCTBEHHbIE 3a UHOop-
MauMoHHYr 6e30nNacHOCTb, MOTyT BXOAUTb B LUTAT pyKOBOAUTENS Cryx6bl o6ecneyeHust uHgopmaumnoHHo 6e3o-
MacHOCTW UK 6bITb BHELUTATHLIMM COTPYAHUKAMM, HAX0AsICb B aAMUHUCTPATUBHOM NOAUYMHEHUN B APYTOM CTPYK-
TYpHOM nogpasaeneHun opraHnzaumn. OTBETCTBEHHbIN 3a MHopMaLMOHHY0 6e3onacHoCTb, UMest O6LUMPHbIE
3HaHWA 1 ONbIT, MOXET 6bITb Ha3Ha4YeH Ha 0cobyo AOMKHOCTb, HANPUMEp Ha AOMKHOCTbL pa3paboTunka apxuTek-
Typbl 6e3onacHocTU. COTpyAHWUKW, OTBETCTBEHHbIE 3a MH(OPMaLIMOHHYI0 6e3onacHoCTb, MoryT obriagath cneuya-
TNIN3MPOBaHHBLIMU 3HAYEHUSIMU B 06nacTu TaknMx MeTOA0B U cpedcTB obecneveHusa MHhopmaLumoHHo 6esonacHoc-

6—2590 17



FOCTP UCO TO 13569—2007

T, KaK OLieHKa pUcka, 0CBEAOMIIEHHOCTb 06 yrpo3ax U T. 4., U IBNSITLCS BaXKHbIM NOTEHLMANoM A58 opraHusaumn.
[Opyrue oTBETCTBEHHbIE 3a MHGOPMALIMOHHYI0 6€30NacHOCTL SIULIA AOIMKHbLI KOHCYLTUPOBaTL U AaBaTb PEKOMEH-
AaLumn opraH13aLMoHHBIM eAuHMLiaM Mo npoGnemam nHdgopmaLoHHo 6e3onacHoCTU. [1eATeNbHOCTL OTBETCTBEH-
HbIX 33 MHdopMaLmoHHYto 6e3onacHocTs GyaeT Hanbonee adeKTUBHOM, €CriM OHU 3HatOT BuaHec-Lienu, a Take
BHYTPEHHWE MPOoLLeCcChl OpraHU3aLmm.

OTBeTCTBEHHbIE 3a MHpOpMaLMOHHYI0 6€30MaCHOCTb AOKHbI:

- 3HaTb ApXUTEKTYPY, MPaKTU4eckue Npuemel 1 npouedypbl besonacHocTy;

- paspabaTbiBaTh NlokanbHbIe NpakTUdeckue NpUeMbl, 4OBOAUTL 0 COTPYAHUKOB OpraHu3aumm U o6HOBNATL
MX Npu HeoBXoaAMMOoCTH;

- IPOBOAUTL OLEHKM pUCKa;

- OCYLLECTBNATE MOHUTOPUHT U ayauT NpakTU4ecknx npuemoB obecreveHnst 6esonacHocTu;

- cCoflecTBOBATL BocCcTaHOBMEHUIO cuctembl UT nocne aTak;

- AaBaTb pekoMeHAaLIMN NO YAYYLLEHWUIO NPaKTUHEeCKUX NMpUeMoB 1 npoueayp;

- BbITb B Kypce pa3suTus yrpo3 uHopMaunmoHHOM 6e30nacHOCTW, TEXHOMOMMIA, a Takke METOA0B U CpeacTB
oBecneyeHuns HgopMaLmMoHHON Ge30nacHoCTH;

- cnocobCTBOBATL OCBEAOMITEHHOCTU PYKOBOACTBA U COTPYAHUKOB CITy6bl besonacHocTu B MHGOpMaLIMOH-
Hoi1 6esonacHoCTL.

7.2.10.4 Onepatopbl o6ecneveHuns 6esonacHoCcTH

OnepaTopbl o6ecneveHns 6e30nacHOCTU BbINOAHAIOT NoAPO6HbIE AEACTBUS ANsl AOCTUKEHMUA Lienei npo-
rpamMmmbl ob6ecrneqeHuns MHdopMaumoHHo 6esonacHocT. OnepaTopbl obecneyeHusi 6e3onacHOCTU MOTyT COCTO-
ATb B LUTATE pyKoBoAWUTENs cryxObl obecneveHna nHgopmaLmoHHon 6e3onacHOCTU U aAMUHUCTPATUBHO OTHO-
CUTLCS K ApYriM nogpasgeneHnsm opranMsalnm u 4omkHbI BbITb XOpOoLLO ocBeAoMIIeHbl 06 annapaTHbIX U Npo-
rpamMmMHbIX cpeacTBax v npoLieaypax 6e3onacHoCT, Heo6XoAMMbIX 151 CBOUX NoApa3sfeneHuii.

W3-3a pasHooBpasmnsa TeXHOSIOMIA, KOTOPbIe MOryT UCTIOSb30BaThLCS B apxuTekType 6esonacHocTu, ot onepa-
Topos obecneyeHns 6ezonacHocTy TpebyeTcs BhiNonHeHWe MHorvMx npoueayp. Hekotopble cneuuduyeckue obs-
3aHHOCTW, BO3/araemble Ha ornepatopoB 6e30MacHOCTH, BKIHOYaoT B cebsi:

- YCTaHOBKY Y COXpaHeHWe CBA3aHHbIX ¢ 6e30nacHOCTLI0 HAacTPOoek Ha ceTeBOM 0bopyAoBaHWK;

- yCTaHOBKY 0GHOBIEHHbIX BEPCUIA 3aLLMTHI B ONepaLoHHbIE CUCTEMbI;

- COXpaHeHWe 1 MOAEPHN3ALMI0 TOUHEIX halANoB ynpaBreHns 4OCTYNoM;

- c6op MHpopmaLLm, oTHOCALLEeACS K MHOpMaLIMOHHOR 6esonacHoCTH, 1 nHbopMaLmmn o6 ayauTe, a Takke
MOHWUTOPUHI CUCTEMHOW U CETEBOI AEATENBHOCTU C LIENbH 0BHapYXXeHWs1 CBA3aHHbLIX C 6e30MacHOCTLI0 Npobriem.

Lnpokoe pasHooBpasne BbINOAHAEMbIX 3aaad onpedenseT 3Ha4MMocCTs onepatopos obecneveHuns 6e3o-
NacHOCTW B ycneLuHoM OyHKLIMOHWUPOBaHNSA NporpaMMbl obecnedeHust HpopmaLoHHon 6esonacHocTy.

Onepartopbl o6ecneveHnst 6e30nacHOCTV OTBEYAIOT 3a:

- 3HaHWe CBOEl POJIv B BLINMOSTHEHWM NMPOrpaMMbl U apXUTEKTYpbl o6ecneveHnst 6e3onacHocTy;

- BHeApeHWe 1 noaaepxaHne npakTuieckrx npuemMos 1 npoueayp 6esonacHocTy;

- MOHUTOPUHT NpoLeayp 6ezonacHOCTM 1 coobLueHne 06 NX COCTOSIHUM UCXOAS U3 0BCTaHOBKM;

- paboTy Hag ucnpasneHnem cboes B obecrneveHnn 6e30MacHOCTN U NPOTUBOAEACTBMEM aTakam;

- BOCCTaHOBEHWE COOTBETCTBYIOLMX NpoLieayp 6e3onacHOCTM BO B3aMOAEACTBIAN C BOCCTaHOBEHUEM
6usHec-npoLecca nocne c6os UK aTaku;

- NpegocTaBneHNe pekoMeHAaUMiA No ynyyLleHWo NpakTUHecKX NpruemoB 1 npoLieayp.

8 AHanus 1 oLeHKa pUcKa

8.1 Mpoueccobl

OpraHusauuu, xxenatoLme nonyyuTb 4OCTyn K MHOPMaLMM O COCTOSIHAM CBOMX Aen no GesonacHocTy,
AOSKHBI BHEAPWUTL OAMH UM HECKOSBKO NPOLIECCOB aHanmn3a pucka kak YacTb nporpaMmel obecneveHns nHdpop-
MaLoHHol 6esonacHocTi. OTU NpoLecchl AOKHbEI UCMONL30BaTLCS A1 OLIEHKM COCTOsIHMS Be30MacHOCTM Beel
opraHusaumm, a Takke 6e30NacHOCTU KOHKPETHBLIX MPOEKTOB, CUCTEM W MPoAyKTOB. MockonbKy CTUMM pykoBoa-
cTBa, MacLuTab 1 CTPYKTypa opraHvaaLmii pasnuiaroTcs, MoryT noTpeboBaThest HECKOMNbLKO CTpaTervii Ans ajanTta-
WM aHanuaa p1cka k cpeae, B KoTOpoi prck ucronsayetca ).

PesynstaToM npoLiecca OLEHKN pucka A0SKHbI GbITb pekoMeHAaL MM No CHUXKEHWUIO pUCKOB 6e30MacHOCTK
opraH1saumnm Ao npuemnemoro ypoHsl. [laHHble pekoMeHAaL/um JOMKHbI CnocobecTBOBaThL BbIGOPY COOTBETCTBY-

1) DononHuTenbHyo HopMaLmio MOXHO HaliTu B [2], [5], [20], [21].
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OLLMX 3aLMUTHBIX Mep. 3alUMTHbIe Mepbl ABMASITCA Pe3ynsTaToOM OLEHKN U onpeaeneHns BenMUYMHbI BO3MOXHBIX
noTepb, KOTOPble MOTYT MPON3OWTY B CrlyYae NCMOob30BaHUA NAEHTUDNLMPOBAHHbLIX YA3BUMOCTEN CUCTEMbI 0a-
HoW unu Gonee yrposamu. K akTmeam opraHv3auun, KoTopble 06GbIMHO NOABEPrarTesl OLEHKe pucka, OTHOCAT:
annapaTypy 1 cbopygoBaHue, NpuknagHble NporpaMmbl, 6asbl AaHHbIX OpraHU3aLLMmn, CUCTEMbI CBA3W U KOMMbHO-
TepHble onepaLnoHHbIe CUCTEMBI.

Mprmepbl MeToda NpoBedeHNs OLIEHOK pyUcKa U TUMMYHOIO NPoLIecca OLIEHKN pyUcka NpUBeAEHbI B MPUMOXe-
Hun C. JononHuTensHble Mogenn oLeHKM pucka npeacTtaeneHs B [2], [5], [20], [21]. AononHuTensHble Mogenu B
KayecTBe npumepa Takke nNpyMBedeHbl B npunoxeHun C 1 He npegnonaraoT UX UCNofb3oBaHUs opraHusaLmei
HenocpeACTBEHHO B KaYeCTBE TEXHOMTOrMYECKUX KapT BHEAPEHUS.

8.2 MNMpouecc oueHKU pucka

®rHaHCcoBbIE Y APYrMe opraHM3alnn UCMbITEIBAIOT BIMSIHNUE PUCKOB, CBSI3aHHbIe € MX BusHecoM. Puckn,
OTHOCALUMECS K MHPOPMALIMOHHEIM aKTUBaM OpraHu3aLm, MPUHUMALOT pasnnyiHble dopMbl U OMKHBLI NoaBep-
ratbCsl TLWaTeslbHOMY aHanunay. OLEeHKN prcka Hy>KHbl MPY U3YHeHUN YA3BUMOCTENR, Yrpo3 U PUCKOB As MHdopma-
umn. Kaxxgoe 6aHKkoBckoe NpunoxeHue AoMmKHO obecneumBaTth KOHTEKCT 1 3HaHWe pabounx NpoLeccoB, a Takke
noTeHunanbHble yrpo3bl U 30HbI YA3BUMOCTU. [laHHOe 3HaHWe UMEeeT 3Ha4YeHne Asi NpoBeeHNs OLLEHKU pucka.
OueHka pvcka npeacTasnsieT coboi TpexcTyneHYaTbl MpoLecc:

MepBas cTyneHb — OLieHKa PUCKOB MOTEHLUManbHbIX Yrpo3 Ans Kaxkaol 30HbI YSA3BUMOCTI NyTeM 3arnonHe-
HUS TabnULbI OLLeHKK purcka (cM. npunoxerne C);

BTopasi cTyneHb — NpUcBoeH1e KOMBYHUPOBAHHOTO YPOBHS pUCKa KaXKAO0M 30HE YsI3BUMOCTU NyTeMm 3anori-
HeHWs TabnuLbl oLeHKN prcka (CM. npunoxerue C);

TpeTbsi cTyNeHbL — onpeaeneHye NoaxoasLmx noanTnK 6e3onacHoOCTA U 3aLUMTHEIX Mep, UCNONb3ysa pe-
3ynbTaThl BTOPOW CTYMEHN 1 UMEeIoLMecs Mepbl YrpaBieHnst.

Bonee nogpobHbIi cnncok kKaTeropuii pucka 1 Nx NpUMeHeHme B NpoLLecce OLEHKW pyUcka NpeacTaBeHb! B
npunoxeHumn C.

8.3 PekomeHgauun no obecneyvyeHno 6e3onacHoOCTU U NPUHATHE pUCKa

OueHka pucka MOXeT NPOoBOAUTLCS:

- A5 OLEeHNBaHUs pycKa Ha YpOBHE OpraHv3aLmu;

- B pamkax B3aMMOCBA3AHHOW COBOKYNHOCTU CUCTEM;

- Ans OTAeNbHOW CUCTEMbI NN NPUSIOKEHNIA;

- AnNsl KOHKPETHBIX KpUTUHECKUX (DYHKLNIA BHYTPU CUCTEMBI.

He cnepyeT oxuaath, 4TO OLEHKa pUCKa Ha YPOBHE OpraHu3auun ABAAETCA TOMbKO KoMBUHaLmel Bcex
KpUTUHECKNX (DYHKLUIA OpraHnsaumni.

YS3BUMOCTU U Yrpo3bl NOCTOAHHO MEHSAOTCA N0 Mepe NOABNEHUA HOBLIX TEXHOMOMIA 0GHapyXeHUs yasBu-
MOCTel B cUCTeMaX, BBeAeHUA HOBbIX NN MOAEPHU3UPOBaHHbLIX NPOAYKTOB, onpeaensieMbIX pOCTOM U Pa3BUTK-
eM opraHuaauun. MNosTomy cTeneHb AeTanusaummn 1 BbIBOALI OLEHKW puUcka AnA pasHbIX CUCTEM MOTYT CUNbHO
pasnuuaTbcs B pamKax opraHusaunm U Ana CXoAHbIX CUCTEM B Pa3HbIX OpraHU3aumsXx.

TeM He MeHee niobast oLeHka pucka AoMkHa 3asepluaTbea hopMUpoBaHuemM Habopa pekoMmeHaauMin No
obecneveHunio MHOpMaLMOHHOM 6e3onacHOCTU oLeHeHHOM cucTembl. B Habope pekoMmeHaaLmii pucku, ceasaH-
Hble C CUCTEMOW, PacCMaTpuUBaoTCA Kak peannsoBaHHbIe. B 0653aHHOCTL yNpaBnsoLwwmx AenaMn BXOAUT NPUHS-
TUe 9TuX puckoB. Bo MHOMMX cnyvasx gonyckaeTca NPUMEHATb AONOMHUTENbHBIE Mepbl YNPaBeHUs (U OHK
MOTYT 6bITb MPUMEHEHbI Ha 3Tare NPOEKTUPOBaHUA UK pa3paboTKK) ANA CHUKEHUA PUCKOB A0 Gosee npuemnemo-
ro ypoBHsi. [pUHATUE PUCKOB AOMKHO perynmpoBaThCs NpakTuieckumy npuemamm obecneveHnsa 6esonacHocTu
opranuzaumu. MNpun paccMoTPEHUA UCKNOYEHUA U3 NONUTUKA YNPaBAAIOLWWIA Aenammn AomkeH paboTaTb Haa rapaH-
TUPOBaHMEM COOTBETCTBUSI MONUTUKE B ByayLLEeM N NPUHATUEM AONTOBPEMEHHON UCKITIOYNTENBHON CUTYaLnn
KaK OCTaTOYHOrO pUCKa BMeCTE € rpynroii no obecneveHnio MHopmauoHHon 6esonacHocTy.

9 Bbi6op u BHegpeHue 3alUTHbIX Mep

9.1 CHuXeHUe pucka

Tio6as cuctema obnagaet ysasBMMOCTAMU, MOCPEACTBOM KOTOPbIX HAPYLUMTENN MOTYT YrpoXaTb OpraHu3a-
UMK bMHaAHCOBLIMU YBLITKaMU, MafeHneM NPoAYKTUBHOCTU UNW yTpatol npectuka. MuHumusaums u ocnabnexue
3TUX PUCKOB AIBNAETCA 00LLei 0683aHHOCTbIO YNpaBnALWMX AeriamMmu 1 rpynnbl no obecneveHno MHopmMaumoH-
Hoi 6e3onacHOCTU, paboTatoLmMx BMECTE C ApYrMMU rpynnamm B puHaHCOBOM yupexxaeHuu. CyluecTByeT MHOIo
acnekToB MeHe)KMEHTa pucka, U Hambonee sHa4YMMbIe yke 0bCyXaanucb, HanpuMep, NPUBEPXKEHHOCTb BbICLLIE-
ro pyKoBOACTBa K 06ecreyeHnio MHdopmMaLMoHHoW 6e30MacHOCTU; OTBETCTBEHHOCTb PYKOBOAMTENS CrTybbl 06ec-
neyeHUs MHopPMaLIMOHHOM Ge3onacHoCTU, OTBEeYalOLLEro 3a BHEAPEHUE U yrpasrneHWe nporpaMmmMoit obecneve-
HUA 6e30MacHOCTU, U B LIESTOM 3a nporpaMmmy obecneveHusa 6esonacHocTu.
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3HauMMble NpoLecchl U TEXHOMOMMU, 0BbINHO UCMOSNb3yeMble UMK yYUThIBaeMble 4na ocnabneHns pucka,
npueeaeHsbl B 9.2—9.7. [laHHbIe Npouecchl M TEXHOIOMU MOTyT UCTIoNb30BaTLCs BO BpeMsi Npolecca paspaboT-
KW, MOcre OLEHKA CIIULLIKOM BbICOKOTO pUcka unv naeHTudukaLum HoBoM ys3BUMOCTU. YnpaensaoLwue genamm
OOMKHbI MOMHUTB O MPEeUMYLLIECTBAX AOKYMEHTUPOBAHUSI BCTPAUBAEMOWN cUCTEMbI 6e30NacHOCTU BMECTO MOrbl-
TOK NMPOW3BOJILHOMO UCMIPABIEHNSI UMEIOLLIMXCA HapyLUeHWU 6e30MacHOCTU CUCTEMBI.

Mcnonb3oBaHne AaHHbIX TEXHOMNOMIA MOXeT obecnevnTs HenocpeAcTBEHHOE yrpasneHne puckamm, Koto-
poe opraHusauus 6epeT Ha cebsi. OpraHuzaums OOIPKHa OLIEHUTDb, KaK 3aryiaHUpOBaHHbIE U CYLLECTBYIOLLME Mepbl
yrpaBneHust CHUXaroT PUCKA, naAeHTUULUPOBaHHLIE NPYU aHanuae pucka, onpeaenuTb AONONHUTESNbHbIE Mepbl
3aLLMTbI, KOTOPbIEe UMEIOTCH WM MOTYT ObITh paspaboTaHbl, CNPOEKTUPOBATL apXUTEKTYPY UHEOPMaLMOHHON 6e3o-
MacHOCTU 1 onpeaesiTb OrpaHUYEHUs! pasnUYHLIX TUMOB. 3aTeM Heobxoaumo BLIGpaTh agekBaTHbIe U 060CHOBAH-
Hble Mepbl yNpaBneHus! Ansi CHYDKEHUS! OL€HEeHHbIX PUCKOB [0 MPUEMITEMOTO YPOBHSI OCTaTOMHOro pucka. fjonon-
HUTenbHble NoApobHOCTH, Kacatolmecst Boibopa Mep ynpaenenus, cMm. B [2], [5], [20], [21].

9.2 UpeHTndMKauma U aHanus3 orpaHU4YeHUn

Ha Bb160p Mep ynpaBneHust MOryT okasaTb BIIUSIHAE MHOTUE OrpaHndeHnst. Ty orpaHudeHus crnegyeT Npu-
HUMaTb B pacyeT NPY COCTaBeHNM pekoMeHAaLUui U Bo BpeMst BHeApeHusl. OrpaHuieHust n coobpaskeHust npuse-
AeHbl B Tabnmue 1.

Tabnunya 1— XapakrepucTukyu orpaHnyeHuin u coobpaxeHnm

OrpaHuueHus Mpumeuanue

BpeMeHHble Mepbl ynpaeneHust AOMKHbI GbiTb BHEAPEHb! 3a Nepuos BPEMEHU, NPUEMITEMbIN
ANs PyKOBOACTBA, B TEYEHUE CPOKA CNY>XObl CUCTEMBI U AOIKHBI OCTaBaTbes adhdhek-
TUBHbLIMU, HACKOIBKO PYKOBOACTBO CHUTAET Heo6XoanMbim

®duHaHCcoBbIE BHegpenve mep ynpaBneHusi He AOMKHO GbiTb AOPOXe, YeM LIeHHOCTb aKTMBOB,
KOTOpblE OHU MpeAHa3Ha4YeHbl 3awmwaTb

TexHudeckue Mepbl ynpaBneHusi OMKHbI BbITb TEXHUHECKN OCYLWECTBUMBIMA U COBMECTUMbI-
MK C CUCTEMON

Couuonornyeckme Mepbl ynpaBneHus moryT 6biTb crieumduyeckumm ansi CTpaHbl, OTPaciv, OpraHu-
3auum unu gaxe otaena opraHvsauum ansi obecneveHusi JOCTYNHOCTU ANsi Nepco-
Hana

CBsi3aHHble C OKpyXxatoLLen BbibpaHHble Mepbl ynpaBneHusi AOmkHbI ObiTb NPUCNOCO6NeHbl K TEPPUTOPUN,

cpepo KMMMaTUYEeCKMM U NPUPOAHBLIM YCITOBUSIM M PACTIONOXEHUIO HACENEHHOIO MyHKTa
HopmaTuBHblie Mepbl ynpaeneHusi AOMKHbI COOTBETCTBOBATb HOPMATUBHbLIM NPaBOBbIM Tpe6o-

BaHVAM, HaNpuUMep, 3awmTe NepcoHanbHbIX AaHHbIX UNU He cneundunuHbiM gnst UT
HOpMaM W3 YrofioBHOrO KofAekca, NpaBunam U3 MHCTPYKUMIA MO noxapHoi 6e3onac-
HOCTW, TPYAOBOrO KOAeKca U T. A.

9.3 Jllornyeckuin KOHTponb gocTyna

9.3.1 O6wMme nonoxeHus

Jlornyeckuin KOHTPOb AOCTYMA OTHOCUTCA K TEXHAYECKAM MeToam U MepaM yNpaseHUs, UCNoNb3yeMbIM
B CYCTEMaXx 1 MPUIIoXKeHUsIX A1 orpaHU4eHna 4ocTyna K MHhopmaLmm B COOTBETCTBUM C NPaKTUHECKUMU Npuema-
MW opraHusaummn. B oCHOBHOM NoMb3oBaTeNAM A0SDKEH NPEAOCTaBNATLCA MUHUMAbHBLIA 4OCTYN, HEO0BX0ANMBIN
N8 BbINOMHEHWS MX pabounx PyHKLWIA, HO YacTo OrpaHUYEHHOCTb CUCTEMBI, KOHCTPYKTUBHBLIE MW ApYrue orpa-
HWYEHUsT MOTYT NPUBOANUTL K TOMY, HYTO NOAL30BaTeNy UMELOT AOMOSHUTENbHLIN 4ocTyn. Tem He MeHee NoNb3oBa-
Teno HeobxoanmMa perncTpauna octyna K cucteme, To ecTb pukcalmst Toro, KOMy NpeaocTaBnsaeTca Npaso
AOCTyNa, Kakvue CoTPYAHWKM UMEIOT AO0CTYN, koraa oH ocyuecTtenssca. Hanbonee BaxkHol cyHKUmen aensetcs
HeobxoanMocCTb cobroaeHUs onpeaeneHHbIX orpaHUYeHniA goctyna. Mepbl ynpaBneHusa ansa ocyecTBneHns
apdekTUBHOrO KOHTPONS A4OCTYNa NPpUBEAESHBI HUXKE.

9.3.2 UaeHTndpmkauus nonb3osarens

Y MHorMX nonb3oBatenein AomkHa 6bITb MpUuMHa ANS NOMyYeHUs AoCTyna K Hcbopmaumn u uHgopmaLmoH-
HbIM ccTeMam PMHaHCOBOIO yUpexaeHUA. Takumuy Norb3oBaTeNnaMn SBNAIOTCA CyXalime, KIMeHTbl, CUCTeM-
Hble aaMMHUCTPaTOpbI U ynpaensaowme. B 6onbLUMHCTBE cry4Yaes HE06X0AMMO C HEKOTOPOW CTemneHbio onpe/e-
NEHHOCTU 3HaTb, Kakasi KaTeropua Nonb3osaTesnen NbITaeTcA NONY4NTL AOCTYN K ONpeaeneHHOMY MPUIOXKEHUIO.
OuyeHb YacTo HeobxoAUMO 3HaTb HE TOMBKO KATEropuio, HO TakKe SIMMHOCTL TOTO, KTO MbITaeTCcs NOyYATb AOCTYN.
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TpaguumoHHo Kaxkaas MHdopMaLoHHas cucTemMa MMeeT COBCTBEHHLIN NpoLece MaeHTUdUKaLMN NonL3oBa-
Tens. Mz3-3a BbICTPOro paclumpeHrst cucteM nosisuiack HEO6XoAMMOCTb B MpoLiecce naeHTudukaummn, obliem 4ns
BCEX U YAOBMNETBOPSIIOLLMM MHOMMe cucTembl. MoXeT Takke notpeboBaTtbest 41 yenyr no uaeHTudukauum npu-
BrieveHne BHeLLHWX pecypcoB. [NpuBeaeHHbIE HKE pekoMeHAaunm A0SMKHbI MPUMEHSITLCS HE3aBUCMO OT TOro,
KTO NpeaocTaBnisieT ycryri No uaeHTudmnkaumm.

[Ons obecneyeHuns 6onbluel yBepeHHOCTUN B TOXAECTBE JIMYHOCTU MOSIb30BaTeNsi opraHu3aumst 4orkKHa
co3aaBaTh M OCYLLEeCTBSATb NOMAUTUKY, TpebyloLLyto NoATBEPKAEHNS MMYHOCTU NoSib3oBaTens nepes Bblgadei
naeHTudmkaTopa nons3osatens. LienecoobpasHas 6usHec-npakTuka TpebyeT MHTErprpoBaHnUs TpeGoBaHNIA «3Hai
CBOEro KIIMeHTa» 1 «3Hali CBOMX CRyXaLlux» B MepornpuaTusi o Belgade ngeHtudpmkaropa nonesosartens. bonee
TOro, opraHn3aLs 4oSMKHa BbINOSHATL NpoLeaypbl Bbldavn naeHTudmKaTopa 1 KOHTPONMPOoBaTh UX 4715 rapaHTum
TOro, UTO KAl NOeHTUUKATOP HOBOTO NOMb30BAaTENS SABMSANCS YHAKANBHBIM Y MOXET BbITb OTCIEXEH 40 UAEH-
TUOULMPOBAHHOTO COTPYAHUKA U COTPYAHMKA, BblAaBLUero naeHTndmkaTop.

9.3.3 CaHKUuoOHUpoBaHUe

CaHKUMOoHMpOBaHMe ABMAETCA AEACTBMEM MO NPeAOoCTaBEHMIO NOMbL30BATENO BO3MOXHOCT U BbIMNOMHEHWS
KOHKPETHLIX AECTBNIA B CUCTEME Ha OCHOBE ayTeHTUUKaLMM ero NndHocT. OpraHusauns 4orkHa onpeaenuTb
npaga 4ocTyna kaXaoro nofb3osarens. bes cneunansHoOn CaHKLMM HY OAHOMY MOSb30BaTeNto He pa3peLuaeTcs
OOCTYN K KaKoN-Nnbo NHdopMaLIMmn UM MPUMOXKEHNLO.

CyLiecTByeT HECKOMLKO MPUHLMMOB COXPaHEHWs 3an1cei cpecTB KOHTPOMS 40CTyNa, OCHOBaHHBLIX Ha po-
nsix (@orpkHocTsX). OgHMM U3 TPaANLMOHHBIX MPUHLMMIOB ABMSIETCH NOAAEPKKA LeHTpann3oBaHHOIO Crvcka npu-
BUSIEMNIA AN KXKO0TO Nosb3oBaTens. AQMUHUCTpaTopbl 6e3onacHoCT! MHOPMAaLMIOHHBLIX cUcTEM, 06bIMHO pabo-
TatoLue noA ABOWHBIM KOHTPOMEM, OTCIEXMBAKOT U COXPaHSOT Takve 3anucu. lNMporpammHble cpeficTBa 3alluThbI
AaHHbIX J0MKHbI COMOCTaBNATL AEHTUUKATOP NOMb3oBaTeNs € 3anUCsIMU U paspelLlaTh Norb3oBaTensam A0CTyn
K MHpopMaLMN NI MPUIOXEHNAM B COOTBETCTBUM C 3arACAMU.

Opyroi npuHUMN NpegHasHa4YeH 4ns pacnpeaeneHHoro coxpaHeHusl 3anncei ¢ IMCTUHIOM ynpaeBiieHus
OOCTYNOM NO KaXX4on cucTeMe 1in oTAesNbHbIM AOCTYNOM AN pasfUyHbIX BUAOB NPUMOXKEHUA (HanpuMep «TOH-
KWA» KIUEHT, «TOMCTbIA» KMWEHT, CeTb, MHOrO3BEHHOE NPUNOXeHNe, Be6-cepBechl UT. A.).

9.3.4 AyteHTuUcbukauma nonb3oBartenen

9.3.4.1 MexaHu3ambl ayTeHTUdUKaLWK

AyTeHTUUKaLMA Nonb3oBaTene 0THOCUTCS K Mpoueccy (HanpuMep, npoueaypHomy, husndeckomy nnm
BbINOSIHAEMOMY € MOMOLLIBIO annapaTtHbIX/NporpaMMHbIX CPEACTB), NOCPEeACTBOM KOTOPOro MAeHTUdUKaTop Nosnb3o-
BaTena nposepsieTcsi cuctemoid. MNonb3oBaTenu MoryT NpuHaanexaTtb K opraHusaun Unn BHELWHAM opraHu3aum-
AM, U HECNOCOBHOCTL ayTEHTUMLMPOBATL JIMYHOCTbL MOSL30BAaTENA CHAKAET BO3MOXHOCTL JAaHHOW opraHusaumm
obecneunTb NOAOTYETHOCTL AEUCTBUIA OTAENBHOTO LA U MOXeT A0NYCTUTL HECaHKLUMOHMPOBaHHbIN AOCTYN K
OaHHbLIM U KOMMbLIOTEPHBLIM pecypcam.

CyuwecTByeT HECKOSIBKO TUMOB MEXaHW3MOB ayTeHTUduKaumn. Mx AecTBue OCHOBLIBAETCA Ha OAHON UK
HECKONbKUX CrieaytoLLmX XapakTepucTukax:

- 4YTO-TO, YTO MoMb3oBaTesib 3HAeT (Hanpumep Naponu);

- HEYTO, U3BECTHOE MNoJib3oBaTerto (Hanpumep cMapT-kapTa);

- KaKue-nMbo uarmHeckme xapakTepUCTMKM Nofb3oBaTens (HanpuMep oTneYaTkn nansues v apyrie 6uo-
MeTpudeckue aaHHble). KomBuHaLus pasHooGpasHbix MexaHU3MOoB ayTeHTudukauum moxeT obecneunts bonee
BbICOKWI YpOBEHb ayTeHTUuKaLmn.

9.3.4.2 Liudposbie ceptudukaTsl

Lindposblie cepTudukaTsl MOMyT UCNOML30BaTLCA A nognucaHns unu wudposaHna MHdopmMaumm n obec-
neveHus ayTeHTUdMKaL MM NonbL30BaTens, ko4a nporpaMmmMsl Unn ycTponcTea. Lindposble noanucn, ocHoBaHHbIe
Ha cepTudmKaTax, MOryT UCMONb30BaTLCA )15 ayTeHTUUKALMM UCTOHMHUKA MHADOPMaLUWK, LEeNIOCTHOCTU AaHHbIX U
yenyr no obecneyeHnto CBOUCTBa HeoTkazyemocTu. OCHOBaHHbIEe Ha cepTudmKaTax ycnyri no sawmre AaHHbIX
MOryT 6bITb NpeAocTaBneHbl ¢ MOMOLLBIO WdpoBaHusa. Mepbl yNpaBneHnsa n CUHTakcuc, HeobxoauMblin ans
ynpaeneHus cepTudukatamu X.509 B cchepe uHaHcoBbIX yenyr, onpeaeneHsl 8 [3]. MogpobHas uHdopmaums o6
ynpasneHun Hcgopmaumeii o nonmTuke 6esonacHocT cepTUdUKaToB B OpraHn3aumm M HeOBXOANMBIX 31eMeHTax
chopMynUpOBOK NpaKTUKX, CBA3aHHOW ¢ cepTudmkaramu, npegoctaeneHa s UCO 21188 [22).

9.3.4.3 Maponmn

B HacTosiee Bpems Hanbornee pacnpocTpaHeHHLIM METOAOM ayTeHTUMKaLMN ABNAOTCA Naponu. [MNapornbs
npeacTaensieT coboi CTPOKy CUMBOJIOB, COCTaBIEHHYHO U3 Noboi koMBuHaumn 6yks, Lndp 1 cneunanbHbIX CUM-
BOJIOB KIlaBUaTypbl. 3HaHWe napossi, accoLMnpyoLLerocs ¢ nonb3osaTenem, ABNAeTCA NoATBePXKASHUEM CaHK-
UMOHMPOBaHMS UCMOSb30BaHNA BO3MOXKHOCTEN, CBA3AHHbBIX C 3TUM MoSb3oBaTeneM (HanpuMep AoCTyn K onpeae-
SIEHHbIM NporpaMmmam, BO3MOXHOCTSIM U dpaliniam CUCTEMBI).
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Maponu MoryT 6bITb AMHAMUYECKUMU (HaNPUMEpP, FreHEpPUpYeMble U U3MEHSAEMbIE aBTOMATUMECKM U, YacTo,
nporpamMmmMHbIMI CpeacTBamm) 6o cTaTU4eCcKUMK (HanpUmep, PeAKO N3MEHSIEMbIE MO YCMOTPEHUIO NoMnb3oBaTte-
ns). PekomeHaaLmm no popmMMpoBaHUIo U KOHTPOSO 32 UCMOSb30BaHNEM Naposie MOXHO HANTU BO MHOMUX My6-
nvkauwmsx 1 B ceTu. Hanpumep «PekoMeHaaumm no ynpasneHuio naponaMmum MuHnctepctea o6opoHel CLUA» oT 12
anpens 1985 r. (CSC-STD-002-85) [23] npeaocTaenaoT TEXHAYECKYO TPAKTOBKY reHepauunn, KOHTPOAA U UCnosib-
30BaHuWsA naponei B opraHusauun. ObcyxxaeHne Ha caiTe http://computing.fnal.gov/security/UserGuide/
password.htm [24] npegocTtasnseT 6onee obLyto TPaKTOBKY TeMbl 06 UCNOML30BaHNW Naponei 1 BKYaeT B
cebs guckyccuio o cocTase v AnMHe, U3MEHEHUN, XpaHEHUW Naponen U MX COBMECTHOM UCMOSb30BaHUN.

9.3.4.4 buomeTpua

BromeTpus senseTcst MeTogoM uaeHTudukaunm nioaei no HEKOTOPbIM (hU3NYECKUM XapaKTepUCTUKaM, KO-
TOpble MOryT BbITb M3MepeHbI U € BbICOKOW CTeNeHbIO BEPOATHOCTU SIBNSKOTCA YHUKaNbHBIMU A Yenoseka. OTne-
YaTKW NanbLeB ABNaoTCs Hauboree N3BeCTHEIMA GUOMETPUYECKUMM AaHHBIMU. CYLLECTBYIOT SNEKTPOHHbIE YCT-
poicTBa, CNocobHble CHMTLIBaTL OTNEYATOK NasbLa U CPaBHUBATL €ro C OTNEeYaTKOM, Y)Ke XPaHALMMCA B CUCTe-
me. [pyrue dusndeckne XxapakTepucTuky, KoTopble MOryT BbiTb UCMONL30BaHbI B G1IOMETPUYECKo cucTeme UaeH-
TUdbuKaL M, BKIroYatoT B cebs y30p ceTyaTky rmasa, reoMeTpuio NafioHu, Y4epThbl nua 1 ronoc.

Cnocobbl ocyllecTBNeHUs MeHeKMeHTa bromeTpudeckon nHgopmaummn B cchepe prHaAHCOBLIX YCIyr B
Ka4yecTBe YacTu NporpaMmMbl MeHeKMeHTa MHdopMaLmoHHoN 6e3onacHoCTy opraHu3auuy npeactaeneHsl 8 UCO
19092 [25]. HacToawmi cTaH4apT ycTaHaBNMBAET LIS KOHTPOIs, Mepbl yripasrieHust U noapobHble TpeGoBaHus K
XKypHany pernctpaiim cobbiTuin ynpasneHuns GruomeTpudeckoi uHgopmaLumneid n peaynstaToB KOHTPOMA.

9.4 XXypHan aygura

XKypHan ayguTa npeactaBnsieT coboit XXypHar, cosfaBaeMbliA CUCTEMOM 3anMvcK OCyLLECTBEHHOW Aest-
TenbHOCTW, NCNOMb3YyeMbIiA opraHu3aLueit kak cpecTBO BOCCTaHOBMEHWS cOBbITUI 1 BeAeHUS NOAOTHYETHOCT.
WHdbopmaLuma, cogepallascs B XypHane ayauta, Heobxoguma Ans paspelueHns npobnem unm cnopoe, a Takke
AN NpeocTaBeHns CBMAEeTENbLCTB O COOTBETCTBUM TpeboBaHWAM MHdopMaLmoHHoR 6e3onacHocTu. XKypHan
ayauTa cnocobcTByeT orpaHN4eHUIo HecaHKLMOHUPOBaHHON AesiTenbHOCTU, M obecneunBaeT paHHee obHapyxe-
Hue nogobHol aeaTensHocTU. Bece cucteMsl 3anncu AormkHbLI obecneumBats onpegeneHHyto cteneHs AeTanuaa-
LK1 XKypHana ayavMTa B COOTBETCTBUM C NOMUTUKON opraHusaumu. bonee Toro, ypoBeHb AeTanusaunm JosmKeH
GbITb Kak MOXXHO Boee BbICOKAM U COTMacoBbIBATLCS C NPAKTUHECKUMU MOTPEBHOCTAMM 1 NONUTUKOWN OpraHu3a-
UK. o BO3MOXHOCTU, pErMcTpaumsa B XXypHane ayauTta aomkHa obecneunsaTb npeagynpexaeHue oTBeTCTBEHHO-
ro mua B pexume peanbHOro BpeMeHu 0 BaXkHbIX COBbITUAX, CBA3aHHBIX C 6e30MacHOCTbIO.

CucTtema ayauTa aospkHa coobLiats o nobor Nogo3puTenibHoN AATENBHOCTA COASNCTBIS OrpaHUYeHUIo 1
0BHapY>KeHW0 HeCaHKLMOHNPOBAHHOW AEATENbHOCTU U CNOCOBCTBOBATL UX BbICTPOMY pacciieAoBaHuio. AHanu3
nHbopMaLIK XXypHana ayamTa AoSHKeH NPOBOAUTLCA PerynsapHo (06bIMHO eXxeaHeBHO) pYKOBOACTBOM, U BCe UC-
KMtouMTENbHbIE U HEOOBIYHbIE CUTYaLMK, CBA3aHHbIE ¢ 6e30MacHOCTLIO, A0MKHBI paccneaoBaTbes U ohopMIATL-
CA B BUde oT4yeTa.

WHdopmaums xypHana ayauTa AoskHa XpaHUTLCA B TeHEHWe Nepuoaa BpeMeHu, CooTBETCTBYIOLLIEro Tpe-
6oBaHusaM 6usHeca. MHdbopmauma aoskHa bbiTb 3allmLLieHa OT Cy4anHoro Unwu NpeaHaMepeHHoro yaaneHus,
MoauduKaLmm nnn panscudunkaumn.

9.5 KoHTponb 3a BHeceHUeM U3MeHeHU

[nsa 3alumMThl LeNOCTHOCTU cpeacTs 06paboTku MHdopMaLImm opraHusaLmnm HeoBxoaAMMO BHEAPATL NpoLeay-
pbl KOHTPOMSA 32 BHECEHWEM U3MeHeHWUIA. OTCYTCTBMUE TaKoro KOHTPOMA MOXET NPUBECTU K (DUHAHCOBLIM YObITKaM
W NageHnto NPOAYKTUBHOCTY U3-3a HENPaBUbHBLIX TEXHONOrMYECKUX NPOLIECCOB W HEBLINOHEHHOTO 06Cny-
XuBaHus. [N n3aMeHeHWin annapaTHbIX CPEACTB, UBMEHEHWI cpeAcTB NPOrpaMMUPOBaHUA, BKIHOYAaA NpUnoxe-
HUS M ynNpaBfieHne Nnatiamm 4151 onepaUmoHHbIX CUCTEM, a Talkoke USMEHEHWU HeaBTOMaTU3NPOBaHHbLIX NpoLeayp,
AOIMKHBI CYLLIECTBOBATL NpoLeaypbl KOHTPONA Takux u3MeHeHuiA. Mpoueaypbl KOHTPOSA NOCNE BHECEHUS U3MeHe-
HWIA JOMMKHbBI TaKkKe BKIoYaTh B cebs ynpasneHne TakuMn UsSMEHEHUSAIMI B Ype3BblvaiHbIX CUTYaLUsIX.

Ynpasnsatowye genamMmu AormkHbl o6ecnevunBaTtb Hagnexatume npoLecchl KOHTPONA 3a BHECEHNEM U3MEHe-
HUIA B cUCTEeMBbI, Haxoasawmecs noa ux ynpasneHuem. lpynna obecneveHna nHdopmaumoHHon 6esonacHocTm
AoskHa BbITb FOTOBA K OKa3aHUo NOMOLLM B YNPaBIEeHUM CBsI3aHHbIX C 6€30MacHOCTbIO U3MEHEHUAMMN U U3MeHe-
HUSIMU cUCTEM Be30onacHOCTM, 3a YNpaBnieHne KOTOpbIMU HernmocpeACTBEHHO oTBeYaeT rpynna MHopMaunoHHOK
6e3onacHoCcTu.

9.6 OcBepgoMneHHOCTL 06 MH¢opMaLMOHHOK GesonacHoOCTH

YacTbto nporpammbl o6ecneveHrs nHgpopmMaLumoHHo 6e3onacHoCTy AosMkHa ObITb NporpamMmma no NoBbILLe-
HUIO OCBEAOMMEHHOCTN O 6e30MacHOCTU C Lenbio 06ydeHUst cryXxalumx opraHMsaLMm Mepam 3almuTbl LeHHOM
nHcpopmauum. MNMporpamma npegHasHaveHa okasbliBaTb MO3UTUBHOE BIUSAAHWE HA OTHOLLEHUE COTPYAHUKOB K UH-
dopMaLoHHoi 6ezonacHocTu. MNoBbilweHWe ocBeAOMIIEHHOCTU COTPYAHWUKOB O 6€30MacHOCTU AOSMKHO OCyLUe-
CTBNATLCSA NOCTOSIHHO.
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Mporpamma NoBbILLIEHUS] OCBEAOMIIEHHOCTM 0 6e30MacHOCTV AOMMKHA NpedycMaTpuBaTh 03HAKOMUTESbHBINA
KypcC A1 HOBbIX COTPYAHUKOB U COTPYAHWUKOB ApYroi opraHusauuu. B cnyyae BBei€HUA HOBbIX MPUIOXKEHUA I
BHECEHWS 3HAaUYUTESbHbIX UBMEHEHWUIA B CYLLIECTBYIOLLME MPUIOXKEHUS B AaHHYO NporpaMMy uenecoobpasHo npo-
BOANTL 0ByyeHne cOTPYAHUKOB. [laHHOW NpOorpaMMoii Takke A0STKHO BbITb NpeaycMOTPEHO NOCTOSIHHOE U3yye-
Hue Npobrnem 6e30MacHOCTU, NOSIBNSIIOLLUXCS B Npecce.

Ans pasnuuHbIX ypoBHEN YNPaBeHUs! U KapoBOI CTPYKTYpPbI XapaKTepHbl pasHble npobnemMbl 6esonacHoc-
TW. Mpu oBpaLleHnm K KaxKaoMy YPOBHIO HEOBXOAUMO YUUTLIBaTL MX KOHKPETHbIE Npobnembl. Mpobnembl 4OMmKHbI
ObITb B Takol popme npeacTasneHbl, YTobbl paboTHUKN BCEX YPOBHEN M C pa3nnHHbIMA HaBLIKAMW CMOTIIA UX
MOHATbL. YNpasnsioLme AenaMu AoMKHbI OblTb 0CBEAOMITEHBI O BHELLIHMX BO3AeNCTBUAX, pUckax 1 noteHuuane
noTepsb, a Takke HOpMAaTUBHLIX TPeboBaHUAX K MHbOpMaLIMOHHO BeaonacHocTu U TpeboBaHUAX ayauTa. Ycnosue
Mo 0CBEAOMITEHHOCTU A0IDKHO COBMoAAaTLCA KaK B YCroBUsIX 6usHec-AesaTenbHOCTU, Tak U B cchepe OTBETCTBEHHO-
CTW ynpasnsoLwero genamu.

9.7 Yenoseveckuit dakTop

CoTpyaHvk1 npeacTaBnsaoT cobol oauH U3 Hanboree BaXKHbIX aKTUBOB (DMHAHCOBOTO yupeXaeHusl. 3auHTe-
pecoBaHHOCTb Y B3aNMOAENCTBUE COTPYAHUKOB O4YeHb BaXKHbI AJ151 YCMeLLHON peanu3aauumn nporpammel obecne-
YeHus HgopMaLmoHHol besonacHocTu. Briarogaps Bo3pociueii ocBeOMITEHHOCTU 0 6e30NacHOCTU COTPYAHUKA
cTaHyT 6oree BHUMAaTebHbI M CMOTYT 3aMeyaTb OTKIOHEHUS OT BbINOMHEHWUS HopM UHOpMaLUMOHHOK BezonacHo-
CTU B TEXHOSOMMYECKUX NpoLieccax Uy ornepauuoHHbIX NpoLielypax opraHusauun, KoTopble MOryT yKasbiBaTb Ha
BO3HUKHOBEHME Npobriembl 6e30MacHOCTy.

C apyroi cTopoHbI, COTPYAHWKM MOTYT COBEpLUIaTh OLUMOKM, HEMPaBUITEHO UCMOMb30BaTL TEXHOSMOTUI0, CO-
BepLIaThb NPeCTynHble ASACTBUS, YTO co3aaeT HeobXxoAMMOCTL B MeperoBopax pykoBoanTensa cnyxbwbl obecneve-
HWS HOpMaLMOHHOM 6e30nacHOCTM Co BceMu oTAenamn opraHnsaLumm npy paspaboTtke nporpammel obecneve-
HUS1 IHOPMALIMOHHOI BEe30MacHOCTU U NOBLILLIEHUSI OCBEAOMIIEHHOCTM COTPYAHUKOB. [lpyrue otaens! MOryT BHO-
CUTb CBOW BKIaf B BUAE NpeAcTaBNeHnst MHEeHUs1 0 COTPYAHUKaX opraHusaLmm ¢ Lienbio MUHUMU3aLUN BEPOATHO-
CTU OLIMBOK 1 MpefoTBpaLLeHUS KPUMUHATTBHON AESTENBHOCTU.

HekoTopble AOIMKHOCTM B OpraHv3aLnum MoryT 6biTb perfiameHTUpoBaHbl Kak «A0BEePEeHHbIe», Tak Kak 3Tu
OOIKHOCTM 4aroT NpaBo paspeLuarb U1 3anpalumvsaTh JOCTYN K kKoHduaeHuManbHon kagaposon nu puHaHCoBOM
nHdpopmaunun. Jpyryto AoBEePEeHHYIO AOSHKHOCTb MOXET 3aHUMaTb COTPYAHUK, UMEIOLLIMIA LUIMPOKUE MOSTHOMOYUS
WM BO3MOXHOCTM, CBAI3aHHbIE C KOMMbloTepaMu unu aktusamun UT opranmsaumnn. CoTpyaHUK, Bolbupaemblii Ha
«AOBEPEHHbIe» OOMKHOCTM, AOSMKEH OTNNYATLCSA BLICOKOW YECTHOCTLIO M NPOXOAUTL NpoBepKy buorpadum. Cot-
PYAHWKA, 3aHMMatOLLME A0BEPEHHbIE 4OSMKHOCTU, AOMKHBI ObITb OCBEAOMINEHBI O HEOBXOAUMOCTU OrPpaHNYEeHNs
oBcyxaeHWsi ¢ ceMbeil U 3HaKoMbIMU KoHbUAEHUManNbHBLIX NoapobHocTel o busHece. KoHKypeHTbI o 6uaHecy
MOTYT NbITaTbCA NPUBErHYTh K COLMOTEXHUKE I NOACTPEKaTENbCTBY YesioBeKa K packpblTUio MHopMaLmn He-
CaHKLMOHMPOBaHHBLIM NLLaM, a Taloke UCMOoSb30BaTh NIOXHLIA UHTEpec YernoBeka Kk paboTe, TexHU4eckue AncKyc-
CUN 1 NecTb, UToBbI NOBYANUTL CRyXXaLlero HevasaHHO PacKpbITb KOHdUAeHLUManNbHyo nHdopmauuio.

10 Mepbl 3aWwmTbl cUCTEM UHPOPMALMUOHHbLIX TEXHONOIMI

10.1 3awura cuctemM UHPOPMALUOHHBIX TEXHONOMUA

CyuwecTByeT MHoro cnoco6os o6ecneqeHna sawmtel cuctem UT. Mepbl 3awmtbl cuctem UT mMoryT BrIto-
YaTb B cebs NonuTuky opraHusaummn. OgHako, y4uThIBas BONPOCH! paccMaTpuBaeMoro pasfiera, Mephbl ynpasne-
HUs1 1 3aLLKUTLI cucTem UT ByayT npeAcTasneHbl HAacTPOMKaMU CUCTEMbI M BHELLIHUMU Mepamm NpoTUBOAEACTBUS
(Hanpumep WK poBaHNe), KOTOPbIE MOTYT UCNOSL30BaTLCA AN obecneveHns ayTeHTUdUKaLmm, CaHKUMOHNPOBa-
HWS1, KOHPUAEHLMANBHOCTU, LEMOCTHOCTU, 4OCTYMHOCTU 1 ApYrnxX yeryr 6e3onacHocTu. MNpumeHsiemMble B HAcTos-
LLiee BpPeMsl Mepbl NPOTUBOAEUCTBUSA M ynpasneHus byayT Takke obcyxaeHbl U B byayLiem.

B gonosnHeHWe K nepBoHa4asisHOMY pasMeLLeHUo Mep ynpasneHust U NpoTUBOAEACTBUS BHELLIHUM BO3AENR-
CTBUSIM OpraHu3auuns AOrPKHa NPeanpuHATL Wwark 4na obecneveHns ux 4onrocpodHoro pyHKLMOHUPOBaHNS 1
NoAAEPXKKN. MIHaye ¢ TedeHWeM BpeMeHu, koraa ByayT U3BecTHbI HOBbIE YA3BUMOCTM, @ yCTaHOBMNEHHbIe naTim —
NpPOUrHOPUPOBaHbI, 6e3onacHOCTL cUCTEMBI YXYALWNTCA. SddeKTUBHO AeACTBYOLLas NporpamMmma obecneyeHns
6e30nacHOCTM AoMKHa BKMoHaTh B cebs1 npouecchl 1 npoueaypbl noanepxku, obecneuvsatolume Hanvmume Heob-
XOOMMBbIX Mep YNpaBreHUs U 3aLLUTbl U UX NOCTOAHHOE OBHOBMNEHMe.

10.2 3awWuTHbIE MepPbI annapaTHbIX CUCTEM

3awyTa annapaTtHbIX cucTeM B cpeae UT asnaeTcsa peluaroLeit npeanockikon Ans noaaepXaHus LesocT-
HOCTU NHpOoPMaLMOHHbIX akTUBOB. HekoTopble 3 Hanbonee BaXHbIX Mep yrpaBrieHUs 3aLUMTON KpUTUYECKUX
pecypcoB NpuseaeHsl B NpunoxeHun D. HacToawmin ctanaapT He COAepXKUT MOMbITKU BKIIOYATL B HErO CMMCOK
Bcex pecypcoB UT, koTopble MOXeT UCMOoSfb30BaTh OpraHu3aLusl, a ckopee CoAepKUT kpaTtkoe obcyxaeHue
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KaXKAOro U3 HECKOMbKMX rMaBHbLIX TUMOB PECYPCOB, a Talkke HEKOTOPbIe Mepbl YNpaBieH!s, KOTOpble MOTyT UC-
nonb3oBaTbCA ANsi NpeAoTBpaLLeHNs yrpo3 3TUM pecypcam (cM. npusrioxeHue D, pasgen D.1). Kaxgoe o6cyxae-
HWe AOIMKHO NPOUCXOANUTE MO OAHOM CXeMe U paccMaTpUBaTh KNoYeBble BOMPOChHI, BKIoYatowme B ceba nsyve-
HWe cnegyoLnX acnekTos:

- MoYeMy Ta UK UHaA CUCTEMA SIBNSIETCA BAXKHON;

- Kakue 30HbI 6e30MacHOCTM MOTyT BbITh HanGonee BaXHbLIMK;

- Kakne Mepbl ynpaeneHUsa 40SKHbI BbiTb pAaCCMOTPEHBI.

OpnHoi u3 npobnem, KOTOpoit He yaenaeTca A0MKHOrO BHUMaHWUA U KOTOPYH opraHu3aumn uHoraa soobiue
UrHOPUPYIOT, siBNsieTcA NpobnemMa nponssoauTenen (NOCTaBLUMKOB) annapaTHbIX cuctem. OBbIMHO NpUHUMaeTCA
Ha Bepy, 4TO NPOU3BOAUTENM (NOCTABLUUKA) 060pYya0BaHUSA ASACTBYIOT MO NOPYYEHU0 (PUHAHCOBOTO YHpEeXaeHUN
1 AOCTaTOMHO OCBEeAOMIIEHLI O LiesisiX U nonutuke 6esonacHoct. OgHaKo ecTb BEpPOATHOCTb, YTO annapaTHble
cpefcTBa, NocTaBAsieMble NPOU3BOAUTENEM WIN TOPrOBLIM NOCPEAHUKOM, MOTYT BbiTb CKOHUIYpUpOBaHbI Ha
npeaocTaBlieHne HecaHKUMOHUPOBaHHOIO 4OCTYNa K UHbopMaLmn Unu ceTesbiM coeguHeHnam. MponssonsHoe
npuobpeTeHue 1 cnydaiHoe pacnpeaeneHye annapaTHbIX CPeACTB B CETU MOTYT COAENCTBOBATL 3alluUTe OT 3TOro
BWaa NpeHamMmepeHHOW U HenpeaHaMmepeHHOW Yrpo3bl 6esonacHocTU. [ns NpUMeHeHUA annapaTHbIX CPeacTs,
TpebyroLwmx BbICOKOW CTeneHn 6e30MacHOCTU, BO3MOXHO CReayeT pacCMOTPETL Mepbl yNpaBeH!s, YKpennsto-
LMe AoBepUe MeXay opraHu3aumei U NoCTaBLUMKOM.

MpoBeneHne oueHKM annapaTHbIX cpedcTs B cooTBeTCTBUMU C FIPS 140-2" [26] cunTaeTca HeobxoaUMBIM,
B 0CO6EHHOCTM B OTHOLLIEHUW KpunTorpachuyeckmx ycTpoiucTs. [ns Apyrux yCTpoicTs Npuy BbIGOpE 1 UCnonb3osa-
HWK Npubopa criegyeT nonaraTbCs Ha OLLEHKM NO COOTBETCTBYIOLLMM OBLLIENPUHATBIM KPUTEPUAM WK Cieumaniau-
pOBaHHbLIM NpodUnsM 3aLLUTLI.

10.3 BezonacHocTb cUCTEM NporpamMHoro o6ecneveHus

MockonbKy coBpeMeHHble (hHaHCOBbIE YHpEXASHUA NonaraloTCa Ha asToMaTsauuio Npu obpaboTke npak-
TUYeCKN Bcex cBouX BusHec-onepauuii, B OCHOBY Nporpammbl o6ecneveHns nHcopMaumoHHol 6e3onacHocTyh
A0KHO BbITh NosoxkeHo obecneveHne 6e30MacHOCTU COBOKYMHOCTU NPOrpaMM Ha HOCUTENAX AaHHBIX U NPo-
rpaMMHbIX JOKYMEHTOB, NpeAHasHauYeHHbIX 4nA oTNnaaku, hyHKUMOHUPOBaHWA U NpoBepku paboTocnocobHOCTH
aBTOMaTM3MPOBaHHbIX CUCTEM [ganee — nporpaMmMHoe obecnedeHue (MO)). ObecneqeHue 6e3onacHOCTU cUCTEM
MO saTpyaHeHo BCReAcTBUE ero CrIoXKHOCTU, MHOXKECTBA ero B3auMoeicTBMiA M pasHooBpasHbIX cnocoboB Aoc-
Tyna K pasnuyHeiM nporpamMmMam. MHorue nporpammel, Nogo6Hble MeXXceTeBbIM aKpaHaM, Be6-cepBepam 1 cepBe-
pam NPUNOXeHWIA, NpeaHasHaYeHbl Ana paboTbl Ha MHOMUMX annapaTHbIX NnatdgopmMax. BesonacHocTb cuctem MO
Ha BbICOKOM YpOBHe paccMaTpuBaeTcs B NpunoxeHumn A, pasgen A.2. Kpome Toro, cywecTsyeT borbLuoe uicno
paboT, B KOTOpbIX Nogpo6Ho 0bcyxaaeTcs Bonpoc obecrneveHns 6e3onacHOCTA NporpaMm pasrMyHbIX TUMOB.

10.4 Mepbl 3alinMTLI ceTen U ceTeBbIX CUCTEM

XoTa YacTo cunTaeTcs Hambonee KpUTUYHBLIM BbIYMCIIUTEBbHbBIA KOMMIEKC OpraHU3aLmMn, BKITHOYatoLWmWiA B
cebst KoHeYHble cUCTEMbI 1 pasfnyHble Buabl cepBepoB, 6osibLuas YacTh Tpaduka Mexay cucteMamMu npoxoauT
yepes CeTb, KOTopast He LWMGPYETCH 1 He 3almaeTes. 3HaumTensHas YacTs IHTepHeTa 1 cneuyanaMpoBaHHble
FIMHW MHOTWX KOMMaHWIA NCNOMb3YOT OQNHAKOBbIE OTKPbITbIE MPOTOKOSbI, CUCTEMbI MapLUPYTMU3aLMU U B HEKOTO-
pbIX Criy4Yasx NCNofb3yoT OAHU U Te e CeTeBble YCTPONCTBA U KOMMYTaTOopbl C TPaUKOM APYTrX KOMMAHWA.

CeTeBol TpadmK yS3BUM K BHELLHM aTakam, CBA3aHHbIM C U3MEHEHMEeM MapLLpyTU3aLIM, KOMMPOBAHUEM U
ceTeBbIM «aHan3aTopOM NaKkeToB»>, KOTOPbIE NMErko MOryT MPOATY NOSTHOCT b HEOGHAPYKEHHBIMU CETHIO U CUC-
TeMaMu, UCMOSb3YOLLUMUN CeTb U CUCTEMBI. XOTS LIMEPOBaHME YacTo paccMaTpuBaeTCsl B KaUeCTBE OCHOBHOMO
peLueHus npobnemMsl obecneveHnst 6ezonacHoCTy, LWNPOBaHME CETEBOMO YPOBHS MOXET OblTb CIIMLLKOM A0OPOro-
CTOSILLIMM C TOMKW 3PEHWNSA 3KCMNyaTaLmMn, NPONyCcKHON cNocoBHOCT U co3aaHus 3aaepXkki nHdopMaLmMn ans
MHOTUX opranusauni. axe B cnyyvae ncnons3osanus npotokonos SSL, IPSEC n gpyrux npoTokonos 6e3onac-
HOCTU CBSI3W, OHW He 0Bs13aTeNbHO SBMNAIOTCA NepBLIM 3TanoM oGecneyveHns 3amTsl ceTeBol 6ezonacHocTy. [ns
ynpaeneHus 6e3onacHoCcTbio ceTu crieayeT 06paTUTb BHUMaHWE Ha TpeGoBaHUS, M3IOXEHHbIE B CTaHAapTax ce-
pun MCO/M3IK 18028.

MepBbIM 3TaNOM 3aLMTLl YACTO ABMSIETCA 3aKHoUeHe cornalleHns Mexay opraHMsaumeit u nposanaepomM
TenekoMMYHMUKaLUOHHBIX YCIYr C y4eTOM 40Bepus K 3TUM nposaigepam. MoaTomy MCNonb30BaHWE U3BECTHbBIX
npoBaniaepoB TENEeKOMMYHUKALMOHHBIX YCIYT ¢ YETKMMM cornalleHnsiMm o6 ypoBHe cepBuca 1 cobrntogeHne nono-

1) FIPS 140-2 pa3BuBaeTcs Kak MexayHapoaHbiii ctangapt MCO/MIK 19790 [35].

2) «AHanM3aTop MakeToB» SBNSETCS MPOrPamMMON, aHanuaupylowern MHMPOPMaLMOHHbIE NaKkeTbl BO BPEMS UX
nepeMeLLeHnsa no cetTn U OCYLUECTBNSAIWEN NoMcK MHopMaLMK, KOTopas MOXeT UCMONb30BaTbCsl AN COBEepPLIEHUs
artakv, Hanpumep, Ha cogepXaHue CoobWEHNI 3NEKTPOHHON MOYThl, MMEHa U Napony Nonb3oBaTenen UM CeTeBble
agpeca.
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YKeHWUA KOHTpaKTa YacTo ABNAETCA NepBoil U HaMbonee BaXkHOW Mepoit 3awmTel. Cneaytowein Hanbonee BaxHoN
MepoW 3aLnTbl CeTU ABNASTCA CUCTeMa Mep 3alumTbl rpaHuL, opraHuaaumm (cM. 10.5), ucnonsayemasn ans obec-
neveHunst 6e30NacHOCTN, MOHUTOPWUHIA U YNPaBAeHUs COEAUHEHUAMN MeXAY BHYTPEHHUMU U BHELLHUMUW CETAMM
opraHusauum.

10.5 Mepb! 3aWUThbI FpaHAL, OpraHu3aLMn U ee CBAA3aHHOCTU C BHYTPEeHHMMU U BHELUHUMU CETAMMN

10.5.1 O6wue nonoxeHus

AHanm3 UcTouHnkoB [1]—[26] nokasbiBaeT yBennieH1e oTKpbITOCTU KOpnopaTuBHbIX ceTeit. To, uTo korga-To
6bINIO NPOYHON, XKECTKO KOHTPOSIMPYEMO FpaHULLE OpraH13aLmMn, CTano oTKpbITO 41 Beb-cepBUCOB, AENOBOrO
COTpyAHUYeCTBa, NoAAEPKKN CTOPOHHUMW OPraHU3aLMsMM, a Takke AnA B3aUMOoAeNCTBUS KIMEHTOB C cucTema-
MW perncTpauun, BpeMeHHbIX paboTHUKOB ¢ paboTHUKaMK No AOroeBopy, U AN AOCTyna COTPYAHUKOB — Kak
yA2aNEHHOro U3 AoMa, TaK U UX BHELUHUX coeauHeHui ¢ apyrumm copmamun. Bee yBenuumsaroLasic npoHuuae-
MOCTb rPaHu1Lbl OpraHU3aLUmmn 03Ha4vaeT, YTO OHa M CUCTEMbI B3aUMOAENCTBUA NPOSOIDKAIOT SIBMATLCA KPUTUYECKU-
MW 3fieMeHTamM1 nHdopMaLmoHHo 6e3onacHOCTU opraHusaumu. MpoHULaeMocTb rpaHULbl OpraHu3aLun Takke
03HauaeT, YTo BCe Bonblue YCTPOUCTB ABNATCH MECTaMn BO3MOXHOIO NPOHUKHOBEHWS A5l 3/T0YMbILLIEHHUKOB.
Heo6xoaMMo paccMoTpeTb BO3MOXHOCTb NPUMEHEHUs1 Ans AaHHbIX YCTPOWUCTB MeXCeTeBbIX 3KpaHOB, CUCTEM
oBHapyXXeHUsi BTOPXKEHUA 1, BO3MOXHO, APYrX Mep 3aLLUTbl (CM. KOHeYHble cucTeMbl B npunoxeHuu D, pasgen
D.1).

Bce rpaHuubl Mexay opraHusauueit U 6osee KpynHol cpefiol ¢ CeTeBOW CTPYKTYPOU SABMASIOTCS KPUTUYHbI-
Mu; Nobas rpaHuua NpeacTasnaeT BOZMOXHOCTb Yrpo3aM COBEPLUTL aTaky, UCToNb3ysl YSI3BUMOCTU CUCTEM
opraHuzauum. OpraHusaunmn AoMKHbLI onpeaesiuTb COBCTBEHHYHO MOMUTUKY, KacatoLLyocs NyTel NPUMeHeHUst Mep
3aLMThI rpaHuUbl. Hanpumep, opraHusaumsa MoxeT noTpeboBaTb U30AMpoBaHUA KOpropaTUBHOM ceTy Ans co3aa-
Hus GesonacHon cpeabl C BbICOKOW CTEMNEHbIO 3allvThl, Hanpumep, Takol, NP1 KOTOPOW BCe MNosib3oBaTeny 1
KOHEeUHbIe cucTeMbl ByayT usndecku CeaAsaHbl BHYTPU 3aaHus opraHusaumn. C Apyro CTOPOHbI, opraHuaaLms
MOXET 06eCneymnTb 3aLUMTy BCEX CBOMX aKTUBOB B 6e3onacHoi 6ase gaHHbIX 3a 3allMTHBIM cepBepom Be6-npuno-
XKEHWIA, NPy NOMOLLI MHOFOYPOBHEBBIX MEXCETEBbIX 3KPaHOB U MPOrPAMMHBIX CPEACTB 0BHapYXeHUs1 BTOPXKEHUS
WK CTPOroi ayTeHTUMKALMA Nonb3oBaTesien. YTo U3 3TUX CpecTB 3aluThl ABMAETCA NPUEMIIEMBIM, 3aBUCUT OT
aKTUBOB OpraHnaaum, OLLEHKN pUCKa U MPUHSATLIX MONUTUK.

10.5.2 MexceTeBble 3KpaHbI

MexceTeBble akpaHbl NPeacTaBnsoT coBOI PasBUTYIO TEXHOMOMMI0 0becneveHns 3almnTbl FpaHnLbl Ha ce-
TEBOM YpOBHe. B TO BpeMsl kak CyLLeCTBYHOT BapuaHThl pearibHblX BO3ZMOXHOCTEN U cnocoboB (hyHKUMOHUpoBa-
HUS, BCE MEXCEeTeBble 3KpaHbl pacrnonaratoTcs Mexay rpaHUYHbIM MapLUpyTU3aTOPOM UM KOMMYTaTOPOM, CO-
eaVHALLMMN NPeanpuaTUe ¢ ApYruMn o6bekTamm U MHTEpHETOM, U BHYTPEHHUMU CETEBLIMU MapLUpYyTU3aTo-
pamu opraHuaaL/m. XopoLLO CpoeKTUPOBaHHbIA MEXCeTEBON aKpaH siBNsieTCsl HeoGX0AUMEIM anieMeHTOM obec-
MeYeHns 3alyThl CETU OpraHn3aLum.

MesxceTeBoM aKpaH OCYLLECTBSIET MOHUTOPUHI CETEBOro Tpaduka Ha OCHOBE aapecaLiun, NopToB, NPOTo-
KOSOB W1, B HEKOTOPbIX Criydasix, cogepXaHus naketos. [nd MHOMMX opraHn3auuin MexceTeBon 3KpaH OTKpbIT
TONbKO A7l o4eHb HebonbLIoro Habopa 13 Bcex A0CTYMHbLIX aApecoB, MOPTOB U MPOTOKOMOB. B kavecTse npumepa
MEXCEeTEBOW 3KpaH, 3aLUMLLIaoLLMIA KOMMEKC BeB-cepBepa, MOXET paspeLuaTh TonbKo NpoTokon HTTP ans nop-
Ta 80 nnm npotokon HTTPS ansi nopta 443 (Takke nssecTHbIN Kak SSL). dpyrue obbivHble nopThl Ans FTP cepsu-
coB, SMTP (aneKkTpOoHHOM NOYTbI) MOTYT BbITh TAKKE OTKPbITHI UMW 3aKPbITHI B COOTBETCTBUMU € NOTPeBHOCTAMU 1
NOSIMTUKAMN OpraHn3aLn.

MHorue opraHusaLumM NpUMeHsIHoT ABa YPOBHS MEXCETEBbLIX 3KPaHOB A5 CO3AaHWUs Tak Ha3biBaeMo «ae-
MUIMTapuU3aLMoHHoM» 30HbI. Beb-cepBepbl 1 Apyrie HanpaeneHHbIe BOBHe cepBepbl U CepBUCHI pasMellatoT
MeXay YPOBHSIMM MEXCeTeBbIX 3KpaHoB 1 nepedopMaTUpyoT U NepeHanpaBnsiioT 3anpockl Tpaduka Ha yenyri
W gaHHble BHYTpY 6onee KpynHoro NnpeanpusaTus. BHeLHW MeXceTeBov akpaH MoXeT NoAAepXKUBaTh TOMLKO
http Tpaduk, Torga Kak BHyTPEHHUN MEXCETEBOI aKpaH MOXET paspellaTe SSH vunun gpyrue cepsuchl And noa-
[OepXK1 JocTyna K ynpaeneHuto Be6-cepeepamm Unu paspellaTts AoCTyn Be6-cepBepoB K BHYTPEHHUM H6a3am
AaHHbIX. OBbIYHON NPaKTUKOI ABNAETCA UCMOSb30BaHNE MEXCETEBLIX 3KPaHOB ABYX pPasfiMyHbIX TUNOB (NPoU3BO-
auTenei) Ha BHYTPEHHNX U BHELLHWUX MO3ULMUSAX.

M3HavyanbHO MeXceTeBbIE 3KpaHbl cCHUTaNM NPorpaMMHbLIMU CPeacTBamMM creLmarnibHoro HasHadeHns Unm
cneuvanbHbIMU  YCTPONCTBAMU, pasMeLLalolMNCA Ha CEeTEBOM TPaKTe W 3alUMLLaOLLUMUK KPYMHbIE yHacTKu
opraHusaLun. MexceTeBble aKkpaHbl GbIn BaXKHLIM 311EMEHTOM MPOYHOCTM YKPENNEHHbLIX NepumeTpoB. B nocnea-
HVUe OBa-TpU rola MeXceTeBble dKpaHbl OblM BKIHOYEHbI B COCTAB KOHEYHbIX CUCTEM, YacTo B kayecTBe Tak
HasblBaeMbIX MepcoHanbHbIX MeXceTeBbIX 3kpaHoB. O6e TeHAEHLMN — MUCTIONb30BaHNE MEXXCETEBbIX 3KPaHOB
crneumnansHOro HasHaueHUs 415t BaXKHbIX CETEBLIX COEANHEHMI 1 MePCOHaNbHbLIX MEXCETEBbIX 3KPaHOB Ha nep-
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COHarbHbIX KOMMbIOTEPAaX U APYTUX KOHEYHBIX CUCTEMAaX — HaXoAATCA B CTaAuu pa3suTus. Hoselwlen TeHaeHUW-
el ABnAeTCcA KOMBUHaLMA (DYHKLIMOHANBHBIX BO3MOXHOCTEN MEXCETEBbIX S3KPAaHOB C BO3MOXHOCTbLIO 0BHapyxe-
HWUA BTOPXKEHWUIA.

10.5.3 Cucrema o6HapyXeHUs1 BTOpPXXEeHU!

MexceTeBble aKkpaHbl YacTo NMPUHMMALIOT UM OTBEpPraloT coeAVHEHUs Ha OCHOBE agpeca, nopTa U NpoTOKo-
na. B npegenax aTux napaMmeTpoB MOXET CyLLEeCTBOBaTb MHOXXECTBO BO3MOXHbIX MOTOKOB AaHHbIX, (hakTuiecku
ABNAOLNXCA aTakaMmn Win BpeIOHOCHBIMY NporpaMmmMami (BUpycamMu), a Takke MHOXKECTBO JieraribHbIX MOTOKOB
AaHHbIX, NpeAHa3HavYeHHbIX Ars NoAAepXXku neranbHoro 6usHeca. Cuctemsl obHapy>XeHUs1 BTOPXKEeHWI paccMar-
puBaIOT AaHHble B NaKeTax U CpaBHUBAKOT UX C XapaKTepUCTUKaMU U3BECTHLIX aTak. 3aTem cucTeMbl 06Hapyxe-
HWUSI BTOPXXEHWUI NOChINaloT NpeaynpexxaeHust COOTBETCTBYIOLLIEMY NMEpCoHarty opraHu3aL/m Npy NOMOLLY 311EKT-
POHHOIO NOYTOBOrO coobLeHUs], TenedoHHOro 3BoHKa UM coobLueHns Ha nermpkep. CyLlecTByOT ABa OCHOBHbIX
BMAA CUCTeM OBHapYKEeHUSI BTOPXKEHMSI: NepBbIl — ceTeBble AETEKTOPbI, NOAKIMIOYEHHBIE K CETeBLIM MapLLpYTU-
3aTopam, KOMMyTaTopaM U cepBepaM U nposepsitollime TpaduK B ceTu; BTOPOA — AeTekTopbl Ha 6ase xocTa,
npeacTasnsaowme cobon nporpaMmHoe obecneyeHne, 3arpy>keHHoe Ha cepBepbl U KOHEYHbIE CUCTEMbI, POBe-
patowme Tpaduk, cBsizaHHbIA ¢ onpeaeneHHbIM yeTpoiicTBoM. Oba TMna AeTeKTOpoB BCe LUMPE UCTIONb3YIOTCS B
opraHuzaumax’).

OAHWUM 13 rNaBHBIX HEAOCTATKOB CUCTEM ODHapYXeHNs1 BTOPXKEHUS SIBIISIETCS 3aBUCUMOCTb OT aTak C U3Be-
CTHBIMU XapaKTepucTUKamu, Toria Kak HOBbIE aTaky C HeM3BECTHBIMU XapaKTepUCTMKamMn MOryT MPONTU He3ame-
YeHHbIMKU. CUCTeMbl 0BHapyXXeHWs! BTOPXXEHUS Ha4alnnch C Moucka OTKIOHEHWIA B NOBEAESHWM CUCTEM, Hanpumep,
¢ nosisneHus ftp Tpacuka Tam, rae o6bIMHO NPUCYTCTBYET TOMbKO hittp Tpadumk, unu nosieneHus Tpaduka B HeobbIY-
Hoe BpeMs WK B HEODbIYHLIX 06beMax. DT BO3MOXHOCTU 0BHapy)XeHUs1 OTKITOHEHWIA cTaHoBATCs Bce Bonee
N3OLLPEHHBIMA U CAOXKHBLIMA, HO UX LIEHHOCTb MO-MPEeXHEMY B OCHOBHOM He [jokasaHa. TeM He MeHee, MHorne
opraHvsaLm 1 60MbLUIMHCTBO MOCTaBLUMKOB CUCTEM OBHaPYXKeHUst BTOPXKEHUS Hauarv BHEAPSITL aHanUTU4Heckne
BO3MOXHOCTW CUCTEM OBHapyXeHWUst BTOPXXEHUs Ui NpoBOAUTL aHaNM3 Noucka OTKITOHEHWIA HE TOMbKO Ha BHELL-
HUX rpaHuLiax, HO TaKKe B CAMO CETM OpraHn3aumn.

HekoTopble aHanUTu4eckie cpeacTa 3aBUCAT OT APYIMX YCTPOWCTB ANA c6opa AaHHbIX, UCNONb3yeMbIX
Ans noucka oTkroHeHU. CylecTByeT TeHAeHUMS K 0ObeAUHEHUIO CUCTEM OBHapYXXeHUs BTOPXKEHUIA U MeXceTe-
BbIX 9KpaHOB; YaCTOo MOCTaBLUMK NpeasiaraeT KOMGUHUPOBaHHbIE CPEACTBa, BbINOSHSOLWME (hYHKLMN MEKCETEBO-
ro aKpaHa 1 cucTeMbl 0BHapyXeHWs BTOpXKeHWIA. [laHHble KOMOUHNPOBaHHbIE CPeACTBa TakkKe UCNOMb3YTCA B
HacTosLLee BpeMs — 0coBeHHO ecrnv cucTema obHapykeHUst BTOPXKeHUIA BKoYaeT B cebsi cBoiicTBa 0GHapyxe-
HWS OTKIIOHEHUI AN NpeaoTBpaLLeHNs BTOPXKEHWIA. B 5T HOBLIX cUCTEMaX NPeoTBPaLLEeHUsI BTOPXKEHWIA ceTe-
BOE CoeAMHeHVe, UCMOoMb30BaHHOE Ar1s 0BHapY)XeHHOI aTaku, 3aKkpbiBaeTcs, YToObl OCTAaHOBUTL UMW NpeaoTBpa-
TUTb aTaky [0 ee 3aBepLueHusl. XOTH 3TO SIBMSETCS COBEPLLEHHO NPUEMIEMON NPaKTUKOM, CyLLECTBYET BO3MOX-
HOCTb MPOXOXAEHUS ApYroro 3akoHHoro Tpaduka Yepes To xe coeanHeHmne. Kaxaas opraHnsawms gomkHa onpe-
AennTb, NepeseLUBaeT N1 LieHa paspeLleHUsi 3aKkoHHOro Tpadiuka yObITk OT BOSMOXKHOTO ylepba, HaHeCeHHoro
aTakomn.

JaHHas cy6beKkTUBHasA OLeHKa B OTHOLLEHNW AOMNYLLEHNS BO3MOXHbIX aTaK B CONOCTaBNEHUN C BEPOATHLIM
yiepbom OT aTakv BbIsIBIISIET OOWH U3 HEAOCTaTKOB CUCTEM OOHapyXeHUst BTopxkeHWi. MpakTuyecku niobas cuc-
Tema 0bHapyXeHWsi BTOPXXEHWIA BbigaeT HEKOTOPOE YMCIO OLLUMGOUHbIX Pe3ynbTaToB, TO eCThb B HEKOTOPbIX Cryya-
AX cMcTeMa obHapy>eHWs BTOPXKeHWH BbigaeT npedynpexaeHue o Tpaduke, BoIMISASLLIMM Kak aTaka, Ho B Aei-
CTBUTENBLHOCTU ABNAOLLMMCA NerarnbHbiM. AHarorMyHbLIM 06pa3om cyLLecTBYeT (OHEHb He3HaUUTENbHas) BepOosiT-
HOCTb TOTO, YTO aTaka ocTaHeTcst HeoBHapyXeHHON. CUcTeMbl 06HapYXKeHNS BTOPXKeHWIA obecrneynBatoT opraHnaa-
LMSIM 3HAYUTENMbHYI0 TMBKOCTL B HACTPOIKE CUCTEM C LiENbH MUHUMA3ALIAN OLLUMGOUHBIX PE3YbTAaTOB U OLUNGOY-
HbIX pearMpoBaHuiA Ha aTaku.

10.5.4 Opyrue 3aluTHble Mepbl NPOTUBOAEACTBUSA CeTEBbLIM aTakam

CywiecTByeT MHOIo ApYrux 3anTHeIX Mep Mo NpoTUBOAEACTBUIO CETEBLIM aTakaM. [ns pa3HbiX crnocobos
aTak TpebytoTcs pasHble Mepbl NPOTUBOAENCTBUA. Hanprmep, GU3Hec-NMapTHEP MOXET UMEeTh NPpsIMoe coeAVHEHWe
C BHYTPEHHEN ceTbio, MapLLPYT MOXET ObITb MPONOXEH Yepes oavH (a He Yepes ABa) MeXceTeBon akpaH. MapLu-
pyTU3aTopbl N KOMMYTaTOPbI, COCTABISAOLLNE BHYTPEHHWE CETN OpraHn3aLn, AOMMKHbI ObITb HaAEXKHO 3aLUMLLEHbI
1 xopolLLo ynpasnsieMbl. MHorne dyHKUMN MEXCeTeBOro akpaHa AeCTBYHOT KaK 3aLLUMTHbIA YpOBEHb Nnocne dyHK-
LA MapLUpYTU3aLIN, YKe BbIMONMHEHHBLIX CETEBON NHpacTpyKTYpoit. BHe ceTn MexceTeBbIX 3KPaHOB 1 CUCTEM
oBHapyXeHWs BTOPXXeHUs CyLLIeCTBYIOT ABE APYrie OCHOBHbIE Mepbl NPOTUBOAENCTBUS: LUMGDPOBAHME U Ay TEHT K-

) CrepyeT oTMeTuTb, 4TO B rpynne MeTOAOB W cPeacTB obecreyeHus GesonacHoctu UT JTC 1/SC 27 Havata
pabota no onpegenennio ctaHaapta MCO/M3K 18043 [27].
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dukauma. O4eBMaHO, YTO WNdPOBAHME MOXET UCMOMNb30BaTLCS AN1S 3aLUTbl YacTHOW UHbopMaLIMn. Ero MoxHo
BbINOMHWUTL HA MHOMUX YPOBHSIX 1 BO MHOTX MeCTaX, HO 3a KOHKPETHY0 LieHy. [laHHble Mepbl NpoTUBOAENCTBUSA
[OOMKHbI OLEHNBATLCA C YYeTOM MOSIMTUKA U LLEHHOCTU MHApopMaLmn opraHmaaumi.

AyTeHTUdMKaLMA MOXKET UCTIONL30BaTLCA ANA NASHTUDUKaLMA YCTPOWCTB, a Takke Nosb3oBaTtenen ycr-
POVCTB (BKMtOYast Monb3oBaTesiei nporpaMMHoro obecrneyeHus). YCTponcTea MOXHO MAeHTUDULMPOBATD, UCTOMb-
3ys IPSEC, unu (B HekoTopoii cTeneHn) Yepes npoTokon 6eaonacHocT SSL. KoHeuHbIl Nonb3oBaTenb MoXeT
ObITb ayTeHTUdMLMpPOoBaH Yepes SSL, xoTa SSL He MoxeT pearibHO ayTeHTUULIMpoBaThb GakTMYecKoro nosb3osa-
Tens — duandeckoe Nnuo (HekoTopble Bpayasepbl, HaNPUMep, 3aNOMUHAKT UMeHa Nofb3oBaTenen 1 Naponn Tak,
YTO COTPYAHWMK, UCTIONb3YIOWMIA onpeaeneHHbI koMmnbloTep 1 Bpaysep Ans Beb-ceprepa, byaeT kasaTbea oguHa-
koBbIM). Micnonb3oBaHune pasnnyHbix hakTopoBs, a He ToMbKo naeHTUdKnKkaTopa Nosb3oBaTens 1 Napons, MoXxeT
YNYYLWUTL Ka4eCcTBO ayTeHTUdMKaLMK, HO 3TOro MOXHO A0BUTLCA Takke obnagaHnem Mapkepom Ui cmapT-Kap-
TOW, CEKPETHBIM KIHOYOM, CBA3aHHBIM C LdPOBbLIM cepTUdMKaTOM, UK oTNnevaTkamMu nanbLeB nonsb3oBaTens (Mm
OpyraMm ero 6MOMEeTPUYECKMMUN XapakTepucTUKaMu).

11 BHegpeHMe cneuuanbHbIX CPEOCTB 3alUTbI

11.1 BaHKOBCKUWe KapToudku ansA coMHaHCOBbLIX onepauuii

11.1.1 O6wue nonoxeHus

BaHkoBCKMe KapToUKM AN (UHAHCOBLIX OnepaLmii MoryT BbITb KAPTOYKAMU C MarHUTHOW NOMOCON, KOTOpble
MOTYT XpaHWTb MHDOPMALIMI0 Ha MarHUTHOM HocuTere, NN «cMapT-kapTamny ), cnocoBHLIMM obpabaTbiBaTh UH-
chopmaLmto, BLINONHATL KpUnTorpaduieckue pyHKLMM U XpaHUTL ropasao 6onbLue uHcdopMaumm, Yem Ha MarHuT-
HoM HocuTene. MockonbKy cMapT-kapTel 06nagatoT 6onbLUei TMBKOCTLI0, HEM KapTOYKM C MarHUTHO MOMOCON, B
Gyaywem MoxeT GbITb paspaboTaH 1 Apyro MeTod UCNonb30BaHUs 3TuX kapT. O 6e30nacHOCTU cMapT-KapT CM.
cTangapTel cepun MCO 10202.

Accoumalmn nons3oBaTenei uHaHCOBbIX KapTodek noaaepK1earoT co6CTBEHHbIE CTaHAaPTbl MUHUMATb-
Hol 6e30MacHOCTM AN UHAHCOBLIX YUPEXAEHWUA 1 NOAPAAHNKOB, NPeA0cCTaBMSOLLMX YCyrn (OUHAHCOBBLIM Yu-
pexaeHusim. B aononHeHue K aTum nporpaMmmam obecrnedeHunss 6e3o0nacHOCTU OpraHn3aumm, UCMonb3ytolime 6aH-
KOBCKME KapTouKM A4115 prHAHCOBBIX onepaLui, A0SKHbI MPUMEHSITb NEePeYUCIEHHbIe HUXKE Mepbl 3aLLmThbI.

11.1.2 ®usmnveckas 6esonacHocTb

[Ons 3alWmnTbl OT YHUYTOXEHWS, PACKPbITUS UM MoAdUKaLMmM HcbopMaLmm Ha KapToukax Ans hUHaAHCOBbIX
onepauuii Ha cTagusix 06paboTki annapaTypa NepcoHanMaaLmm KapTouek AoSMKHA pacnosiaraTeCs Ha TEPPUTOPUN,
perynsipHo naTpynupyemMon cnyx6amu obecneveHns npasonopsaka u obcnyxusaemon cnyx6amm npotmeono-
XapHoW 3awWwuTel. AnnapaTypa AorbkHa ObITh 3alumLLieHa CUCTeMO OXpaHHON CUrHaNU3auMn ¢ aBTOHOMHBIM UC-
TOYHWUKOM NUTAHWS.

11.1.3 3noynotpebneHune co cTOpoHbI MHCaaepoB

Ons npegynpexaeHns MoLLEHHUYECKMX onepaLyii, OCyLLIECTBNSIEMbIX B pe3ynbTaTe gocTyna Kk uigpopma-
LMK Ha GaHKOBCKMX KapTO4KaXx, BCE HOCUTENN, cogepKallue 3HauYnuMyto MHdopMaLmio o cHeTax, HoMepa CHeToB,
JINYHble NOeHTUMKaLMOHHbIE HOMepPa, KpeaUTHbLIE FIMMUTLI M COCTOSIHWE CHETOB, AOSHKHBI XPaHUTLCA B IOMeLLe-
HUK, AOCTYN K KOTOPOMY OrpaHUYMBaETCS NepcoHarniom criy6Gbl UHdopmMaLmMoHHoN 6esonacHoCTU. PyHKLMN U3ro-
TOBIIEHMS U BbIMyCKa KapToYeK A0SKHbI ObITs hranyecky otaeneHbl oT dyHKLUWIA M3roTOBMAEHUSA 1 BbiNycka Nepco-
HanbHbIX MAEHTUUKALMOHHBIX HOMEPOB.

11.1.4 MepemMelleHUe NMUYHbIX UOeHTUPUKALMOHHLIX HOMepoB

Ons npegynpexaeHust noTepb U3-3a nepexsata INYHbIX AEHTUMUKALMOHHBIX HOMEPOB HECAHKLMOHUPO-
BaHHbIMW JIMLAMM C JTUYHBIMU MAEHTUUKALMOHHBIMA HOMepamu cnieayeT obpallaTteca B cooteeTcTBum ¢ UCO
9564-1-4 unu UCO 10202-1-8. CtanaapThl cepumn MCO 9564 onpeaensitoT oCHOBHbIE NPUHLMNLI U MeToakI obecne-
YeHNst Mep MUHUMarnbHoN 6e3onacHocTU, Heobxogumble Anst 3 eKTUBHOrO MexayHapoaHOro MeHe)KMeHTa
JINYHBIX MOEHTUDMKALMOHHBIX HOMePOB. OHU Takke ONpeaensitoT METOAbI 3aLUUTbl INHHBIX AEHTUUKALMOHHBIX
HOMEepOoB, NPUMeHsieMble 47151 orepaunii C UCNoNb30BaHNEM BaHKOBCKMX KapToYek Ana (oUHaHCOBLIX onepauumn B
YCMOBUSIX PEXNMA pearibHOro BpeMeHU, U cpeacTBa obMeHa AaHHbIMM SINYHBIX MAEHTUMUKALMOHHBIX HOMEPOB.
CraHgapThbl cepun MCO 9564 Tarke pacnpocTpaHsoTcs Ha MeHeKMEHT 1 6e30NacHOCTb SIMYHBLIX MaeHTUMKaLK-

1) «CmapT-kapTa» onpeaensieT Knacc ycTpolicTB pa3mepa NnaTexHOW KapTOUKM, UMEIOWMX pasnuyHble (yHKUMO-
HarnbHble BO3MOXHOCTM U MOLLHOCTU. 3TV YCTPOMCTBA BLIMMAAAT NPAKTUYECKN TaK e, KaK KapTOYKM C MarHWTHON Mono-
CON, UCMONb3yemble ONA CTaHAapTHbIX KPeanTOBbIX, AeOETOBbIX, HaHKOMATHLIX M KACCOBLIX Onepauvi, U BKIIOYaOT B
cebs KapTbl Ha MHTerpaneHbix cxemax (ICC), kKapTouku C XPaHUMOW CYMMOV U GECKOHTAKTHbIE KApTOYKU.
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OHHbIX HOMEPOB B YCITOBUSAX peXXuMa pealribHOro BpemMeHn 1 yCrioBUsiX AIeKTPOHHOW ToproBnn. [laHHble MeToabl U
cpedctea AOJKHBI UCMONb30BaTbCA OpraHu3aluaMn, oTeevyalolwmMmn 3a BHegpeHne MeToioB MeHeIPKMeEHTa U
3awunTbl I/IHCbOpMaLWII/I JIMYHBIX NOEHTUDUKALNOHHBIX HOMEPOB B 6aHkomaTax 1 (*)VIHaHCI/IpyeMbIX nokynartenAamu
KaCCOBbIX TEpMUHanNax.

Mpumedanne— NCO 13491-1 [5] onpeaensieT cpeacTBa yrnpaBneHUsi pacrnpegeneHusi Kroden, Heobxoam-
Mble Af1s1 YCTPOWMCTB, NpeaoCcTaBnsAlowmx PUHaAHCOBLIE YCNyrM (KacCoBble TEpMUHAILbI, GaHkoMaThbl).

TpeboBaHNa HACTOSALLErO CTaHAapTa He PacipOCTPaHAKTCA Ha HEMPUKOCHOBEHHOCTL AaHHbIX 06 onepaun-
fX, HEe UMEeLLUX NINYHBIX MAEHTUMUKALNOHHBIX HOMEPOB, 3aLUUTY NIUYHbIX UOEHTU(UKALUOHHBIX HOMEPOB OT
noTepb Uy NpegHaMmepeHHOro HENPaBUILHOTO UCMOMbL30BaHKSI CO CTOPOHBI KIMEHTa UM CaHKLMOHUPOBaHHBLIX
Cry>Kallmx SMUTEHTa, 3aLLMTy coobLUeHWin 06 onepaumnsix T U3BMEHEHWI MY 3aMeHbI, HanpUMep peakuUUio CaHK-
LIMOHNPOBaHNs Ha BeprcrKaLMIo NTMHYHOTO AEHTUMUKALMOHHOTO HoMepa, 3aLMUTy OT BOCNIPOU3BEAEHNS! JIMUHOTO
naeHTUKaLMOHHOro HoMepa Uy onepaLu1, Uk onpeaeneHHble MeToabl pacnpeaeneHnst Kiodeit. 3T Metoabl
AOMKHbI NCNOMb30BaTLCS OPraHN3aLMsM1, OTBEYaOLLMMMI 338 BHEAPEHWE METOA0OB MEHePKMEHTa U 3alLMThI Nep-
CoHamnbHbIX NAEHTUDNKALUOHHBIX HOMEPOB B 6aHKoMaTax U puHaHCUpyeMbIX MOKynaTensiM1 KacCoBbIX TEPMUHA-
nax. CraHgaptsl cepun UCO 10202 onpeaenstoT NPUHLMMGI 3aLUUTbl MHTErpanbHbIX MUKPOCXEM B TEYEHUe nX
YKM3HEHHOTO LiKITa OT NPOU3BOACTBA U BbINYCKa, NCMOSNb30BaHUS KITMEHTAMM U CIY)KALLIMMK 0 UCTEYEHUS cpoka
cnyx6bl. B ctangaptax cepumn MCO 10202 Tarke onpeaenseTcs MMHAMArbHbIA ypoBeHb besonacHocTu, Tpebye-
MbI 415 06MeHa, Hapsay ¢ onumMsiMm 6e30nacHOCTU, MO3BOMASIOLLMMU 3MUTEHTY HaHKOBCKOI kapTouku ans du-
HaHCOBbIX OnepaLyii UNK NOCcTaBLLMKY BelIBUpaTh YpoBeHb 6e30MacHOCT W, COOTBETCTBYHOLLMIA MOMUTUKE NPUIoXe-
HWIA. B3anmocBs3b ¢ KpunTorpadriecknmm Knoduamu, Hagrexallee UCnonb3oBaHne Kpyuntorpaduiecknx anro-
PUTMOB 1 MeToAbl pacnpeaeneHns Krodein, Heobxogumele Anst obecneyeHns 6esonacHocT 06paboTkm hrHaHco-
BbIX OMepaLyii, Takke onpegenstotcs B ctaHgapTax cepumn MCO 10202. B Hux Takke onuckiBatoTcs TpeGosaHust
6e30MacHOCTU ANs Moay el NPUNoKeHUA, KoTopble MOoryT BbiTb AoBaBeHbl K YCTPOUCTBY CHATLIBAHUA KapToUek.

11.1.5 NMepcoHan

Ans nckntoveHns 06paboTki KpeAUTHbIX KapToUek NepcoHanoMm, He MMetoLM npasa 06paboTku, 4OSHKHbI
NPOBOANTLCS KpeOUTHbIE NPOBEPKA 1 MPOBEPKM YTONOBHOMO NPOLLSIONO BCEX CIY>XKaLLMX, UMEOLWMX Aeno ¢ Npo-
LUTAMMOBaHHBLIMW UM HEMHAOCCUPOBAHHBIMU KapPTOYKaMU TaMm, rae aTo AOMYyCKaeTCA HOPMaTUBHO-MPaBOBLIMA
AOKyMeHTaMK B 06nacTti obecneveHns 6e30nacHOCTH, BKIOHasi COTPYAHUKOB, 3aHATbIX HENOSHbIA paboumnii AeHb,
1 BpPEMEHHbIX PaBOTHUKOB.

11.1.6 Ayaur

Insa obecneveHns LeNoCTHOCTY YpaBsoLWen U perucTpaumoHHon MHopMaLmnm TpebyeTca Mepami 3aLLm-
Tbl M C UCMIONBL30BaHMEM XXypHaria ayauta CoxpaHaTb UHOpMaLMIo 0 HOMepax CHETOB BnadenbLEB KapToYeK 1
ucnonb3yemMom o6opyaoBaHNM Ha MAcTUKOBLIX KapTodkax ¢ oTrnevyaTaHHbIMY AaHHLIMA, B NeYaTHbIX (hopMax,
LITaMNOBOYHOM 1 LWnbpytoLieM obopyaoBaHWUK, Ha 3aliMTHOW dornbre, rofnorpamMmmax, MarHUTHOWM NieHTe, nosny-
habpukaTax KapToUEK U FOTOBLIX KAPTOUKaX, KapToykax obpasLoB.

11.1.7 MNpeaynpexaeHue noaaenku Kaprouek

Ona npegynpexaeHust cozgaHns danbLWMBbLIX KApTOYeK C MarHUTHOM NOIOCON UCMONb30BaHUA UHgopMa-
LMK, OTpaXkaeMoli Ha TOBapHbIX Yekax, A0SPKHbI 6bITh 3alLmdpoBaHbl Ldpbl KpUnTorpad4eckoi MpoBepKU, U 3TU
undpbl AOMKHBI ObITb NOATBEPXKAEHBI Kak MOXHO 6onbLueMy Ynciy onepaumii.

Ona npeaynpexaeHns cozaaHus danbLUmMBbLIX KAPTOYEK C UCNONb30BaHWEM NepexBavyeHHoN MHdopmaLmm
Heo6X0AMMO UCNONbL30BaTbL (PU3NYECKUIA METOA NAEHTUMMUKALMM KAPTOUKU C LENbio NOATBEPXKAEHUA ee NoANNH-
HOCTU.

11.1.8 BaHKomaTtbl

BaHkomMaTbl NpeacTaBNsioT coboM YCTPOUCTBA, NO3BOJISIIOLLME KITMEHTY NPOBEPSITb OCTATOK Ha cyeTe, U3bl-
MaTb U BHOCUTb HaNWU4HbIE, OMMauMBaTh cHeTa WK OCYLLECTBIIATL Apyrue byHKUMK, KOTopble 0BLIMHO accoLmmnpy-
toTCA ¢ BaHKOBCKMMM KaccupamMu. [laHHble yCTpOCTBa MOTYT HaxoAWTbCs BHYTPY 34aHWIA opraHnsaumu, pasme-
WaTbCA 3a NpeaenamMun Takoro 34aHus Uy pacnornaratbcs Baaneke oT MoMeLLeHWiA opraHuaaLuu.

PekomeHayHoTCA AONONMHUTENbHLIE Mepbl NPeAOCTOPOXHOCTMU NSl CHKEHWUS BO3MOXXHOCTM orpabneHust kiv-
€HTOB 1 BaHAasIM3Ma B OTHOLLIEHUW YCTPOWCTB, HO OHU HE paccMaTpUBaloTCA B HacTosileM cTaHgapTe. [NMpousso-
[OUTENM AaHHbIX YCTPOWUCTB U MOCTaBLLMKK ceTu baHkoMaToB 06bIMHO U3AatoT pykoBoACTBa Nno 6e3onacHoCTU Monb30-
BaHUA 6GaHkoMaTamMun. PekoMmeHayeTcst N3yuutb 3Tu AokyMeHTbl. [pu pabote ¢ 6aHkomaramu Heobxogumo cobriio-
AaTb TpeboBaHWA 6e30NacHOCTM, KOTopble onpeaeneHbl B npoLieypax ofiathl Mo KapToukaMm.

11.1.9 UpeHTUdukauma u ayteHtucdukauua BnagenbLeB KapToyek

Haubonee pacnpocTpaHeHHbIM cpeiCTBOM ayTeHTuUdUKaumm BriagensLa kapTodku sisnsietcs PIN. OH nc-
nonb3ayeTcs Ans ynpasneHns 4ocTynom K 6aHkomaram 1 KaccoBbiM TepMuHaniam. Monb3osaTteny AosPKHbI 3HaTb,
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4yTO obecneyeHne CeKPETHOCTU NMepcoHasibHOro UASHTUMUKaLMOHHOrO HoMepa AaBnNseTcst Ux obsizaHHocThIo. B
OO0MosIHeHWe K nepcoHanbHoMYy MaeHTUUKaLMOHHOMY HOMepY AN uaeHTUdUKaLUW BnaaenbLeB KapTodek Haum-
HaloT NPUMEHATLCSA NPoBepKka BUOMETPUHECKUX AaHHbIX U APYrUe TEXHOMOMN.

Onsa npegoTepalleHns HeCaHKLMOHUPOBaHHbIX onepaLyii, BblaBaHHbIX yrafblBaHWEeM NIMYHOMO UaeHTUdMKa-
LIMOHHOrO HOMepa KapTOUKK, UCTIONb3YeMbIX HECAHKLIMOHUPOBaHHLIM SIULOM, YACAO MONbITOK BBOAA JIAHHOIO MAEH-
TUdUKaLMOHHOro Homepa AoMKHO BbITb He Bonee Tpex. Mocne Tpex HeyaauHbIX NOMbITOK pekoMeHAyeTcs 3aaep-
KaHue KapTOdKN U YCTaHOBEHWE KOHTaKTa ¢ ee BnagenbLeM.

11.1.10 AyTeHTM4YHOCTEL UHdOpMaLUn

[ns npegoTepalleHns HeCaHKLUMOHUPOBaHHOIO 3MeHeHUA UHdopmMaumu, nepegasaeMoi B 6aHkomaT 1 ns
Hero, Npu Kaxkgor nepedade cneagyeT TpeboBaTh MCNONL30BaHUS kKoaa ayTeHTUdDUKaLMK COOBLLIEHWIA, CO3AaHHOIO
B COOTBETCTBUM ¢ TpeBosaHusaMn MCO 16609 n pacnpocTpaHAeMoro B COOTBETCTBUN C TpeGoBaHNSAMN CTaHAapToB
cepun MICO 11568. [ins npeaynpexaeHnst HeCaHKUMOHUPOBAHHOTO U3MEHEHWUS, YHUHTOXEHWUA UN PacKpbITUsI
nHcpopMaumn, XpaHsiwencs B 6aHkomate, puandeckunii KOHTPONb AOCTYNAa K BHYTPEeHHeW YacTu 6aHkomaTa gos-
JKEeH COOTBETCTBOBATb (PMINYECKAM CPEACTBAM KOHTPOSA 3aLUMThl Ha AEHEXHBLIX KOHTEHepaXx.

11.1.11 PackpbiTue nHdopmaumn

Onsa npegoTepalleHUsi HeCaHKLMOHMPOBaHHOMO UCMOMb30oBaHUA 6aHKOMAaTOB UMW KACCOBLIX TEPMUHANOB
nocpeacTBOM HeCaHKLMOHUPOBAHHOIO packpbITUA MHOPMaLIM O INHHOM MAEHTUDUKALMOHHOM HOMepe, BBOAN-
MOro Mosfib3oBaTeneM, OMMKHbI UCTMOSb30BaTLCA TONBbKO YCTPOUCTBA € WNPYIOWUMUA KNaBruaTypamMu, CooTeeT-
cTBytoLMe TpeboBaHWAM cTaHgapTos cepumn NCO 9564 [28]. CneayeT paccMOTpeTb BO3MOXHOCTb WndpoBaHUs
BCei HdopMaLmn, nepedasaemoii u3 baHkomara. YnpasneHue NUHbIMA aeHTUDUKaLMOHHBIMU HOMEpaMK A0ST-
JKHO OCYLLEECTBATLCH B COOTBETCTBUM C TPEOOBaHUAMN MEXAYHaPOAHbIX CTaHAAPTOB.

11.1.12 MpepaynpexaeHue MOLUeHHUYECKOro UCNonb3oBaHUA 6aHKOMaToB

[ns o6HapyXeHWs 1 npedoTBpaLLEHNA MOLLIEHHUYECKOTO UCNOMb30BaHUS HaHKoMaTOB, HanpuMep nogaers-
K1 4YeKoB, Aeno3nTbl MYCTbIX KOHBEPTOB UK Ae3aByUpoBaHHbIE onepauun, pekoMeHayeTCs Lenbin pag NpakTu-
Yeckux npmemoB. [laHHble NpremMbl ONpaBAbIBAKOTCA B CyYae BKIOYEHUA OrpaHUYeHNA Yucna onepaunmi u cym-
Mbl AEHEXHBIX CPEeACTB, CHUMaeMbIX B A€Hb C OAHOMO cyeTa, exeaHeBHoro noaseaeHna 6anaHca 6aHkomara
nog ABOMHLIM KOHTPOMEM, YCTaHOBKU BUAeoKamep, rae BepoATHOCTL COBEPLUEHUA MOLUEHHUYECTBa BENuKa, a
Takke obecneveHre noaaepxkn paboTtol 6GaHKoMaTa B peXXUMe «OH-TTaliHy», IAe 3T0 BO3MOXHO, TO ecTb TpeboBa-
Hue, YTobbl HaHKoMaT UMerT BO3MOXXHOCTb MPOBEPKA COCTOSIHUS cHeTa o coBepLueHusi onepauyu. Ecrniv paboTta B
OaHHOM pexuMe HEBO3MOXHa, criedyeT ycTaHOBUTL Bonee cTporve TpeboBaHWS K BbIMYCKYy KapToyek, Yem B
cnyvae paboTbl B peXnMe KOH-ITalH».

11.1.13 TexHnueckoe obcnyXMBaHMe U TEKYLUUIA PEMOHT

[nsa npeaoTBpaLleHnst HECaHKLMOHUPOBaHHOTO A0CTyNa K MHopmaL/ MM Bo BpeMsl TEXHUYECKOro 0bCyXu-
BaHMA 1 TEXHUYECKOro peMoHTa baHkomaToB crniegyeT y6eauTbes, UTo Ans KNueHToB 6aHKkoMaThbl HaxoasaTcs B
COCTOSsIHUM «Odb-naiiH» nepes npoeeAeHNeM oboro TexHuyeckoro obcnyxusaHus. [ns Tekyllero pemoHTa
6aHkomaToB, Bkovalowero B cebs oTKpbIThble XpaHunuiLa, HeobxoaMMo yCTaHOBUTL NpoLiedypbl ABOAHOIO
KOHTpOSS.

11.2 CucteMbl aneKTpoHHOro nNepeBoAa nnarexen

11.2.1 HecaHKUMOHMPOBAHHbIA UCTOYHUK

Yrpo3bl ¥ cpefcTBa KOHTPOIs, CBsI3aHHbIE C MPUMEHEHUSIMU 3MEKTPOHHOTO NepeBoa rriarexein, MoryT oLe-
HMBATbLCS HE3aBUCUMO OT TEXHOIIOTUM, KOTOPYHO OHW UCTIONb3YHOT. [inst npeoTBpaLLeHUs OTEePb U3-3a NPUHATUSA
3anpoca o nnaTtexax oT HECaHKLIMOHUPOBAHHOTO UCTOYHMKA HeO6X0AMMO ayTeHTUDULIMPOBAaTL MCTOYHUK coobLe-
HWIA, 3anpalLvBaloLLUX Nepeso nnaTexei. AyTeHTudukaLms MCTOYHMKa AoMmkHa bbITb OCHOBaHa Ha npoueaype
obecneyeHus 6e3onacHOCTH, onpeaeneHHon B JOrOBOPE C KITMEHTOM WU koppecnoHaeHToM. MpumeHeHne aToro
cpeacTBa KOHTPOISA pekoMeHayeTCs Npu ycroBun LernecoobpasHoCTY 3aTpar Ha NpoBeAeHNUs KpyunTorpaduieckon
ayTeHTUdUKaLIMKN.

Kpunrorpaduyeckas ayteHTUdmKaums obecnedmBaeTcst KOAOM ayTEHTUMHOCTU COOBLLEHUIA, reHepupyeMbIM
B cooTBeTCTBUM ¢ TpeboBaHusimn ctaHgapTos cepun UCO 16609, ¢ nomoLubio kpuntorpadmieckoro Kioya, pac-
npeaeneHHoro B cootBeTcTBUM ¢ TpebosaHuamn MCO 11568. B kauecTBe anbTrepHaTUBbI AJ151 yCTaHOBMNEHMWS! Noa-
JIMHHOCTWN UCTOYHUKA COOBLLIEHNSI MOXKET BbITh UCMIOSNb30BaHO yenellHoe AelundgpoBaHue cooblieHus, 3amdpo-
BaHHOTO B COOTBETCTBUM co cTaHAapTamu cepun UCO/M3K 18033 (B coeanHeHnn ¢ UCO TO 19038 [29] unm ANSI
X.9.52 [30] urm FIPS 197 [31]) kntoyoMm, pacnpocTpaHSeMbIM B COOTBETCTBUN co cTaHaapTamu cepumn UCO 11568.
Takke MOXeT Ucnonb3oBaTbes LiudpoBasi NoAnuch.

11.2.2 HecaHKLUUOHUPOBaHHbIE U3MEHEeHUs

[ns npegoTBpalleHUs HenpaBWbHOTO MilaTtexa u3-3a npeHaMepeHHOro UM Cry4aiHoro U3MeHeHUs1 Co-
AepxaHus coobLueHnst HeobxoaMMO YAOCTOBEPUTL AaTy rnriatexa, AaTy 3a4ncrieHns JeHer, CyMMY, HaLMOHarbHYO

29



roCT P UCO TO 13569—2007

BanioTy, umst 6eHeduLMapna 1, BOIMOXHO, Homep cyeTa beHedurumapus unu IBAN-komnoHeHTbl coobuyeHus,
ucnonb3ysi NnpoLeaypy obecneveHns 6esonacHocTn, ornpeAesieHHyo B JOroBope C KITMEHTOM WIN KOpPeCroHAEeH-
ToMm. Tam, rae 3To OcyLLecTBAMO, CrieayeT UCMoSb30BaTh NOSHYo ayTeHTuduKaumio Tekcta. PekomeHagyeTcs npu-
MeHeHuWe KpunTorpadudeckon ayTeHTUdunkaumn.

11.2.3 BocnpoussegeHue coobLieHUmn

[1ns npegoTBpalLeHns HeCaHKLMOHNPOBAHHOIO MOBTOPHOTO NiaTexa, BbI3BaHHOMO NOBTOPHLIM BBEAEHUEM
cooblLueHus, cneayeT HAaCTOATEL Ha UCNONb30BaHUU U BepUdMKaLmMn YHUKanbHOW naeHTUdmKaumm cooblLueHus.
PekomeHayeTcs BkIoyaThb 3Ty uaeHTudukaumio B miobyto nposoanumMyto ayTeHTuduKaLmio.

11.2.4 CoxpaHeHue 3anucen

B Lensax coxpaHeHUst CBUAETENbCTB, KOTOpble MOryT NoTpeboBaTbCcA AN AoKasaTenbCTBa CaHKLMOHUPOBa-
HUS MPU COBEPLLEHUM NNaTeXa, perncTpupynte coobLleHns ¢ 3anpocoM o nepesofe rnatexein HeaBUCUMO OT
HocuTeneit, ucnonbayeMblx Ana nepegaqn cooblieHuid. CneagyeT coxpaHsTe MaTepuan, HeobxoauMbliA ANns Noa-
TBEPXKAEHNS ayTeHTUdUKaUMK, BKIIOHYaA BCriomMoraTesibHbI kpuntorpaduyeckuii matepuarnt.

11.2.5 MNpaBoBas ocHoBa nNnaTexen

Ons rapaHTum oCyLLeCTBNEHUS NNaTexen B COOTBETCTBUM C NOANUCaHHBLIM AOTOBOPOM, crieyeT co3aaTb
cucteMy obecneveHns Harm4uns U KOPPEKTHOCTU AOrOBOPOB, NEXaLLMX B OCHOBE 3anpocoB 06 3n1eKTpoHHOM ne-
peBoae nnaTexen.

11.3 BaHKoBCcKUe Yeku

11.3.1 O6Wue nonoxeHus

BaHKoBCKME YeKM, TakKe M3BECTHbIE Kak «MiaTexHble Npukasbl» U «cpeacTea cbeperatenbHoro cueTa Kiu-
eHTa B GaHke», NpeacTaBnAoT cobor NMCbMEHHBIE PacTopsBKeHWs!, MpeanuebisatoLmne coMHaHCOBOMY ydpexae-
HWIO BLINNATUTb AeHbr. HoBble MeToabl 06paboTkn HEKOB A0SPKHbLI YCUIUTL 03a604EHHOCTL (PUHAHCOBLIX YHPEXK-
AeHunin npobnemamn 6esonacHocTn. MNoBeILWEHNE NpecTka HaHKOBCKOTO Yeka U APYIMX CpeACTB COKpalleHUs!
npouedypbl paboTbl ¢ GaHKOBCKAMN AOKYMEHTaMU ABSETCA NPUMEPOM METOAOB, co3AatoLLmx Npobrnemsb ¢ 6e3o-
NMacHOCTbI0. HaLMoHanbHbIMI OpraHn3aL/MsiMn MHOTUX CTpaH bb1ru pazpaboTaHs! 1 ony6nmkoBaHbl HaUuMoHarbHbIe
CTaHAapThI MO Pa3NMYHbBIM aciekTam onepaLmii o6paboTki yekos ™.

11.3.2 HoBble KNUeHThbI

TpebGoBaHWe «3Halh CBOEro KnMeHTa» cosgaeT ocobble Npobnemel, ecnv ycnyrin NpeaocTaBnsanTca Yepes
OTKPbITYHO ceTb. Kak Bbl Hi1 BbIrM 3amaHumnBbl YCIyrv ¢ nprMeHeHnem 6a3o0Boi BeG-CTpaHULbI Unn ApYroro anek-
TPOHHOTO HOCUTENS, NTMYHOE NocelleHke oduca PUHaHCOBOTO YUPEXAESHUA OCTaeTca HeobXxoAUMBIM YCNoBUEM
Ansi OTKPbITUSI HOBOTO cHeTa (3a UCKTIoYEeHNeM AeNCTBUSA B COOTBETCTBUMU C IOPUANYECKN YCTaHOBIEHHBIM MeTO-
A0M), Moka He ByaeT AOCTYNEH NOBCEMECTHO NPU3HaHHbLIN U UMEIOLUIA NCKOBYIO CUMY SNEKTPOHHLIA MeToA Nnosu-
TUBHOW NNYHON naeHTUdMKaumn. Cnegyet cobntogats 0bblvHbIE NpoLeaypbl OLEHKN KBaNNUKaLMN KITMEHTOB.

11.3.3 Bonpocbl LenocTtHocTU

Kaxgas domHaHcoBasi onepauus 4ormkHa ObiTh 3aluyieHa ¢ Liesblo rapaHTUpoBaHUA MaeHTUKaLWN, ayTeH-
TUYHOCTU NOMb30BaTENSs!, ayTEHTUMHOCT N CoOBLUEHUS, KOHDUAEHLMANBHOCTU MHOPMaLMKN OrpaHUHEHHOr0 AOCTY-
na 1 HeoTKa3yeMoCTW orepaLni.

3anpochkl Ha hMHaHCOBYHO onepaLmto 4OSMKHBI BbiTk CHAaGXeHbI LM POBOI NOANUCHIO C UCNOSIb30BaHUEM
Krtoua, CaHKLMOHMPOBaHHOIO opraHoM cepTudpukaumm opranusaumn. Mpu Hagnexaluen peanusaunm 4aHHON Mepbl
BO3MOXHA rapaHTg, 4To NoNb3oBaTesb aeHTUUUMPOBaH, cogepXaHue coobLLEHNS HE U3MEHEHO U NONb30Ba-
Terb CBA3aH lopuanyiecknMmm ob6a3aTenbLCcTBaMu B CBOUX AEUCTBUSIX.

Homepa cueToB, N4HbIe naeHTUDUKaLMOHHBIE HOMEpa UK ApYrve cBeAeHUs, KoTopble B Crydae Ux pac-
KpbITUA cAeNaoT BO3MOXHbIM HECAHKLMOHUPOBAHHOE UCMOSb30BaHNE cyeTa, A0SKHbI ObITb 3aLULLEHbI C NTOMO-
b0 W poBaHUA.

12 OJononHutensHas nHdpopmauuna

12.1 CtpaxoBaHue
MnaHupys nporpammy obecneueHust HopmaumoHHo BesonacHoCTH, paBoTHUK CNykObl MHOpMaLMOH-
Hoi1 6e30MacHOCTU 1 YNPaBNSIOLLNIA AeNaMm JOMKHBI KOHCYTIETUPOBATLCSA CO CTPAXOBLIM OTAENOM U, MO BO3MOX-

1) Noakomutetom B X9 (CLIA) 6binm ony6nvkoeaHbl CTaHAapTbl N0 onepauusm o6paboTkn YekoB, HanpuMep
ANSI X9 TG-2. NMoHumanue u paspabotka yekoB 1 ANSI X9 TG-8 MpuHumnel GesonacHocTn 4ekoB. [na cornacoBaHHO-
ro AeNCTBUS (DMHAHCOBLIX YUPEXAEHUN U yNyulleHWs KadecTBa obpaboTkm 3TUM PUHAHCOBBIM YUpexAeHUs HacTos-
TeNnbHO pekomeHAyeTcsl criefoBartb ykasaHusMm TexHuyeckoro pykoBogcTea 2 (TG-2) X9 u TexHudeckoro pykoBoacTea 8
(TG-8) X9.
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HOCTW, CO CTPAaxXOBOW KOMMaHWER, YTO AOSMKHO NPUBECTU K cozaaHuio 6onee adpdeKkTnBHON Nporpammbl obecnieve-
HUA nHdopMaLmMoHHo 6esonacHocTu 1 6onee 3tdeKTUBHOMY MCNOMNBb30BaHWUIO CTPAXOBbIX MPEMUA.

CTpaxoBble KoMMaHWM MoryT NoTpeboBaTh, YTobbl 40 TOro, Kak cTpaxoBoe TpeGoBaHue Gbisio yaAoBNeTBOpe-
HO, 6bINKY OCyLLEeCTBNEHbI ONpeaeneHHbIe Mepbl YNpaBieHUs!, HasbiBaeMble «yCIOBUSMU 0 HACTYMNNIEHUA OTBET-
CTBEHHOCTW UM NPeALLIECTBYIOLLIMMU YCNOBUAMUNY . «YCNOBUA A0 HACTYMIIEHWS OTBETCTBEHHOCTW» YacTO CBA3AHbI
€ Mepamu ynpasreHust i opmMaLmoHHon 6esonacHoCTU. MocKonbKy 3T Mepb! YNpaBrieHUs UCTIONb3YTCA Ans
CTpaxoBbiX Lenem, OHU AOMKHbI BbITb BKIOYEHEI B Nporpammy obecneyeHns UHopmMaLlmMoHHoW 6e30nacHocTU
opraHusaumn. MoxeT Take noTpe6GoBaTbCA rapaHTUPOBaHNE HEKOTOPLIX Mep YNpaBneHus, T. €. AeMOHCTpauus
TOFO, YTO OHM MOCTOSIHHO NMPUCYTCTBOBAW C MOMEHTA NPUHATUS NMOJTATUKN.

CrpaxoBas koMneHcauus npepbisaHuin GusHec-nNpouecca U, B YaCTHOCTM, OLLMGOK U HEBLINOHEHWIA, AOMK-
Ha 6bITb BKSIlOYEHA B NiaHUpoBaHue obecnevernsa MHpopMaunoHHoM 6e3onacHocTu.

12.2 Ayaur

MpuBeaeHHas Hke uuTaTa us «3aaeneHna HCTUTYTa BHYTPEHHUX ayauTopoB» [32] onpedenseT ponb ayau-
Topa cneaytolwmm obpasoM: «BHyTpeHHUIA ayauT aBNAeTCA He3aBUCUMON U OB BEKTUBHON AEATENBHOCTLIO MO
KOHCYNLTMPOBaHUIO M o6ecnedeHunto AoBepus, NpeaHazHa4YeHHON 4N NPUAAHUSA 3HAYUMOCTU onepaLUam opraHn-
3aLMmM U UX COBEPLLIEHCTBOBAHUIO, YTO COASCTBYET OpraHn3aLmm B JOCTWXKEHWN ee Lienei nyTem BBeAeHUs cuc-
TEMaTU4ECKOro 1 ynopaao4eHHOro Noaxoaa K oLeHUBaHWIO W NOBbILLEHUHO0 3¢ eKTUBHOCTM MPOLECCOB MEHEK-
MeHTa pucka, KOHTPons U ynpaenexus. Mpu BHyTpeHHeM ayauTe NpoBepsieTCs HaAeXXHOCTb U LeNOCTHOCTb UH-
cropMaLn, cOOTBETCTBME NOMUTAKAM U NOSIOKEHUAM, 3alLMTa aKTUBOB, 3KOHOMHOE U 3dhdeKTUBHOE UCNONb30Ba-
HUe pecypcoB 1 AEACTBYIOLLME OMepaTUBHbIE 3a4aYuun U Lenm».

loBops kKOHKpeTHee, B cdepe MHopmauMoHHOM 6e3onacHoCTU ayauTopbl AOIMKHBI OLEHWMBATL U TECTUPO-
BaTb 3aLLUTHbIE Mepbl MH(OPMALMOHHBIX aKTUBOB (hHAHCOBOTO YUPEXAEHUS! U MOCTOSIHHO B3aMMOAEUCTBOBATL C
paboTHUKamu cnyx6bl MHopMaLMoHHON 6e30MacHOCTU 1 APYTMMU NMLAMU Ans BbipaboTKM COOTBETCTBYHOLLMX
nepcrnekTMB naeHTUUKaLUN Yrpos U PUCKOB, a Takke afeKBaTHOCTU 3aLLMUTHLIX Mep A1 CYLLECTBYIOLWENR 1 Ho-
BOW MPOAYKLAN.

AyanTopbl ACHKHLI NPEeAOCTaBNATb PYKOBOACTBY O6HEKTUBHLIE OTYETHI O COCTOSIHUM Cpe/ibl YNpaBeHuUs,
peKoMeHA0BaThL YCOBEPLUEHCTBOBAHWSA, KOTOPbIE MOTYT ObITh onpaBaaHsl HE06XOANMOCTLIO U aHaIIM30M CTOUMO-
€TV 1 3chdpeKTUBHOCTH, 1 NPeanuckLIBaTL NOPAACK XpaHEHWUS U aHan13a MHdopMaLmmn XXypHana peructpauun. B Tex
cnyJasix, korga pyHKUMA ayauTopckoi NpoBepkn 0bbeauHaeTes ¢ ApyrmMy hyHKUMAMU, AN MUHAMU3aLUN BO3-
MOXXHOCTU KOHbSIMKTa MHTepecoB TpebyeTcs ocoboe BHUMaHWE pyKOBOACTBA.

12.3 NnaHupoBaHue BoccTaHOBNEHUs AeATeNbHOCTU opraHu3auumn nocrne ee NpepbiBaHUA

BakHo YacTbio nporpammbl ob6ecrneyeHns MHgopMaunoHHON 6e30nacHOCTU ABNSIETCA Ni1aH No NPoaoske-
HWIO KpUTHUYeckoro BrUaHeca B criydae ero npepbisaHus. BocctaHoBNeHNE AeATENbHOCTU OpraHnsaL M nocne ee
npepbIBaHKA ABSETCA YacTbIo MTaHUPOBaHNS BO30GHOBNEHUA BU3Heca, KOTOpOe rapaHTUpYeT bbicTpeiillee BOC-
cTaHoBMNeHWe NHopmaLnn 1 cpeacTs ocbpaboTku MHgopmaumu. B nnaHe BOCCTaHOBNEHUA AeATENbHOCTL OpraHn-
3aLm1 rocre ee NnpepbIBaHWs onpeaenieHa CoBOKYNHOCTBIO (hakToOpoB BO3AENCTBUA, MPOTUB KOTOPLIX HeoBXxoaUMO
oBecneunTb 3anTy, U PYHKUUSAMU M 06A3aHHOCTSAMM NepcoHarna B YCNoBUAX NpepbiBaHUS.

MnaH BoccTaHoBMNEHWS G1sHeca nocre ero NpepbiBaHUA AOSMKEH BKIOYaTh B ce6a TOUHbIA CUCOK Aelt-
CTBWIA, KOTOpPbIE CHUTAIOTCS Hanboree BaXKHLIMA, MPeaNoYTUTENBHO C KaTeropuaMm NPUOpUTETa, a Takke nepuoasl
BPEMEHW BOCCTAHOBMNEHNS, ABMSIOLLMECS aAeKBaTHbIMW 415 BbINONHEHNs BU3Hec-06a3aTenbCTs opraHusaumn. B
nnaHe BOCCTaHOBeHUs1 Br3Heca AoSPKHbI BbITs OnpedeneHbl 3anacHble NoMeLLeHN AN 3aMeHbl, obecneunsaro-
LME KPUTUYECKN BRXKHYHO AEATENBHOCTL OpraHm3aLmnm.

B cnyyae HecnocoBHOCTM NepcoHaia opraHMaaLmMn CoaecTBoBaThL BOCCTaHOBMEHUIO AeATENIbHOCTU opra-
HM3aLMK nocne npepbiBaHUs HeoBXxoaMMOo onpeaenuTs 3ameLlatowwnin nepcoHar, cnocobHbI BOCCTaHOBUTL U
BKCMMyaTnpoBaTh pecypchl 06paboTkn MHopMaLmu. Mo BOZMOXHOCTU, OpraHn3aumns AoMKHa cTapaTbCea 3aK/to-
YATb CornalleHns ¢ NocTaBLmMKaMm ycryr 06 Ux NpUopUTETHOM BOcCTaHOBEHUN. [NaH BoccTaHOBNeHNUA Aes-
TENbHOCTM OpraHn3aLm nocne ee npepbiBaHNsa oMKeH obecnevnsaTb AOCTYNHOCTb aAeKBaTHbIX AyBnupyroLmx
NHpopMaLMOHHBIX CUCTEM, CNOCOBHLIX CBOEBPEMEHHO OBHapYKMBaTb U U3BNEKaTb KpUTUHECKYO MHOpMaLUio.

BaxkHo, uToObI B NriaHe BOCCTAHOBMNEHWS AEATENBHOCTU OpraHn3aLmmn Nocne ero npepbisaHus bbina onpeae-
NeHa nHdopmauus, noasnexallas pesepsmMpoBaHuto, 1 bbino obecneveHo 6e3onacHoe xpaHeHne 3Ton uHgopma-
LK Mo YCTaHOBMEHHOM Nporpamme. Heo6xoamnmo Takke onpeaenuTs MeCTONoNOXeHWe XxpaHeHns HdopmaLmm ¢
y4eToM TpeboBaHMWA NOKaNsHOTO U yAaNeHHOTO PacrofioXeHUA opraHnsaumn.

MnaH BOCCTaHOBNEHWSA Nocre 6eACTBMS JOSHKEH NPOBEPATLCS MO Mepe HeobXoaANMOCTY Ans 0BHapyXeHus
npob6nem 1 npogomkeHUs obyveHns nepcoHarna B npoLecce ero AeaTenbHOCTU. [lomkHa NpoBOAUTLCA Nepuoan-
YyecKasi nepeoLieHka niaHa BOCCTaHOBIEHNS Nocse NpepbiBaHnsa BuaHeca ¢ Lenbio NPOBEPKX ero akTyaribHOCTU.
OpraHusauus 4omkHa onpeaennTs MUHAMAIBHYO NepUuoauYHOCTL NPOBEAEHUA Kak NPOBEPOK, TaK U NepeoLieHKU
BOCCTaHOBIIEHUSI NOcSIe NpepbiBaHus buaHeca.
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12.4 BHeluHUe NOCTaBLYUKKU yCnyr

durHaHcoBble yupexaeHust TpebytoT, YTobbl K NpeoCTaBNSAeMbIM U3BHE KPUTUHECKUM YCRyram, Hanpumep,
K 06paboTke AaHHbIX, PUHAHCOBLIM ONepaLMsiM, CETEBLIM YCIyramM U CO3AaHWUI0 NPorpamMmmHoro obecneveHus,
MPUMEHSINTUCH 3ALLMTHBIE MEpbI 1 3aLLMTa UHOPMAaLMKM TaKOro XKe YPOBHS, HYTO 1 B CaMOI opraHusaumn. KoHTpak-
Tbl C BHELUHUMM MOCTaBLUMKaMU YCNYT OOSDKHbBI BKIlOYATh B ce6s1 aneMeHThl, HeobxoanMble Ana yoexaeHns
hbMHaAHCOBOTO YUPEXAEHUS B TOM, YTO:

- TOCTaBLLMKA NMOAYMHSIOTCA NPaKTUYECKUM NMpUeMam 1 nonuntuke 6e3onacHOCTN opraHn3aunm;

- 0TYeTbl, MOArOTOBMNEHHbLIE KOHCANTUHIOBOW Byxrantepckot (opMOIN NOCTaBLUMKOB, AOCTYMHbI OpraHnu-
3aumm;

- BHYTPEHHWE ayauTopbl OpraH1M3aL/MM UMeIoT NPpaBo NPOBOAUTL ayAUTbI NOCTaBLUMKOB, CBA3aHHbIE C NpoLe-
Aypamuy 1 3almUTHEIMA MepaMm opraHu3auuu;

- NOCTaBLWKN MOAYUHAIOTCA YCSIOBHBIM COMMALLEHUsIM O NMOCTaBEHHbIX CUCTeMax, NPOAYKUMN WUnn
ycnyrax.

B gononHeHue K BbILEWU3N0XEHHOMY, CleLUanmcTbl KOHKPETHOro PUHAHCOBOTO yUpexaeHWUa AOMKHbI Npo-
BECTU He3aBUCUMYIO (hUHaAHCOBYIO NPOBEPKY NOCTaBLUMKA YCIYT 0 3aKIMOYEHUS C HUM KOHTpaKTa.

o nonyyeHus rapaHTUMHOrO NUCbMA, NOATBEPXKAAIOLEro HanuuMe 3aWmTHBIX Mep UHGOoPMaLUOHHON
6e30nacHOCTU, AeNoBbIX OTHOLIEHWUIA C NOCTaBLUMKOM yeryr 6bITb He AoIPkHO. PykoBoauTenb cnyx6ul obecneve-
HUS MHPOPMAaLMOHHOM 6€30MacHOCTN AOSPKEH NPOBEPUTL NporpaMMy obecneveHus 6e30nacHOCTU NOCTaBLUMKa
ycnyr Ansa onpeaeneHuns, CornacyeTcs i oHa ¢ nporpaMmoil opraHusaumm. Nio6ele pazHornacua AoMKHbI paspe-
waTtbcs NyTem obCy>KAeHNA YCNOBUIA C NOCTaBLUMKOM yCilyr IMbo nocpeAcTBOM npouecca NPUHATUA pucka B
opraHvsauunm.

B aononHeHue Kk TpebosaHnaM nHgpopMaLmoHHoh 6e30nacHOCTU 4OroBOPbI C NOCTaBLLMKAMUN YCNYT AOSKHbI
BKMtoYaTh B ceba TpeGoBaHUA 0 HepasrnalleHu uHdopMaLmmn 1 YeTKoe onpeaeneHne OTBETCTBEHHOCTU 3a YObIT-
Ku, SIBNsiloLnecs cneacTeMemM HegocTaTkoB B obecneveHnmn nHdopmaumoHHon 6e3onacHocTu.

12.5 Npynnbl TeCTUpOBaHUA HA NPOHUKHOBEHUE B KOMNbIOTEPHbIE CUCTEMbI

Wcnonb3oBaHue cneupanvcTa no TeCTUPOBaHUIO Ha NPOHUKHOBEHWE (KaK NPpaBuio, Noapaaqmka) asia oueH-
K1 adbdpeKkTMBHOCTY 6e30MacHOCT CUCTEMbI MOCPEACTBOM NOMNbLITKA NPOHUKHOBEHUA B CUCTEMY C BEAoMa U Npu
cornacuy CooTBETCTBYHOLLErO AOMHKHOCTHOMO NLa opraHu3aunmn aBnseTcs 0aHON U3 Npeanochifiok co3faaHus
AoBepust K NporpaMmme obecneveHns 6e3onacHoOCTU.

Mo Mepe yCroXHEeHMs1 KOMMLIOTEPHBIX CUCTEM NoadepkaHue 6eaonacHoCTM cTaHoBUTCA Bee Bornee 3atpya-
HUTenNbHbLIM. crnonb3oBaHWe rpynn TECTUPOBaHMUSI Ha MPOHUKHOBEHWE MOXET COAENCTBOBAaTL OBHapyXeHWo cna-
6bIX MeCT B cucTeMe opraHusaumun. OgHako HeoBXoanMo Y4nTbIBaTb HEKOTOpbIE AOMOMNHUTENbHbIE Bonpock!. Moa-
PSQYNK JOMKeH BbITb CBA3aH COOTBETCTBYOLMMM 0ba3aTeNnbLCTBaMM U 0bnagaTte 4OCTaTOMHBIMUA BO3MOXHOC-
TAMM 41151 BbINOMHEHWS NoBbIX 06A3aTeNLCTB, BOSHUKAIOLWMM B pesyrbraTte ero AeACTBUNA.

Ons KoHTpons 3a cBoel nporpammoi obecneveHns 6e3onacHOCT opraHM3aLmsa He JoMkHa nonaraTbest
TOMbKO Ha OTYEThI TECTUPOBAHMWA HA MPOHUKHOBEHNE.

MpoGnema HepaarnalleHs pesyrnsTaToB TECTMPOBAHWS A0SPKHa ObiTb peLleHa B KOHTpaKTe co cneLyanucTa-
MW MO TECTUPOBAHWIO Ha NPOHUKHOBEHMe. Nioboe pasrnaleHue npobnembl 6e30nacHOCTU AOMKHO OCyLLecT-
BISATLCS MO YCMOTPEHMWIO OpraHnsaLmm.

12.6 Kpuntorpacuueckme onepauumn

Passutne UT 3HaunTeNbHO YCNOXHUMNO TPaaULMOHHBIE MeTOAbl KOHTPOA MHdopMaLuun. Monynsapusaums
KpunTorpadmyieckux yCTpoCTB NpeaocTaBuia mHaHCOBLIM YHpeXaeH!UsIM BO3MOXHOCTb BHOBb JOCTUYb paHee
YCTaHOBINEHHOro YpoBHS 6€30MacHOCTH, CBsi3aHHOTO ¢ 6aHKOBCKM AeS1oM, C y4eTOM YCOBEPLUEHCTBOBaHUS TeX-
Horornm 06paboTky nHcopmaLmn.

Kak B cnyyae ¢ ntoGoil HOBOI TEXHOSIOMMEN, CYLLEECTBYET OMaCcHOCTb HeMNpaBWIIbHOTO UCTMONb30BaHWA KpUr-
Torpadprueckmx MeToaoB peLleHns npobriem obecnederuns 6esonacHocTU. BaxkHo, 4Tobbl opraHusaLmm npuHUMa-
11 aeKBaTHble peLIeHUs Mo BbIGOPY, NCNOSb30BaHNI0 M NOCTOSHHOMY OLEHUBaHWIO CBOMX 3aLUMTHBIX Mep, OCHO-
BaHHbIX Ha MPUMEHEHUN KpunTorpacun.

MpeanonaraeTcs, YTO NOTPEBHOCTb B KpMNTOrpadUyecKunx 3aLnTHLIX Mepax obLlenpraHaHa. B sawwmuTHbIx
Mepax, npeasiaraeMbix B pasgenax 9—15, ucnonbayrotes WndpoBaHne, kogbl ayTeHTUdMKaLumm coobLueHnin
umdpoBas noanvck. [nsa Kaxaon U3 aTux Mep Takke TpebyeTcs pasgeneHue KoYen n okasaHue yenyr no ux
cepTrdmKaLmn.

KpunTorpadunyeckme sawuTHbIe Mepbl MOTYT NPOTUBOAENCTBOBATL Yrpo3aM HapyLLueHUs KoHdugeHUa-
HOCTW 1 LenocTHocTM nHdopmMauun. Kpuntorpaduyeckne salutHele Mepbl, Takue kak LWnudpoBaHue 1 ayTeH-
TUMKaums, TpebyloT coxpaHeHnsi CekpeTHOCTU orpeaeneHHoro maTepmarna, HanpuMmep Kpuntorpadguyeckmx
Kntovei.
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[na noaaep>kku KpunTorpadU4ecknxX 3aLUTHLIX Mep MOryT NoTpeboBaTbCA OAHO UM HECKOSBKO CPEACTB,
reHepupylowmnx, pacnpeaensiolmx U HecyLLMX OTBETCTBEHHOCTb 3a kpunTtorpacduyeckuin matepuan. Mo Bo3aMox-
HOCTW, AOSIKHbI UCMOMb30BaTLC MeXayHapoaHble cTaHAapThl NO pacnpeaeneHuio knoven B 6aHKoBCKOM gene.

Cpeactea, obecneunBatome ynpasneHue Kpuntorpacuieckum matepuanom, 4oSkHbI BbiTb hpusnyeckn
3awmileHbl Ha BbICLLEM YPOBHE, U Ha TakoM Xe YpoBHe A0SIKHO BbiTk ynpasneHne AocTynom K HUM. B uensx
6e30nacHOCTU MHPOPMAaLMOHHO cUCTEMbI pacnpeaeneHue Kndei AoSPKHO OCYLLECTBAATLCA MO NPUHLMNY pas-
AeneHHOro 3HaHus.

Mpu ncnonb3oBaHUM HaaeXHbIX KpUMTorpadpryecknx NPaKTUHECKUX NPUEMOB 1 NPU 3dbdEKTUBHOM MIaHUPo-
BaHUW BocCcTaHoBMeHUs 6usHeca nocne ero NpepbiBaHUS MOrYT BO3HUKHYTL LieNK, NpoTUBOpeYaLLue Apyr apyry.
HeobxoauMbl TECHbIE KOHCYIBTaLMK NUL, OTBEYALOLLMX 3a BOCCTAHOBMeHWe nocne 6eacTeus, U Nuu, OTBETCTBEH-
HbIX 3a KpunTorpaduueckyto NoAAEpPXKKY, C TeM, 4Tobbl ogHa Lenb He NPOTUBOPEeYnIa ApYrown.

KpunTorpaduueckuin matepran forkeH 6biTb NpegocTaBneH KnMeHTam Tak, YTo6bl MUHUMU3UPOBaTL BO3-
MOXXHOCTb KoMrnpomeTauun. KnueHT AormkeH 6biTb OCBEAOMIIEH O BaXXHOCTU Mep 3aLuThl KpunTtorpaduieckoro
Martepuana. Bzaumopeinctaume ¢ kpuntorpadmyeckoin CUCTeMon Nposanaepa ycnyr, KoppecnoHAeHTa Unun KnneHTa
[OIMKHO 10NYCKaTbLCA TOMBKO B COOTBETCTBUM € AIOKYMEHTUPOBAHHbLIM rapaHTUAHBIM NMUCLMOM.

KauectBo 6e3onacHocTy, cosgaBaemoit KpunTorpaduieckon NPoayKUMEn, 3aBUCUT OT NOCTOAHHOMN LIeNoCT-
HoCTW 3Tol Nnpodykumu. Kak annapatHas, Tak u nporpammHas kKpunTtorpadudeckas npoaykumsa TpebyeT 3awmTbl
LieSIoCTHOCTH, COMOCTaBUMOM € ypoBHEM Be30nacHOCTH, KOTOPbLIN oHa NpeaHasHa4eHa oGecneunsarth. Micnonbso-
BaHWe cepTUULNPOBAHHBIX MHTErpasibHbIX CXEM, HAAEXKHBLIX KOPMYCOB U OBHYNEHUA Ktouel ynpoLaeT 3awmTy
annapaTHbIX CUCTEM B OTSIM4UA OT MPOrpaMMHbIX cpeacTB. Mpu 3awmTe Hanbonee BaXkHON MHOpMaLMK Leneco-
obpasHo KCronb3oBaTh Kpuntorpaduieckoe NporpammHoe obecneveHue NpoayKumu. [na NoBbILLEeHU LLefIoCTHO-
CTU CUCTEMBI CreAYEeT MakCUMarnbHO UCMONb30BaTh Takle CBOMCTBA, Kak CaMOTEeCTUPOBaHUE.

McnonbaosaHune, MMMNOPT U 3KCTIOPT KpUNTorpaduyeckon NpoayKLUmMm pernameHTUpYroTCA HaumoHanbHLIMU
HOPMaTWBHBIMW NPaBOBLIMU akTamu rocyaapcTs. HaumoHaneHble HopMaTUBHbLIE MPABOBLIE aKTbl B OTHOLWEHUW
NCNonb30BaHWs, NPOM3BOACTBA, NPOAAXM, 3KCNopTa U UMMNOPTa KpUNTorpachUiecknx yCTPOCTB OYeHb pasnnya-
toTcs. PekomeHayeTca KoHCynbTaLmsl C FOpUCTOM UM MECTHOM BRacTbIO.

12.7 PacnpepeneHue Kpuntorpaduyeckmx Knouyeun

Kak 1 B 06O TEXHOOMMK, CYLLIECTBYIOT OTHOCUTESILHO NPOCTLIE, a TaKKe APYrie 3MeMEHTbI, BoINONHeHUe
KOTOPbIX TPEBYeT CYLLUECTBEHHbIX YCUNWUIA peanuaaumm u noaaepxki. OAHOM U3 Taknx TEXHONOMMIA, NPUMEHeHNe
KOTOpOV TpebyeT TwaTeNbHOro NiiaHMPOBaHWA, 0BYYeHUs U TOYHOI peanuaaLn, ABMAeTCa pacnpeaeneHme Kpun-
Torpadmueckux knoven. Pacnpeaenexue kpuntorpaduyeckux Kioveii cM. B ctaHgapTtax cepun MCO 11568.

Pacnpegenexue kpunrorpacdrieckux krtouen npeacraensieT coboit yacTs kpunrorpadhum, kotopas obecne-
ynBaeT MeToAbl be3onacHoi reHepaummn, obMeHa, UICMONL30BaHUS, XPaHeHWs! U NpepbIBaHUS AEeACTBUSI KpUNTO-
rpaduyeckux KIoden, UCroribayeMblx KpunTorpadudeckum mexaHuamom. BHegpeHue kpuntorpadmnieckmx MeTo-
0B, Tak1X kak LW poBaHue 1 ayTeHTUdUKaLMs, B KOMNbIOTEPHBLIE CUCTEMbI U CETh MOXET crocobcTBOBaThL 40C-
TUXKEHWI0 MHOTUX Lernein 6eaonacHocTn. OgHako 3Ty MeToabl becnoneaHbl 6e3 HaaeXXHOro pacnpeaeneHust Kpur-
TorpacpnyecKMxX Krnoden.

OcHoBHble hyHKLMU pacnpeaeneHns KpunTorpaduiecKkux Kntovein CocToaT B NpeaocTaBeHnn KpunTtorpa-
driecknx knoden, HeobxoanMbIX Anst KpunTorpadUyeckMx METOAOB, U 3aLLUTE AaHHLIX KIkoYen oT noboro Buaa
KomnpomMeTaumu. KoHkpeTHble npoleaypbl U TpeboBaHua 6e3onacHOCTU AN pacnpeaeneHust AaHHbIX Klouein
3aBUCAT OT BUAA CUCTEMbI KpunTorpadun, Ha KOTOPOW OCHOBaHbI KpunTorpaduyeckne MeTofbl, UX Xxapakrepa,
XapakTepucTuk u TpeboBaHuii 6e3oMacHOCTU 3aULLIAEMOA KOMIMBIOTEPHON CUCTEMbI UMU CETU.

Hanbonee BaXHbIM 41151 U3yUeHUs IBMSIETCSA BOMPOC O A0CTAaTOYHON rMBKOCTU pacnpeaerneHust Kpuntorpa-
durueckux kouein 4ns acdpdeKTMBHOMo UCMOSb30BaHWs B KOMIMbIOTEPHOW CUCTEME UMW CETU, U ero COOTBETCTBUE
TpeboBaHusM 6e30MacHOCTM cUCTEMbI. YCyrv No pacnpegeneHuio Kpuntorpaduyieckux Koven 4omkHbl BbiTb
[ocTynHbl B Moboe Bpemsl U Tam, rde oHU noTpebytoTcs, BkIoYasi pe3epBHble NomelleHusi. PacnpeaeneHue
[[aHHbIX KMtovei AoIPKHO ObITh YacTbio NiaHa opraHn3aumn Mo BOCCTAHOBIEHUIO KOMMLIOTEPHOW CUCTEMbI UMK
cetu.

12.8 HenpUKOCHOBEHHOCTb YaCTHOM XXU3HU

PuHaHcoBbIe yupexaeHus 0bnaaatoT HeKOTopoi 0cobo BaxkHOM MHopMaLmen 06 oTAeNbHBLIX ILAX U opra-
HU3aumsX. HauuoHansHbIe HopMaTUBHbIE NMPaBOBbIE akThl TpebytoT, YTobbl 3Ta nHopmaumsa obpabaTeiBanack 1
XpaHWracb B COOTBETCTBUM C oNpeAeneHHbIMU NpaBuiaMmu obecnedeHnst 6e3onacHoOCTU U HENPUKOCHOBEHHOCTU
YaCTHOW XU3HWU. HekoTopble TexHU4eckue n busHec-paspaboTku, Hanpumep ceTu, rpadmuyeckoe npeacTasnieHne
[OKYMEHTOB, LIeNeBo MapKeTUHI U COBMECTHOE MCMOoSIb30BaHWE MHopMaLIMm Mexay OTAeNaMu, Bbi3Bani nosbi-
LLEHHBLIA UHTEpeC K NpobrieMam obecneyeHnst HENPUKOCHOBEHHOCTU BHYTPEHHEN XU3HeAeSATeNbLHOCTN BaHKOB.
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OpraHuzauuoHHo-pacnopsaanTenibHble 4OKYMEHTbl (OUHAHCOBbIX YUPEXAEHWUIA OOMMKHbI YHUTEIBATE HOPMbI
oBecneyeHs HENPUKOCHOBEHHOCTM YaCTHOW XU3HI, HanpUMep NonoxeHUs (pyKoBoACTBa), CBA3aHHbIE ¢ MHGop-
Maumein o kpegutax. CrnegyeTt Takke ObiTb B Kypce HOBBIX MPUHNMAaEMbIX HaLMOHaMbHbLIX HOPMaTUBHbIX MPaBOBbLIX
aKTOB O HEMPUKOCHOBEHHOCTW YaCTHON XXN3HWU MyTEeM UCMOMb30BaHUSA UCTOMHUKOB BaHKOBCKON MHAYCTPUN UK
ApYrvX HesaBNUCUMbIX UCTOHHNKOB MHOPMaLMK, a TakKe KOHCYNsTaluyM cneLnmanueToB lpugniecknx oTaenos
6aHkoB. Kpome Toro, 6aHKoBCKMe Ccryallue, OCyLLEeCTBNAIOLME MeXayHapoaHble ornepaLumu, AoMkHbI 0bnaaaTh
3HaHUSIMU O PernoHarbHbIX, MEXAYHaPOAHbLIX 1 APYrMX 3aKoHaX 1 CBA3AHHbLIX C HUMW NONoXeHUsiX obecrneveHns
HEMNPUKOCHOBEHHOCTIN YaCTHOM XKN3HW.

PuHaHCOoBbIE yUpeXaeHWs A0TKHbI aHanM3npoBaTh CBOW OnepaLmm ¢ Lerbio onpeaeneHns agekBaTHOCTU
3aLWMThI UHOPMALIN O CBOUX KIIMEHTaX U criyxalumx. Heobxoaumo paspaboTaTh KOHKPETHYHO MOUTUKY U npoLie-
Aypbl, kKacatowmecs cbopa, UCNoNb3oBaHUs 1 3awwnTel MHgopMaLun. faHHas nonauMTuka u npoueaypbl AOMKHbI
6bITb AOBEAEHbBI A0 CBEAEHUS COOTBETCTBYIOLUMX CriyKalumX. MonnTtuka 1 npoueaypbl o6ecneyeHus HenpukocHo-
BEHHOCTW YaCTHOM XXM3HW JOSDKHbI MpeaycMaTpuBaTh:

- c6op AOCTOBEPHbIX 1 TOUHBIX CBEAEHWI, KOTopble oBecneynBatoT nosyyeHe o6o3HaueHHON (hHaHCOBOM
noTpeGHoCTY;

- 06paboTKy MHbopMaLmMn ¢ Liesbio obecneyveHnsi COOTBETCTBYHOLLMX OrpaHMYeHuiA AocTyna, BKoYas onpe-
AeneHue Kpyra nnu, KoTopble A0SKHBI UMETb A0CTYN K MHGpopMaLLMK, KOHTPOME KavecTBa BO U3bexxaHune owmbok
npw BBoAE NN 06paboTke AaHHbBIX 1 3aLWUTY OT HeMpeaHaMepPeHHOro HeCaHKLMOHUPOBaHHOTO AOCTYNA;

- COBMECTHOE MCMOb30BaHMe MHgopMaLIMm NocpeACTBOM 3apaHee onpefieneHHbIX NpoLeayp ¢ TeM, YTobbI
WHdopMaLns Ucrnonb3oBanack Ana Uenen, MMeroLLMX OTHOLLEHWE K MpUYUMHaM ee nepBoHavansHoro cbopa, 1
KOINEKTUBHOE MCTOoNb30BaHe NHopMaLMi He MPUBOAWUIIO K MOSIBIIEHUIO HOBLIX BO3MOXXHOCTEA HECAHKLIMOHUPO-
BaHHOMO BTOPXKEHWNS B YACTHYHO XKN3Hb;

- XpaHeHune NHopMaLIn C rapaHTUe ee 3alnThl OT HECAHKLMOHUPOBAHHOTO AOCTYNA;

- yBeoMIeHWe 06 NCMoMb30BaHUM MHOpMaLMA U Hanu4Me npoLeayp, NO3BOMSOLLMX JIULY, Ubst UHopMa-
LM HaXOAUTCA Ha XpaHeHUW, UCNpaBnsaTh B HEl OLUMBKU U 3anpeLaTth UCNonb3oBaHue 3Toi HdopMaLum,

- YHUMTOXEHUWE CTaBLUEN HEHYXKHOW MHopMaLK.

Kpome Toro, anekTpoHHbIe 1 Apyriue hopmbl KOHTPONS 3a ASUCTBUAMWN COTPYAHNKOB AOMKHBI COOTBETCTBO-
BaTb Tpe6oBaHMAM OpraHn3aLMOHHO-PaCoPSANTENBHBLIX AOKYMEHTOB, KOTOpbIe pasnuyatoTca no obnactn oteeT-
CTBEHHOCTU M pacnpocTpaHeHus. B gononHeHve k npaeam pabotoaatenei A0SMKHbLI yIUTLIBATLCA 3almTa Nepco-
HanbHON NHOPMaLMK CRYKaLLMX U X NpaBsa.

durHaHCOoBbIE YUPEXAEHWS AOMKHBI PACCMOTPETb BO3MOXHOCTU NPOBEAEHUA ayanTa HENPUKOCHOBEHHOCTU
YacTHOW Xu3HW. B xoge aToro ayauTta npoBoanTCs OLEHKa, HACKOSBKO XOPOLLO OpraHU3aLms BuINOMHAET 3aLUUTy
nepcoHansHoi MHdopMaunm, N paccMmaTpuBatoTea cnocobbl, koTopbiMn AT MoxeT peluats Npobnembl obecneve-
HWS1 HENPUKOCHOBEHHOCTU YaCTHOM XKU3HN.

13 JononHuTenbHbIe 3alWUTHble Mepbl

13.1 Nopaepxka hbyHKUMOHUPOBAHUA 3aLUUTHBIX Mep

Moaaepkka yHKLUMOHUPOBAHUS 3aLLUTHLIX Mep, BKIoYatoWwas agMUHUCTPUPOBAHNE 3TUX 3aLLMTHBLIX Mep,
SIBMSIETCA BAXKHOM YacTbio Mporpammbl obecnedeHms 6eaonacHocT orHaHCcoBOro yupexaeHusi. O6sa3aHHOCTbIO
PYKOBOACTBA Ha BCEX YPOBHSIX sABnsieTcst obecneyeHue:

- YyeTKOro onpeaerneHns ob6si3aHHOCTe No NoaaepXkKe 3alUTHLIX Mep;

- BblAeeHNs pecypcoB opraH13aLn Ans noaaepXkn sawunTHbIX Mep;

- NepuoanHeckoin NPOBEPKA U NEPEOLIEHKN 3aLUUTHBLIX Mep C Lienbio obecneveHns NpoaoshKeHNs X Hop-
MaribHOro hyHKLMOHUPOBaHWS;

- OTCYTCTBWSA BO3OENCTBUA M3MEHEHWUIA annapaTHeIX/NporpaMMHbIX cpeacTs U obHoBNeHW cuctemsl VT Ha
npegnonaraemyto appeKTUBHOCTb CYLLECTBYHOLLNX 3ALLUTHBLIX MEp;

- OTCYTCTBMS NOSIBMEHWS HOBbIX YrpO3 UMM YS3BUMOCTE BCrieACcTBUE AOCTUXKEHWIA B 061aCTN TEXHOMOTUIA;

- 0BHOBMEHUS 3aLUMTHBIX MepP U (Unn) AobaBnNeHNs HOBbLIX 3aLUMTHBIX MEpP NPW NOsIBIEHNN HOBbIX TpeboBa-
HURA;

- NepecMoTpa 1 KOPPEKTUPOBKM NONUTUKA Ge30MacHOCTU Unin AobaBneHne HOBOW NOMUTUKA BCrieAcTBUE
N3MEHEHWI 3aLUMTHbBIX Mep.

Mpy ycnoBun BeINOMHEHWUS ONCaHHbIX BhILLE MEPONPUATAA NoaaepKkM MOXHO n3bexaTb HebnaronpusT-
HbIX 1 OPOrOCTOALMX MOCNEACTBUNA.
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13.2 CooTBeTCTBUE TPeGOBaHMAM Ge3onacHocTU

MpoBepka cooTBETCTBUA TpeboBaHUsIM He3onacHocTu (ayanTt 6esonacHoCcT Unu aHanus 6e3onacHocTH)
SABMSIETCSA O4eHb BaXXHLIM MeponpusiTueM 1 ncnonb3syeTcs Ans obecneveHns cooTBeTCTBUSA NNaHy obecneyeHns
6e3onacHOCTN MHPOPMaLMOHHbIX CUCTEM U NoAaepKaHUs 3eKTUBHOCT COOTBETCTBYIOLLErO YPOBHS MHbopMa-
LIMOHHOM 6e30MaCHOCTU Ha MPOTSKEHUN Cpoka CryxObl cucTeMbl Unn npoekta UT. OLeHKy cooTBETCTBUSA TpeGoBa-
HUAM 6e3onacHOCTU LienecoobpasHo NPOBOAUTL Ha CTaANAX NPOEKTUPOBaHUs], pas3paboTku 1 peanusaum uHdbop-
MaLMOHHBIX CUCTEM, a TalkKe Npu NX COBEpPLUEHCTBOBaHUM U MogepHu3auni. CnegyeT Takke cobntogatb 0CTo-
POXHOCTb MPU 3aMeHe Uiy yaaneHnm KOMMOHEeHTOB CUCTEMBI.

MpoBepku COOTBETCTBMSA TPeboBaHUAM 6e30MacHOCTU MOryT NPOBOAUTLCS C MOMOLLbHO BHYTPEHHEO U BHELL-
Hero nepcoHana (Hanpumep ayauTtopos). Mpy NnpoBeaeHUN NPOBEPOK COOTBETCTBUSA TpeboBaH/sM 6e3onacHOCTH
YacTOT MUCMOSb3YIOTCA NepeYHn KOHTPOSIbHBIX BOMPOCOB, CBSA3AHHBIX C NOMUTUKON 6e30NacHOCTN CUCTEMBI UM
npoekta UT. JaHHble NpoBEpKM AOMKHbl MAaHUPOBATLCS U MHTErpupoBaThes B pa3paboTku cuctembl Unn
npoekTa UT.

JononHuTensHLIM MeTodoM, ocobeHHo LienecoobpasHeiM npu onpeaeneHun cobnogeHus TpebosaHnii nep-
COHasIoM, 3aHMMatoLLMMCS onepaLVoHHON NOAAEPXKKON, U Mofb3oBaTeNs MU onpeaeneHHbIX 3alUTHLIX Mep 1
npoLeayp, ABNs0TCA BbIBOpOYHbIE NPOBEPKU. BbIBopoyHble NpoBepKA A0MKHBI MPOBOANTLCA AJ18 rapaHTUpOoBa-
HWS NPaBWUIbHOM peann3aLn 1 UCMoNb3oBaHNA Haanexallux 3almnTHLIX Mep 6e30MacHOCTH, 1, [ae 3TO YMECTHO,
3aLNTHBIE Mepbl AOSMKHBI TPOBEPATLCH TECTUPOBaHWEM. B cryyasx, ecniu BeISICHAETCSA, YTO 3alUTHLIE Mepbl He
COOTBETCTBYIOT MNnaHy obecneyeHunsi 6e3onacHOCTM cUCTEMBbI, HE0BX0AMMO YBEAOMUTL 06 3TOM PYKOBOACTBO NPO-
6reMHoro cekTopa opraHvaauun, co3faTh, peanuaoBaTh U MPOTECTUPOBATL NaH KOPPEKTUPYIOWNX Mep, a pe-
3ynbTaThbl peanusaumnm 3Tux Mep — npoaHanmanpoBaTb.

13.3 MOHUTOPUHI

MoOHUTOPUHT MHOPMALIMOHHBIX CUCTEM NpeAcTaBnAAeT coboi BaXKHbIA KOMNOHEHT NiaHa obecneveHns nH-
dopmaumoHHoli bezonacHocTN. MOHUTOPUHI MOXET CAYXMUTb 1A PYKOBOACTBA NoKasaTenem peanusaumm salmT-
HbIX Mep, TO eCTb ABNSOTCS 1M 3TU 3aLUMTHbIE MePbl YAOBNETBOPUTENBHLIMU, U Gbinia N peann3oBaHa Nporpamma
noaaepXKkv 3awwnTHeIX Mep. MepBoHayanbHbIv nnaH o6ecnedeHns 6e30nacHOCTN MOXHO CpaBHUBATDL C peayribTa-
TaMn MOHUTOPWUHIA C Lefbto onpegeneHns apekTUBHOCTA 3aLLMTHBIX Mep.

MHoroumcneHHble 3alnTHbIE Mepbl BbI3bIBalOT HE0BXOAMMOCTb CO3AaHMUS XYPHaIoB perucTpaumm Boixoa-
HbIX A2HHbIX, CBSI3aHHbIX C COBLITUAMU BE30NacHOCTU. ITU KypHaIbl AODKHBLI NEePUOAUYECKA NPOCMAaTPUBATLCS
W, MO BO3MOXHOCTW, aHaNU3MpoBaTLCA CTAaTUCTUHECKUMU METOAAMM C LiENbio paHHero obHapy)XeHUa U3MEHEHWIA
TeHAEHLMWIA U NOBTOPSAOLLMXCS HeBnaronpusTHbIX cobbITUA. Bce nameHeHUs, CBAZaHHbIE C aKTUBaMUI, Yrpo3amu,
YASBUMOCTAMU U 3aLLMTHBIMU MepaMu, NOTEeHUMarbHO MOTYT OKasbiBaTb CYLLIECTBEHHOE BAUAHUE Ha PUCKNY, a
paHHee oBHapyXeHWe N3MeHeHW No3BoNseT NPUHSTL NpedynpeauTensHble Mepsl. Ucnonb3oBaHue XypHanos
perucTpaumnm TosbKO B LiefsiX aHan1aa nocre cobbITuii 03Ha4aeT UrHopupoBaHne 3TOro BaXKHOMO MexaHu3ma 3a-
LLIMTHBIX Mep.

MOHUTOPWHT OSDKEH Takke BKIKoYaTh B cebst npoueaypbl perynsipHoro npeaocTaBneHns 0T4eToB COOTBET-
CTBYytOLLIEMY pabOoTHUKY cryx6bl 0becneyeHnst MHgopMauMoHHOW 6e30MacHOCTU U PYKOBOACTBY.

14 PaspelueHne MHUNOEHTOB

14.1 MeHegXMeHT coObITU

CobbITveM B 0bracTy 6e3onacHOCTU ABMSETCS MAeHTUDULIMPOBaHHOE NOSIBIIEHWE COCTOAHUA B HbOpMaLIn-
OHHOM NN KOMMYHUWKALIMOHHON CUCTEME, KOTOPOE YKasblBaeT Ha BOSMOXHOE HapyLueHWe NoSIMTUKN 6e3onacHocTA
W Ha HECMOCOBHOCTL 3aLLUMTHON Mepbl 06ecneYnTb afeKkBaTHYIO 3aLluMTy akTuea. [lio6asa paHee HensBecTHas
U HeOXnaaHHasa cUTyaunst MOXeT UMEeTb OTHOLLEeHWe K 6e30NacHOCTU U A0MMKHa TPaKTOBaTbCA Kak cobbiTue B
obnacTn 6esonacHocTU. MHUMaeHToM 6e30MacHOCTU SIBMSIETCS CepUst U3 OAHOTO UK Bonee HexenaTernbHbIX U1
HeoXnaaHHbIX cobbITuiA B 0bnacTun 6ezonacHocTH, koTopble 0bradareT 3HaYMTeNbHbIM NOTEHLMarioM co3aaHuns
yrpo3bl 415 HdopMaLMoHHo 6eaonacHoCT N NpuuMHeHUs Bpeaa BusHec-onepaluysam. MosieneHne cobbiTuiA B
obnacTtn 6ezonacHocTU HensbexHo. Kaxaoe Takoe cobbITe A0MKHO paccreoBaThesl ¢ Lierbio onpeaeneHns,
SIBNSAETCS 1M OHO MHUMaeHToM B6e3onacHocTu. CyTb 9TOro paccrefoBaHus AomkHa BbiTs copasmepHa yepby,
NPUYNHEHHOMY COBbLITUEM, MU MOTEHLMAaNbHOMY YLepby, KOTOPbIA OHO MOTT10 Gbl HAHECTU.

O6paboTka MHLMAEeHTOB NpeAocTaBnsieT BOIMOXHOCTb Cnyx6e MHdopMaLMOoHHOI BesonacHOCTA pearpo-
BaTb Ha CNyYanHoe U npeaHaMepeHHoe HapyLueHue 0B6bIYHOro dyHKUMOHUPpoBaHMs cuctembl UT. Heobxoammo
paspaboTaTb CXeMy paccrieoBaHns NHLWOEHTOB 1 NpeACTaBNeHUs OTYETOB O HUX, MPUrOAHYHO AJ151 BCEX CUCTEM
WUT v ycnyr opraHusaumu. JaHHasi cxema JorbkHa BKTouaTh B cebsi npeacTaBneHme otyeTos rpynnam UT v 6us-
Hec-rpynnam ans nony4veHust 6onee WNPOKOro NpeacTaBNeHNs O BOSHUKHOBEHUW MHLIMAEHTOB MH(POPMALIMOHHOM
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6e30MacHOCTM N COOTBETCTBYHOLUMX Yrpo3 W CBS3AHHOIO C HUMKU BO34eWCTBUS Ha akTuebl T 1 GusHec-
onepauun. JononHutenbHyto nHdopMaLmuio 06 yperynmpoBaHin UHUMAEHTOB U MEHeJ)KMEeHTe COBbITUA CM.
B MCO/M3K 18044 [33].

OcHOBHbIMY 3a4a4aMu BO BPeMsi paccriefoBaHns nHUMaeHTa nHgopmMaumoHHoi 6esonacHocTu asnseTcsa
pearMpoBaHue Ha MHLUMAEHT Hanbonee noaxodsLwmm 1 addekTBHLIM 06pa3oM U U3BIIEYEHNE YPOKOB 13 MHLIN-
AeHTa MHdopMaLMoHHON 6e30MacHOCTU € TeM, 4ToDbI B 6yayLLeM MoHO 6o n3bexaTb aHanorn4HbIX Hebraro-
NPUATHBIX COOBITUIA. B HEKOTOPBIX CUTYaLMAX MOXKET BO3HUKHYTb (0COBEHHO A7 3aLMThI penyTauum opraHusaumm
OT KPUTUKN HeocBeAOMIIeHHO HeaobpoxenaTenbHO HacTPOeHHON obLLIeCTBEHHOCTM) HeoBXxoaNMOCTL obecneve-
HUS 3aWUTBI KOHUAEHLMANBHOCTU MHOopMaLIMK, MMetoLLiell OTHOLLEHWE K MHLMAEHTY UHdopMaLMoHHoM 6e3o-
NacHOCTW.

MoAroToBMEHHbLIN NNaH ASNCTBUN € 3apaHee onpeaerieHHbIMU peLLeHUsIMUA NO3BOSIUT OpraHn3aLmMm ocylle-
CTBUTb pearmpoBaHne B TEYEHWE NPUEMIIEMOrO CPOKa C LLeMbLo OrpaHUYeHus ganbHelwero yulepba u tam, rge
3TO BO3MOXKHO, MPOAOITKUTL BU3HEC-AEATENBHOCTL MOCe NpUMEHeHNs! AoNoNHUTeNbHBIX Mep. MnaH 06paboTkn
WHUMOEHTOB OOMKEH BKMoYaTh B cebs TpeboBaHWe XPOHOMOrMYeckoro JOKYMEHTUPOBaHUA BCeX COBbITUI U Aeit-
cTBUA. [laHHbIN dhakTop OOSHKEH MPUBECTU K ONpeaeneHuio UCTOYHUKa uHumMaeHTa. OH ABAAETCA NPeanoChINIKON
AN AOCTUXKEHWUA Lenin, 8 UMEHHO CHUKeHUs ByayLLMX PUCKOB NOCPEACTBOM YIy4LIEHU 3aLUTHBIX Mep.

BaxHo Taioke npoBeeHne 1 AOKYMEHTUPOBaHWE aHanM3a MHLMOEHTOB C pacCCMOTPEHUEM CrieayHoLLMX BOr-
pOCOB:

- Bblnla N1 Hagnexalym 0bpa3omM AOKYMEHTUPOBaHA XPOHOIOrUs COBLITUA 1 AEACTBUI;

- cobnrogancs v nna;

- Bblna N Heobxoaumasi MHopMaLIMs AOCTYMHA COOTBETCTBYIOLLIEMY NepcoHarty;

- 6bin1a M Heobxoaumas nHpopMaLms 4OCTyNHa CBOEBPEMEHHO;

- yem ByayT oTNMYaTLCS AENCTBUS NepcoHana B creayloLwuii pas;

- 6bIn N1 achpekTMBHBLIM NpoLiecc aHanu3a UHUMAEeHTa (0bHapyxeHue/pearmpoBaHue/NpeAcTaBNeHne oT4e-
Ta) UM ero MOXXHO YCOBEPLLIEHCTBOBATH;

- CYLLECTBYIOT M Mepbl yNpaBneHus Ans npeaynpexaeHnus TOBTOPHOTO BO3HUKHOBEHUS CBSI3aHHOIO ¢ 6e-
30MacHOCTLIO COBbITUA?

OTBeTbl Ha 3TV BOMPOCHI U MPUHATUE PELLEHUA NO NOSTYYEHHBIM AAHHBLIM AOMMKHBI CHU3UTL BEPOATHOCTL
MosiIBIEHNS NHUMOEHTOB B ByayLuem.

14.2 PaccneaoBaHus U NpaBoBas 3KcnepTUsa

[ns HekoTOPbIX MHUMAEHTOR TPebyeTca 4ONONHUTENBbHOE pacciiedoBaHue. Yyallatowmecs criydan MoLUeH-
HWYecTBa, HeOBOSILCTBO CYXAaLLMX, a Talke HEKOTOpPbIE NPaBoBLIE BONPOCHI CO3Aat0T NOTPEBHOCTL B paccne-
[OBaHWN OesATeNbHOCTM COTPYAHUKOB B cucteMax UT. [ina noaaepkkn paccneaoBaHns MoxeT notpebosarsca
c60p 1 aHanM3 CUCTEMHBIX XXYPHaIIoB perucTpaLum, XXypHasioB pernctpaumm cucteM obHapy)XeHUa BTOPXKEHWUN 1,
WHorAa, Bcex HakonuTenen Ha guckax. MoryT notpebosartbcs cyaebHbIN aHanns AaHHbIX HaKONUTeNsA Ha Anckax,
BKIHOYas MOUCK yaaneHHbIX halinos, U Apyrne BuAbl AeTanbHOro aHanuaa uHumuaeHTa. bonbWwnHCTBO opraHnsa-
umin obnagaeT ToNbKO orpaHNYeHHbLIMU BHYTPEHHUMUW BO3MOXHOCTAMM AS1A NPOBEAEHUA Takux paccneqoBaHuii n
aHanusa. OgHako Bce nporpammel o6ecneveHna 6e3onacHoOCTU A0SKHbI BKoYaTh B cebs MuHUManbHoe obyue-
HWe 0bpaboTKe CBNAETENLCTB, NS1aHy NPOBEAEHUA paccneAoBaHNA U ASACTBUAM L, NPOBOAALLMX pacciiedosa-
HKe, a Takke BbINOMHEeHWo pasHbIX BUAOB NPaBOBOW 3KcnepTU3bl. PeanbHble noTpe6HOCTN paccneaosaHns 3Ha-
YATENbHO PasNMYatoTCA NS PasINYHBLIX OPraHU3aLUnin U pasnUYHBIX UHUMAEHTOB.

14.3 O6paboTka MHUMAEHTOB

MnaH o6paboTkn MHLMAEHTOB AOSDKEH BbITb XOPOLLO U3BECTEH BCEM, KTO ByaeT NpuHMMaTh y4acTue B HEM.
B AaHHOM nnaHe AoMKHbLI paccMaTpyBaTLCA MHOME NoTeHUManbHble Npobnemb:

- MHUMAEHTEI, Npoucxoasiume Bo BHepabouee Bpems;

- NoTpebHOCTUN CBA3U (Kak BHYTPU OpraHM3aumn, Tak U CBA3b CO CPEACTBAMU MaccoBoi UHdopmaumm n
KeHTamn);

- MNaHbl pe3epBUPOBaHUS U AENCTBUIA B YpE3BbIHaNHbIX CUTYaLUSX;

- CBSI3b C MOCTaBLUMKaMW, BKItoYas BU3Hec-napTHepoOB..

14.4 Mpo6nembl, cBA3aHHble ¢ aBapUAHOCTLIO

Ons nogaep)kaHus LenocTHOCTU MHGOPMaLIMOHHBIX CUCTEM NPU aBapUHBIX CUTYaLMAX He criegyeT npeHeo-
peraTb npoueccamu obecneveHns 6esonacHocT. Heobxoaumel cneuundudeckme npouecchl, No3BonsioLme ocy-
LLIECTBUTL UCTpaBlieHe aBapuitHbIX CUTyaLuiA B NepBYHo ovepedb A/151 paspeLleHnUsa NponM3BoACTBEHHbIX Npob-
nem, 1 co3gaHnsa NpoLeayp ckopeilero Bo3spara k HopMmarnbHoi paboTe. Mpu Nniobbix n3MeHeHUsIX B UHdopma-
LIOHHBIX CUCTEMaX BHOCSILLIME MX N1LLA, BKOYasA NepcoHarn NoaaepKki B YpesaBblvaiHbIX CUTYaumsIX, AOSDKHbI
AOKYMEHTMPOBATL 3TW U3MEHEHNS U NPOBOANTL HEOBXOANMbIA aHaMn3.
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Mpunoxenue A
(cnpaBo4Hoe)

O6pa3ubl AOKYMEHTOB

A.1 Pe3ontouus coBeTa AUPEKTOPOB Mo Bonpocy MHhopmMaLMoOHHOW 6e3zonacHocTu

MocTtaHoBunu:

MHdopmauunsa sensieTcs akTMBOM OpraHn3aumm.

B kauecTBe akTMBa MHOPMALMOHHBIE PECYPCHI M pecypchl 06paboTky MHGOPMaLUMU opraHu3aumm AomKHbI ObiTb
3alMLULEHbl OT HECAHKLMOHWPOBAHHOIO WUIMM HEHaZAexXallero Mcnorb30BaHus.

PykoBoauTenio opraHvm3auuu npegnucbiBaeTcs yupeanTs nporpaMmmy obecrnevenusi uHdopmaumnoHHon Gesonac-
HOCTU, COIMAacyoLWyocst ¢ NpuemMrnemor GU3Hec-NpaKkTMKoN, ¢ Lenbio obecneveHnss Hagnexauen 6e3onacHocT uHGOpP-
MaLMOHHbIX aKTUBOB OpraHu3aLuu.

A.2 Monutunka uHchopmaLMoHHO M 6e30nacHOCTH

Monutuka nHdopmMaLMoHHon 6e3onacHOCTU Ans pUHAHCOBOro yupexaeHus

®uHaHCcoBOE yupexaeHue cuntaeTt nHcopMmaumio B Nnioboi hopme akTMBOM OpraHv3aumy U HyXXAaeTcsl B COOTBET-
CTBYIOLLMX 3ALMTHBIX Mepax Ansi obecneveHus 3almThl JAHHOTO aKTUBA OT HECAHKLMOHUPOBAHHOIO WITUM HEHagnexatlye-
ro ucnonb3oBanns. MHdopmauusi Heobxoguma ans apeKTMBHOW M pe3yrnbTaTMBHOW NOBCEAHEBHOM paboTbl opraHusa-
ummn. MHcbopmaumsa JorkHa UCMNONb30BaThCHA TOMNBKO Af1S1 BLIMOMHEHNUS 3a1aHHON Lenv — BeaeHusi busHec-onepauui
hMHaHCOBOIO yupexgeHus. MonuTuka Hawer opraHu3aumm cocTouT B NpeAoCTaBneHnn JocTyna K MHhopMaumm Tonbko
Ha OCHOBE NMPOBEPEHHOrO «MPUHUMNA HeobxoAMMOro 3HaHusi GusHeca» n oTkase B AOCTyNe BO BCEX APYIMX CRy4asnx.

Kaxgpii cTapwui meHepkep nogpasaeneHnss OMHAHCOBOIO YUPEXOEHUS1 HECET OTBETCTBEHHOCTb 3a nopaepka-
HVMe KOH(UAEHLMNANbHOCTHM, LENOCTHOCTU U AOCTYINHOCTM CBOUX MHGPOPMALMOHHBLIX aKTUBOB M AOMKeH cobniopatb Bce
NoNuTWKK, CTaHAapThl U Npoueaypbl, OnybrMkoBaHHbIe OTAeNnoM MHAOPMALMOHHON Ge30nacHOCTU M Kacawwmecs 3a-
WMTbl MHCOPMALMOHHBIX aKTVBOB OpraHv3auun.

Bce cnyxawue o653aHbl 0CO3HaBaTb, NMOCTOSIHHO NOAAEPXMBATL U cObnOAaTE NONUTUKY, CTaHAAPTLI U Npoueay-
pbl opraHu3auuy, yrnpaensiiowme 3awmTon MHOOPMALMOHHBIX aKTUBOB.

A.3 [loroBop ¢ paboTHMKaAMM B HacTU UX OCBEAOMMEHHOCTHU

OpraHusauusi cuntaeT MHMOOPMaLUMIO aKTUBOM, KOTOPLIN OOIMKEH OblTb 3alLMLLEH.

Mosi 06s3aHHOCTE COCTOUT B TOM, 4T06bI CO3HaBaTh, NOAAEPKMBATL U cobnioaaTe BCEe MONMUTUKK, CTaHAAPTbl U
npoueaypsl opraHnsaumy, ynpaensowme 3amwmTon HHOPMaLMOHHBIX aKTUBOB.

MHe 6bin BblgaH 3K3eMMNsip PYKOBOACTBA NO o6ecnevyeHnio MHOpMaLMoHHON 6e30nacHOCTU opraHnsaumm, u A
cornaceH cnepoeaTtb NPYBEAEHHbIM B HEM NpaBuNam.

A cornaceH ncnonb3oBaTe MHAOPMaUMIO OpraHmnsauum n obopyaosaHue ans o6paboTku MHgopmauum, K KoTo-
pbIM A MMEI0 AOCTYN, TOMNBKO ANA BbIMOMHEHUS MOUX pabounx o6s3aHHOCTEN.

A noHvmaro, YTO opraHmM3auusa MOXeT npocmaTpueaTb Nbylo MHdopMaumio unu coobeHns, KoTopble A MOry
co3gaeatk, Ucnone3ys pecypcbl 06paboTku uHdopmauun opraHmnsauun. [aHHble pecypcbl BKNOYaoT B ce6a (HO He
OrpaHM4UBaIOTCS UMW) TEKCTOBbIE MPOLECCOPLI, 3NEKTPOHHbLIE MOUTOBLIE CUCTEMbI U NEPCOHANBHLIE KOMNBIOTEPLI.

O6sa3ylock HemeaneHHo coobwaTte o noboM NoJo3pUTENILHOM MOBEAEHUN UNKU CUTYaunK, KOTOpble MOryT co3pa-
BaTb yrpo3y 6e30nacHOCTM MHGOPMALMOHHBIM aKTUBaM OpraHv3auvm, MOeMy PyKOBOAUTESIO.

A noHumato, YTo 3noynoTpebneHme MHGHOPMAUMOHHBIMU aKTUBaMN OPraHM3aumMn MOXET NPUBECTU K AUCLMIIN-
HapHoMy pas3bupartenbcTBy, HanpaBneHHOMY NMPOTUB MEHSI.

Hata

hamunus cnyxaiero noanuck

cBugetens (Mnu pykoBogutens)

A.4 3KpaHHbIe NpeaynpexaeHUs Npu BXoae B cUCTEMY

[aHHas yacTHas KOMMbIOTEPHAA cUCTEMA SBMSIETCS CUCTEMOW, AOCTYN K KOTOPOW OrpaHuYeH HeCaHKUUOHUPO-
BaHHbIM nuuam. JocTyn caHKUMOHWPOBAHHBIX MWL OrpaHMumBaeTcs yHKUMSIMK, onpeaeneHHbIMU A4S BINONHEHUS
UMK CBOMX oBsizaHHOCTeN. JTiobol HeCaHKLUMOHUPOBaHHBIN JOCTYN GyaeT paccnefoBaThes U NpecnefoBaThcs B Cyaet-
HOM MOpsidKe, €Crn Bbl, HE SIBMSSICH MOMHOMOYHBIM MOMb30BaTENeM, HEMeANEHHO He OTKIMIoUNTECH OT CUCTEMbI.

B kavecTBe anbTepHaTMBbLI:

AOCTYN K 3TOW KOMMNbIOTEPHON CUCTEME pas3pelleH TONMbKO NOMHOMOYHLIM nofb3oBaTensMm. HecaHkunoHupoean-
HbIR AOCTYN/MonbITkM JocTyna GyayT npecnefgoBatbesi B cygebHom nopsiake. Ecnu Bbl He siBNsieTeCb NONHOMOYHbLIM
nonb3oBarternem, OTKIIOUYNTECH OT CUCTEMBI.
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A.5 dakcuMunbHbIe NpeaynpexaeHus
MnatexHoe npeaynpexaeHue
NPEAYNPEXOEHWE
He nonaraviteck Ha 3Ty nepegady Npy BeiNnaTte AeHer M MHULMMPOBaHWUWN ApymMx onepaumii 6e3 He3aeucMMon
NMPOBEPKU €€ MONMHOMOUMUIA

3aaBneHue o npaBe CO6GCTBEHHOCTHU

[okyMeHTbl, BKNiOYEHHbIE B NUCT (DaKCMMUIBHON Nepeaaym, cogepat MHOpMaUMIo Kopnopauuy, SBNAWYIoCs
KoH(UAeHUManLHOW n/Mnu NpeaHasHavYeHHON Arsi OIPaHUYEHHOrO Kpyra v, NpeaHasHavYeHHylo Ans UCnonb3oBaHus
agpecaTtom, Ybe MMA YKa3aHO Ha nucTke nepepaum. Ecnu Bbl He siBNsieTeck agpecaTtom, ob6paTuTe, Noxanyncra, BHUMa-
HUe Ha To, 4TO Nnboe packpbiThe, HOTOKONMPOBaHME, PACNPOCTPAHEHNE MNU UCMONb30BaHUE COAEPXaHUSA OAHHOIO
thakcumuneHoro coobwennsa sanpeweHo. Ecnu Bol nonyunnu dakeumuneHoe coobuweHne no owmnbke, NOXanymcra,
cpasy xe ysegomute no TenedoHy otnpaBuTensl, ANsi TOro YTobbl Mbl MOrNK OpraHn3oeaTb GecnNaTHbIN BO3BPaT AAHHbIX
JOKYMEHTOB.

A.6 UHhbopmauuoHHbIN 6lonneTeHb No 6e3onacHoOCTU

MpeaynpexaeHue 0 KOMNbLIOTEPHOM BUpYyCe

CornacHo oduumansHbIM COOBWEHUSIM KOMMNBIOTEPHBIA BUPYC, U3BECTHLIN Kak «Bupyc Mukenanmkeno», 6eicTpo
pacnpocTpaHsieTcsl Mo BCEMY MUPY W MOXET OKa3aTbCsl Hambonee paspywuTenbHbIM BUPYCOM 3a MOCNEAHUE roabl.
M3BecTHO, YTO OH MHUuMpyeT cuctembl Ha 6ase DOS ¢ Bepcuneli 2.xx Unu Boilwe.

BosgeunctBue

JaHHbIli BUpYC HaxoauTca Ha MHAMLUMPOBaHHLIX KOMIbIOTEpPax n ABnAeTcA 6e3nencTBEeHHbIM 10 AaTbl er0 UHMUU-
MpoBaHus, TO ecTb Ao 6 mapTa (AeHb poxaenuss MukenaHgxeno). B 3ToT AeHb OH nepes3anucbiBaeT KpUTUHECKWE
JaHHble cUCTeMbl, Aenas AUcK HempurogHbiM. WHdMuMpoBaHHble JaHHble BKMoYaloT B cebsi 3arpy3oyHble gaHHble U
Tabnvuy pasmelleHusi annoB Ha 3arpy3ouHOM (IMOKOM MMM KEeCTKOM) aucke.

BoccTraHOBNEHUe AaHHbIX NMOMNb30BaTeENs ¢ MOBPEXAEHHOIO ANCKA ABNSAETCHA KpawHe 3aTpyAHUTENbHbIM.

CumnTombl

CooblaemMble CUMNTOMbI BKIIOYaloT B cebs:

- cokpaweHne obbema cBOGOOHOW/NONHON namsATn Ha 2048 Ganr;

- HEMNPUroAHOCTb MTMBKMX AUCKOB UMW BbiBEAEHWE CTpaHHbIX cumBonoe npu DIR komaHaax.

BaxHO oTMeTUTB, YTO BUpYC MukenaHmkeno HUKOrda He BbIBOAUT HUKAKUX coobuweHun Ha akpaHe (K.

Puck uHduumpoBaHus

Bupyc pacnpocTpaHsaeTcsi B pesynbrare:

- 3arpy3ku ¢ MHPULMPOBAHHON AMCKETHI (JaXe B criydae 6e3ycrneluHon 3arpyaku);

- 3arpys3Kku C KEeCTKOro AMCKa, B TO BPEMS KaK MHPMLMpOBaHHAsT AMCKETa HAXOAMTCS B AMCKOBOAE A U NOpT AUCKO-
BOJA 3aKpPbIT.

HocnTenu gaHHbIX, MCMOMb3yeMbIX B paboumx u AomMallHUX KOMMbloTepax, MOryT NpeacTaBnsiTh PUCK C YPOBHEM
Bbllle OGbIYHOIO.

A.7 ®opma NPUHATUA pUCKa

MpuHATHE pUcka uHopMaLMOHHON 6e30NacHOCTU

JaHHasi dhopma gormkHa 3anonHATLCS, TOMbKO ecru GU3Hec-MPoLect UMM CUCTEMAa He COOTBETCTBYIOT CTaHaap-
TaMm ¥ NOMUTUKaM MHAGOPMAaLMOHHON 6e30NacHOCTV U OTCYTCTBYET MnaH obecnevyeHusi COOTBETCTBUS AAHHOIN NMONUTUKE
B bnxariwem Gyayliem

[MoapasgeneHne Homep 3anpawmvBeaiowero nogpasgeneHuns
PykoBognTtene nogpasgeneHus HasBaHue 3anpalumBaiowero nogapasaeneHus
CTpaHuua n HoMep NyHKTa B NOMWTMKe/CTaHaapTax Hata

MpuHATHE pucka 3anpawmvBaeTca ans (NpUBeCTU onucaHue)

Onucanune BuaHec-mpouecca (NPUNOXUTE AOMONHNUTENBHYIO AOKYMEHTALMIO MPU HANU4nN)

O6wee 4Mcno onepauni 3a nepvog
MonHbIN geHexHbI 06beM onepauun 3a nepuog

flBNAeTCA N BPeMEHHON MHTEpBan onepauuii 3aBUCMMbIM? (NPVMBECTW ONUCaHWE)

3aTpoHyTbl K cHeTa B obLwel Byxrantepckon kHure?

YpoBeHb PYKOBOACTBA, MOMy4atowero BbIXoAHbIE AaHHbIE
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3HauMmocTb peLueHMﬁ, OCHOBaHHbLIX Ha BbIXOAHbLIX AAHHbLIX

HopmatueHble/iopuanyeckne AeNCTBUTENBHBIE BCTPEYHbIE YAOBNETBOPEHUSI

PacnpocTpaHsioTcs M BeixogHbIE JaHHbIE cpeaun KNUMEHTOB? (NPUBECTU ONncaHue)
HauBbicwan cTeneHb cekpeTHocTu obpabaTtbiBaemoin nHgopmauum

MpuBecTH onucaHme cCUCTEMbI, UCMONb3YEMON ANS NOAASPXKKM GUaHec-npouecca (MPUNoXuTb AOMONMHUTENBHYIO
DOKYMEHTaUMIO NPU Hanuumm)

OnucaHve Tuna obopyaoBaHUs (HMCNO KOMNBIOTEPOR, TUMLI U T. 4.)

OnncaHne TMNa CBSI3HOCTM Y3MOB CETU (NOKanbHas CeTb, BUPTYarlbHbIA TENEKOMMYHUKALUMOHHBIN MeTof AoCTyna,
KOMMYTUpyemas TenedoHHasi CBsA3b U T. 4.)

UeHTpbl 06paboTkm
Uncno nonb3oesarenen

leorpachuueckoe pacnpegeneHne nonb3oBaTenen
Onucatb nHTepdEncol K apyrum cuctemam

Tpe6GoeaHna AOCTYNHOCTH
Pa6otalot nu Ha 3Tom 060pyaoBaHUM Apyrve NpUNoxeHns (NPUBECTU onncaHne)

MoanepXnBalTCA N CUCTEMbl TPYNMNOW LeHTpanbHblX cuctem? Ecnn Hert, npueeguTe ONmMcaHvme UMeIoWmnXcs
MeXaHW3MOB NOAAEPKKMN

OnwncaHve GusHec/cncTeMHbIX TpeboBaHUI COOTBETCTBUSI MOMNUTUKE

I'Ipm6nM3V|Teana;| CTOMMOCTb 06ecneveHnsi COOTBETCTBUS

OnvcaHue ncnosibayeMbiX UK NpeanaraeMbixX 3almMTHBIX MEP AM1A YMEeHbLUEHUS pucKa

MpunbnuanTenbHasi CTOMMOCTb MCMONb3YeMbIX MU NpeaniaraemMbelX 3aWmUTHbIX Mep

Opyrve thakTopsbl, KOTOPbIE HAAO0 YYUTLIBATL MPW NPUHATUW JAHHOIO peLueHus (ApyrMe paccMOTPEHHbIe anbTepHa-
TUBbI, JOMOIHUTENBHbIE OBU3HeC-hakTopbl, AENCTBUS OPYIMX KOMMaHWA U T. 4.)

PekomeHngoBaHo Oarta
pykosogutene noapasaeneHns
MpoBepeHo Jata
OTBETCTBEHHbIN 33 UHPOPMALIMOHHYIO Be30NacHOCTb
KommeHTapuu:
YTBEPXKOEHO HaTta

pykoBoaguUTENnb ¢ AenernpoBaHHbIMU NOJIHOMOYUAMUK
Homep gokymeHTa NpuHATUA pucka (MPUCBOEHHbIN paboTHukoM cnyxbbl GesonacHocTm)

Hata cnegyolen nposepku
Knaccudmkauns nHgopmaumoHHon 6e3o0nacHoOCTU:
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A.8 [loroBop ¢ HaAOMHBIM PabOTHMKOM U pacnpeneneHue paboTtobl
Horosop 0 AUCTaHLUMOHHOM NPUCYTCTBUM MeXAy paboToaaTenem U paboTHUKOM

HacToswmin goroeop nMeeTt cuny mexagy (B AaneHenwem
UMeHyeMblM  «PaBoTHVMKOMY») WU (8 ganbHediwem wWMeHyemoWn

«Komnanwven»). CTopoHbl, HamepeBaLwWwmecs NpUHATL Ha cebs puaudeckue obs3aTenbCcTBa, AOroOBapuMBaloTCa No
noBody Creayowero:

O6bem 06A3aTenbLCTB MO AOroOBOPY

PaboTtHuk cornaceH okasbiBatb ycryrn KomnaHuy B kavecTBe HagomMHOro PaGoTHuka., PaBoTHUK cornaceH ¢ Tem,
YTO AMCTaHUMOHHOE MPUCYTCTBUE SIBNSETCSl A0GPOBONbHBIM M MOXET ObiTh NpekpaweHo Komnanueir B nio6oe Bpems no
Kakol-nnbo npuumHe unu 6es Hee.

O6s13aHHOCTH, 06A3aTensCTBa U yenoeus paboTel PaboTHuka Komnanum, otnuyHble oT obsizaHHocTel n o6asa-
TenbCTB, Hanaraemeblx Ha PaboTHWKa, B Npsimol hopme B COOTBETCTBUM C A4aHHLIM 4OrOBOPOM, OCTAIOTCSl HEU3MEHHbBIMMW.

TepmuHbl «yaaneHHoe pabodee MECTO» UMM «yganeHHoe MecTo paGoTbl» 03HAYalT MecTo XuTenbcTea Pabor-
HVKa nnn nioboe ypaneHHoe pabouee nomelleHne, ogobpeHHoe PyKOBOACTBOM PaGoTHuka.

Ycnosusa gorosopa

HaHHbIi JOroBOp BCTYNaeT B CUNY CO AHSI NMPOCTaBINEHHOW [aThl U OCTaeTcsl B cune, noka PabGoTHMK BbiNOMHsAeT
AVCTaHUMOHHYt0 paboTy, ecrnu He GyaeT aHHYNMPOBaH paHblue.

AHHynupoBaHue gorosopa

Yvactne PaboTHuka B pa6ote KomnaHum B kaueCTBe HagoOMHUKa SBAAETCA NONHOCTLIO AOGPOBONBHLIM U NPEeao-
CTaBnseTca Tonbko Tem PaboTHukam, koTopble ByayT COUTEHbl NOAXOAAWMMMK AN 3TOrO Mo ycMOTpeHuio KomnaHuw.
MNpaBa AMCTaHUMOHHOIO NPUCYTCTBUS He CyliecTByeT. OgHako, npegnaras CBow ycnyrm u 6yayqm BelbpaHHbIM Anst BINOM-
HeHVA OUCTaHUMOHHON paboTbl, PaboTHMK NpuHMMaeT Ha cebs 06a3aTenbCTBO BLINONHATH AUCTAHUMOHHYIO paboTy B
Te4YeHVe HeCKOMbKMX MecsueB. KomnaHus He HeceT OTBETCTBEHHOCTYM 3a pacxogpl, ywepb unm yboiTku, BuiTekaowme us
npekpawenus y4actusa PaboTHrka B gMcTaHumMoHHON paboTte. [laHHbIN 4OKYMEHT He SIBNAeTCA AOrOBOPOM O HalWMe U He
MOXET TOINKOBaTBCH KaK TakoBOW.

BoaHarpaxaeHue

Paboune yachl, cBepxypouHas paboTa, HagbaBku 3a paboTy B HOUHOE Bpemsl, oTNyck: PaGoTHUK cormnaceH ¢ Tem,
41O paboune Yackl, KOMNEHcaunsl 3a CBepXypouHylo paboty, HagGaskv 3a paGoTy B HOYHOE BpeMsi U rpadvk OTIYCKOB
6ydyT COOTBETCTBOBATL YCMOBMSIM, COIMMacoBaHHbIM mMexay PaGoTHukom n Komnanwen.

O6opyaoBaHue AnNA AMCTaHLMOHHOIO NPUCYTCTBUA U BCNOMoraTensHoe o6opyaoBaHue

PaboTHuk cornaceH ¢ Tem, 4TO MCMonb3oBaHue obopyaoBaHus, NPOrpaMMHBLIX CPEACTB, AaHHbIX U MeGenu, npe-
pocTtaensieMblx Komnanven ans ucnonb3oBaHvs Ha AUCTaHUMOHHOM paboyeM MecTe, OrpaHMYMBAETCA NOMNHOMOYHbI-
MW nnuamm B Lensix, CBsI3aHHbIX ¢ BM3HecoM, BKNiovas camoobpasoBaHue, o6ydYeHne U BbiNoONHeHWe 3agaHuin. PaGor-
HVK ucnonb3yeT TenekoMMyHUKaUMOHHOe 060pyAoBaHMe CTPOro B AENOBbIX Lensx. KomnaHus He HECET HUKaKon OTBeT-
CTBEHHOCTM 3a pacxofbl Ha AUCTAHUMOHHYIO CBS3b, MOHECEHHbIE CrYXXalLMM Npu paboTe B NMUYHBIX LENAX.

KomnaHus no cobCTBEHHOMY YCMOTPEHWIO MOXET peLunTb BONPOC NpUobpeTeHnst 06opyaoBaHnust 1 COOTBETCTBYIO-
WX MatepuanoB Ans Ucnonb3oBaHusa PaBoTHUKOM MPpW BbIMNOSHEHWW AUCTAHUMOHHOW paGoThl UMK paspellnTb UCMOnb-
30BaHMe o6opynoBaHnsi, Haxoaswerocsi B cobeTBeHHOCTH PaboTHuka. Peluenuwe, kacawoweecs Tuna, xapakrepa, dyHK-
LMIA M/Mnun Ka4ecTBa 3NeKTPOHHLIX annapaTHbIX CPedcTB (BKMoYas KOMMbLIOTEPL!, (haKchl, BUAEOTEPMUHANLI, MPUHTEPSI,
Modembl, NPoLeccopbl AaHHbIX U ApYroe TepMuHanbHoe 06opyaoBaHUe, HO He OrpaHMYMBAasiCb UMW), MPOrPaMMHOro
obecrneveHnsi, AaHHbIX U TENEKOMMYHMKALMOHHOIO 000opyaoBaHns (T.e. TenemOHHBIX NMHUIA), OCTAETCH MCKITIOYUTENBHO
B KOMneTeHuun Komnanuu.

PeweHve o nepemelleHun Unv nNpekpalleHMM UCNonb3oBaHUs Takoro o6opyaoBaHus, AaHHbLIX W/MNKU Nporpamm-
HblX CpeACTB OCTaeTCs WCKMIoUNTENBHO B komneTeHumn Komnanun. O6opygoBaHue, npuobpeTeHHoe ANs UCMONb30Ba-
Hus PaboTHukom, ocTaetcsi cobeTBeHHoCTEIO Komnanuu. KomnaHus He HeceT OTBETCTBEHHOCTU 3a notepw, ywep6 nnm
n3Hoc obopyaoBaHus, Haxoaswerocs B coBCTBEHHOCTU PaBoTHuka.

PaboTtHuk onpegensieT paboyee MECTO B NOMELLEHNN Anst AUCTAHLMOHHOMO MPWCYTCTBUS C LEMNbI0 PasMeLLeHns 1
yCTaHOBKM 060pyaoBaHus, koTopoe ByaeT WCNonb3oBaTbesi BO Bpems paboTel. PaBoTHVK JOIKeH NoaaepXmBaTth 3T0
pabodyee MeCTO B COXPaHHOCTU U Takke 00eCcrneqnTb 3awmTy OT PUCKOB COOA M OpYrMx onacHocTen ansi PaBoTHuka un
obopyaoBaHus. KomnaHnusi gormkHa ogobputh nomelleHne, BobIGpaHHOe B Ka4ecTBe OUCTAHUMOHHOIO paboyero mecra
Pa6oTtHuka. Mpyn BHECEeHUM kakunx-MMBO M3MEHEHWI B MepBOHAYarbHOE PachonoXeHue annapaTypbl Ha pabodyem mec-
T€ W HacTPONKe TenekoMMyHUKauMoHHOro obopyaoBanmsa Komnanum pacxogbl HeceT PaboTHUK.

PaboTtHuk cornaceH ¢ Tem, 4to KomMnaHusi MOXeT rnocelate AUCTaHUuoHHOe paboyee MECTO C Lerbio onpeaerne-
Hus1 ero 6e30MacHOCTM U 3alMLLEHHOCTM OT PUCKOB COOs1, a Takke AN TEXHUYECKOrO OBCIYKMBaHWS, PEMOHTA, MHCMEK-
TUPOBaHWA NN N3BATUA ABMSIOWErocs COBCTBEHHOCTbIO Komnanun o6opyAoBaHus, MPOrpamMMHbIX CPEeAcTB, AaHHbIX
n/wnu pecypcos. B cnyyae HeobxogumocTty cyaebHoro npouecca Ans Bo3epatleHns 060pyaoBaHus, NporpamMMHbIX CPeacTs,
OaHHbIX u/nny pecypcos B cobctBeHHOCTb Komnannm PaGoTHUK cornaceH onnatuTb BCe pacxoabl No BeAEHWUIo npouecca,
noHeceHHole Komnanwen, Bknioyas onnaty topucta, ecnu Komnanus BeivrpaeT npouecc.

B cnyyae c6oes B pabote unm HencnpaeHOCTH 06opyaoBaHus PaboTHWK cormaceH HEMeAnNeHHO yBeaoMuTe Kom-
NaHuIo C LEeNbio OCYWECTBNeHNs1 HEMEeANEHHOro PEMOHTa UMK 3aMeHbl Takoro obopyaoBaHus. B criyuyae 3agepxku ¢
PEMOHTOM MW 3aMEHOW MNWN BO3HWKHOBEHWS NoBLIX APYyMX 06CTOATENLCTE, NPU KOTOPLIX PaBoOTHWMK HE CMOXET BbINOM-
HATb AMCTaHUMOHHYI0 paboTy, PaboTHUK AonxeH 6bITb FOTOB K TOMY, YTO €My MOXET GbiTb MOPYHYEHO BLIMONHATL APYryio
paboty uunu on MmoxeT 6bITb NepeBeeH Ha apyroe pabodvee MecTo Nno ycMotpeHnio Komnanmm.
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OceelweHne, obcTtaHoBKa, 060pyAoBaHMeE ANs OXpaHbl OKpyXaowen cpeabl n obecneveHns 6eaonacHocTn BbiTo-
BbIX NpUBOPOB, SABNAIOLIMECS CONYTCTBYIOWMMU ATl UCMONb3yeMOro o6opyaoBaHUsA, NPOrpaMMHbIX CPEACTB U PECYPCOB
KomnaHun, JomkHbl NPUMEHSITBCS MO HA3HAYeHUIO U NoAAepPXMBaTbCsl B 6@30NacHOM COCTOSIHMM, U ObiTb 3alyLLEH-
HbIM OT AedeKToB U pUCKOB cHosi.

PaboTHWK cornaceH ¢ TeM, YTO BCe AaHHble, MPOrpaMMHble CpeacTBa, 06opyAoBaHUE, MOLWHOCTU U PecypChl,
npuHagnexawue KomnaHwm, gomxHbl OblTb 4OMKHBIM 06pasom 3awmuieHsl. [JaHHble, nporpaMMHble cpeacTea, oGopy-
JoBaHWe W pecypcbl, NpuHaanexawye Komnanmm, He onmkHbI UCNONB30BaTLCA ANs CO3AaHUA NPOrPamMMHbBIX CPEacTB
WM NNYHBIX AaHHbIX PaGoTtHuka. PaboTHUK formkeH cobniogath BCe NONUTUMKM M pacnopsbkenns Komnanum, kacawowm-
ecsl KoH(NMKTa MHTEpecoB U obecneveHuss KoHpuaeHumanbHocTU. JlloGble NporpammHble CPeacTea, U3genus unNu gax-
Hble, CO3AaHHbIe B pe3ynbTaTte CBSI3aHHOW C OCHOBHOMW paboTon aeaTenbHOCTW, NpuHagnexaTt KomnaHuum n gonxHol
NPOU3BOAUTLCS B YTBEPXKAEHHOM chopmaTe v Ha yTBEpXAeHHbIX HocuTensx. PaGoTHUK COrmaceH ¢ Tem, 4TO N0 OKOHYa-
HUM cpoka paboTbl Mo HarWMy OH BO3BpaTUT KoMmnanum Bce, 4TO NpuHAaANEXuT en.

OTBETCTBEHHOCTD 3a yluep6

PaboTHUK ocBeOMIMEH O TOM, YTO HECET OTBETCTBEHHOCTb 3a Bpea, NPUYMHEHHbIN TPEeTbUM NMuam UmMnu YneHam
cembu PaboTHuka B nomelueHumn PabotHuka. PaboTHuk cornaceH orpaxaaTb v 3awmwaTte Komnanuio, ee duvnuansl,
COTPYAHUKOB, MOAPSIAYMKOB M areHToB OT NioBbiX UCKOB, NPaBONPUTA3aHUI U OTBETCTBEHHOCTU (BKNIOYAs CBS3aHHbIe C
9TUM NOTEpM, Pacxodbl, 3AEPKKM U ONnaTy IOPUCTOB), BO3HWKWMX B CBA3W C NoGbiM BpegoM (BNNOTb A0 NeTanibHOro
mcxopa), NPUUYMHEHHBIM TTI0ASIM UMM CODCTBEHHOCTU (NPSIMO UMW KOCBEHHO) yCnyramu, NpeaoCTaensaembiMU B CUNY AaH-
Horo pgoroBopa Pa6otHukom, B peaynsrate HebpexxHocTu PaGoTHMKa, ero xanaTHblX 4eNCTBUMI MNW HegoCMOoTpa npu
BbINONMHEHWUN 06513aHHOCTEN M 0bsi3aTenscTB PaboTHUKa B COOTBETCTBUM C AaHHBIM JOTOBOPOM, 32 UCKMIOYEHNEM Cry4a-
€B, KOIZ1a 3TV UCKW, NPaBONPUTSA3aHUsl U OTBETCTBEHHOCTb BO3HUKAIOT UCKIIOYMTENbHO MU3-3a KpanHen HeGpexHOCTN unm
CO3HaTEeNbHOro NPOSIBITIEHUs1 XarnaTtHOCTU CO CTOpoHbl Komnanuu.

Mpouue ycnoBus

PaboTHUK cormaceH y4acTBOBaTh BO BCEX UCCINEA0BaHMAX, ONPOCcax, 0THeTax U aHanuaax, CBA3aHHbIX C AUCTaHLM-
OHHbIM MPUCYTCTBUEM, NMpegHa3HaueHHbIX Anst Komnanuy, Bkniovas onpocel, kotopble PaGoTHUK MOXET cHuTaTh NUYHBI-
MU UNu KoHpuaeHUManbHeIMK. KoMnaHus cornacHa ¢ Tem, 4YTo uHaweuayancHble oTeeTbl PaboTHUKa A0MXHLI OCTaBaTb-
€1 aHOHUMHBIMK NO Npockbe PaboTHWKa, HO Takme AaHHble MOryT GbiTb COBpaHbl U cTaTh 4OCTYMNHBIMU OBLWECTBEHHOCTH
6e3 naeHTMdMKauumn nuuHoctn PaboTHuka.

PaboTHuk oceepgomneH, uto 06s3aH cobniogaTe Bce npaBuna, NONUTUKKA, NPAKTUHECKWE NPUEMbl W yKa3aHus
KomnaHwm v ycrnoBusi 4aHHOFO [OFOBOpAa U HapyLUEHUE 3TOr0 MOXET NMPUBECTU K 3anpeTy Ha AUCTaHUMOHHOE NpUCYT-
CTBUE M/MNn UCUMMNIMHAPHOMY B3bICKAHWIO, BNMOTh 40 YBOMBHEHUSA.

A noaTeepxaato, YTO 03HAKOMMUIICA € AaHHBIM AOrOBOPOM M €ro coaepXaHueM. S noarBepkpaio, UTo mHe Gbina
npegocTaBneHa BO3MOXHOCTE O3HAKOMUTb ¢ AaHHbLIM OOFOBOPOM MOEro aJBokata nepen ero 3akiioueHueM.

Moanvuce PaboTHuka
DNaTta

JvcTaHunoHHoe npucyTcTBue unv paboTa B kakom-nubo gpyrom Mecrte, Hanpumep, Ha JOMY, SIBMSeTCH TPYA0BOM
AesATenbHOCTbIO, MPaBO Ha KOTOPYIO MpeAoCTaBnseTcsl HEKOTOPbIM PaboTHMKaM MpW HanmuuuyM B3aMMHOW BbIrodbl Ans
KomnaHum n aTnx PaGoTHMKOB.

[ncraHumoHHoe NpUCyTCTBME — 3TO He nonydveHne goxoda paboTHUKOM, @ ansTepHaTUBHbIA MeToq YAOBNETBOpe-
HUA noTpebHocTen gaHHoW Komnanwun, Y PaBoTHuka HeT mpaBa Ha AUCTaHUMOHHOE MPUCYTCTBUE. KoMMnaHua moxeT
aHHynupoBaTb AaHHOEe cornalweHue B Nnwboe Bpewms.

Hwxe npueegeHsl yCnoBusA OUCTaHUMOHHOIO NPUCYTCTBUWS, COMMAacoBaHHbIe MEXAy HaAOMHBIM pabGOTHUKOM U ero
HaYanbHUKOM.

PaboTHuk cornaceH BbINOMHSATE CNeaylolmMe HOPMbl U TpeBGoBaHWS:

1) PaboTHuk ByageT ocyLecTBNsATb NPUCYTCTBUE OHEWN B Hepero.

2) Paboumne yacel cnyxaliero 6yayT crnegyowymm;

3) Huxe npuBogsaTca 3apanusi, Hag KoTopbiMu ByayT paboTtaTth cnyxawue Ha AMCTaHUMOHHOM paboyeM mecTte ¢
npegnonaraemMbiMi gatamu NOCTaBKW:

4) Ha guctanumoHHom pa6ovem mecte PaGoTHuka GyaeT ncnonb3oBaTtbes cnegyiollee 0GopyaoBaHue:

5) Huxe npuBoguTCA COrMACOBaHHbLIN MEXaHW3M ONnepupoBaHust TeNeMOHHLIMU 3BOHKAMN HAAOMHbIM paboTHU-
KOM C AucTaHumoHHoro pabouyero mecra no genam Komnanum:

6) Pabounit cornaceH nonyvatb OT pecypchbl, Ansi paboTel B anbTepHaTUBHOM MecTe;
HaNU4HbIe BLINNATHI 3@ PECyPChbl, MOCTOAHHO NpeacTaBneHHble B oduce KomnaHum, o6bIMHO He BO3MELLaloTCs.

7) Ot PabotHuka TpebyeTcs perynspHoe nocelyeHue ueHTpa Ansa NPOXoXAeHus
06y4eHnA n yyacTus B CoBEWaHNsAX ¢ pabouelt rpynnoil U HavyanbHUKOM.

A o3HakoMuncs ¢ NpeAcTaBNeHHbIM Bblile maTtepuanom ¢ [0 ero yyactus B
nporpamme Komnanwm no guctaHUMOHHOMY MPWUCYTCTBUIO

Hata Mognuce nHcnekTopa

MNMpveeaeHHbIN Bolwe mMaTepuan Obin ob6CcyxaeH co MHOM

Hata Moanuce PaGoTHuka
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Mpunoxenue B
(cnpaBouHoe)

Mpumep aHanusa GesonacHocTU BeG-cepBUCOB
B.1 MeTtoauyeckue nogxoasbl K aHanu3y 6esonacHocTun

B.1.10630p

Mogo6HO NonMTMKam, KOTopble MOTyT OblTb BbICOKOYPOBHEBLIMU UMM KpalHe AeTanuanpoBaHHbIMU, aHanu3 puc-
Ka MOXeT 6biTb OCYWECTBNEH C PasNUYHbIMK CTENeHsIMU AeTanu3aumn. B HacTosilwem nognyHkTe npegoctaBneHo o6-
CyXAeHUe BbICOKUX YPOBHEW BeO-CEpBMCOB, HOBOW TEXHOMOIMMK, KOTOpasi MMEET 3HaYeHWe ANA MHOMMX KOMNaHWuwn,
npefoCTaBnsoWmX PUHAHCOBbIE YCNyru, U APYrxX KOMNaHwm, ncnonbsyowmx MHtepHet ana 6usHeca. JanHbm npumep
aHanu3a sIBNAeTCA UNAICTPATUBHBIM U HEe AOMKEH paccMaTpuBaTbCsl B KAYeCTBe KOHKPETHON pekomeHgaumn ans
ob6ecneueHusi 6esonacHocTU. Kak oTMeqaeTca Ha NPOTSKEHUM BCEro AaHHOTO NpUMEpa, Kaxaas opraHu3auusl omxHa
COCTaBUTb CBOE COGCTBEHHOE onpeaeneHne pucka n 6e30nacHOCTU Ha OCHOBE CBOMX KOHKPETHBIX MONMUTUK U NOTpeBHo-
cren 6usHeca.

Be6G-cepBuchl SBAAIOTCA O6WUM TEPMUHOM ANS MeXAYHapoAHLIX CTaHAapToB, chopMUpOBaHHBIX Ha 6ase si3bika
XML, koTopbie NO3BONAT KOMNbIOTEpamM 0BGMEHMBATLCS AAaHHEIMW U BbINOMNHsSTE BU3Hec-chyHKUMM 1 onepaummn yepes
MuTtepHeT. OcHOBHble YHKUMKM Be6-CEpBMCOB NO3BONSAIOT CO34aBaTtb MHAOPMALIMOHHBIE YCMYrM JOCTYNa K APYIMM
KOMMblOTEpaM, YeM BU3yanbHo, Yepes Gpay3epol. Beb-cepBuChl ABNAIOTCS JOCTAaTOYHO MOLWHBIMUA M CMOCODOHLI obecne-
uMBaTb B3aMMOAEWCTBUE BHYTPU CMCTEM, NoApa3AeneHun u KOMNaHWi.

OCHOBHbIMW KOMMNOHeHTamu BeG-CEpBUCOB ABMSIIOTCS:

- cepBep NPUNOXeHUN, rae pasmewaerca cepeuc (T. €. ime dyHkumonmpyet MO cepeepa);

- nHTepdelic cepBuca (4acTo onuceiBaeMbli Ha si3bike Beb-cepeucos, WSDL);

- XpaHWUMM1LLEe AAHHBIX MNW CNPABOYHUK C onucaHnem uHtepdenca Ha WSDL, 4ytobbl KnueHTbl Be6-CEpBUCOB MO
HalTM (M Ucnonb3oBaTh) UHTEPMDENC;

- KnneHT Beb-cepBuCca, Xenawwmii ncnonb3osaTts Beb-cepBUc;

- NMPOTOKOMN CBA3M (NPOCTOM NPOoTOKON AocTyna Kk o6bektam, 1o ectb SOAP), noseonsiowmin knneHTy Beb-cepeuca
obwartecs ¢ cepBUCOM.

CywecTByeT GorbLUoe YMCrO «onpedeneHuiiy Toro, 4To cocTaensieT Beb-cepBuc, HO 06bIMHO OBWENPUHATLIM ON-
pegeneHneM siBnsieTcsl MHpopmMaunoHHas ycnyra, packpbisatolas nHdopmaumio yepesd SOAP crangapta W3C [20].
KnneHT nHTepderica SOAP gonxeH 3HaTb, Kak NONMy4nTb JOCTYN K 3TUM UHpOPMaUMOHHBIM ycnyram. JaHHblid goctyn
MOXET onucelBaThca B chopmaTte gpyroro ctaHaapTa W3C, sasbika onmcanms Beb-cepeucoe (WSDL). Cospgatenu cepeu-
coB Ha 6a3ze SOAP nybnukytot dpannsl WSDL.

B.1.2 BesonacHocTb Be6-cepBUCOB

Mpu obecneveHnn GesonacHocT Beb-CEpBUCOB HEOBXOAMMO paccMaTpuBaTb CepBep MPUINOXEeHWH, NoadepXu-
BaOLWMI CEepBUC, ONUCaHNe CEPBUCA, XPaHWUIULLE CEpPBWCa, KITMEHTa, UCMONb3YIOLLEero CepBUC, U NPOTOKON CBA3W. Pas-
NVYHBLIMK MOCTaBLLMKaMK Gblna paspabotaHa CTpykTypa GesonacHocT Beb-cepBUCOB W psag cneundmkauuin. Kpome
TOro, MOXHO MCMOMBb30BaTb YHMBEpcanbHoe pelleHne npobnembl Be6-6ezonacHocT, SSL gna obecneveHuss yactuy-
Hol GesonacHocTW BeG-cepBUCOB. B HacTosiemM noanyHKkTe obcyxgatoTcs AONONHUTENbHbIe nogpobHocTn obecneve-
Hus GesonacHocT Beb-cepBUCOB.

B.1.3 CtaHgapTbl 6e3onacHocTH

daiinel SOAP 1 WSDL npeacTtaensioT coboli onucaHve npoueayp obmeHa cooblueHnsamMmu 1 npeaocTaBneHms
yCnyr COOTBETCTBEHHO, KOTOpbIe AOMKHbI OblTh 3alLMWEHbl Ans KaXKaoW u3 BuaHec-ycnyr, B KOTOPOW OHU UCTONb3YIOTCS.
OpHako B HacTosilLee BPEMSsI OHW He SIBNSIIOTCH COBEPLUEHHbIM CPeACTBOM 00eCneqeHns LenoCTHOCTU AaHHbIX, ayTeHTU-
hVKaLMK UCTOMHMKA UK ycnyr obecneveHns KOHMMAEHUMaNLHOCTU Ana NpunoxeHui Beb-cepercoB. OxmaaeTcs nose-
neHve HoBbIX TpeboBaHuii, a chain SOAP nMeeT CTPYKTYPY paclumpeHus, npegycMaTpyBeaioLLyto AobaeneHne anemMeHToB
6e30nacHOCTV 1 NPOTOKONOB B CTaHAApTU30BaHHOM Buae. Hwke npuBegeH 0630p HEKOTOPLIX cTaHAapToB HesonacHo-
CTW, CBA3aHHbIX C Beb-cepBMcamm.

A3blk paameTk cUCTEM rapaHTUpoBaHHOW BesonacHocTn (SAML) onpegdensieT ocHoBaHHyto Ha A3blke XML cTpyk-
Typy o6MeHa uHcopMaLumer no obecrneyeHnio 6€30NacHOCTU, BEIPXXEHHON B BUAE YTBEPXKAEHWUIA B OTHOLLUEHWUM NOrnyec-
KON eanHULbI, UMeIoLLEeN TOXOECTBO B HEKOTOPOM AOMeHe 6e3onacHoCcTU. 3TW yTBEPXKAEHUS nepeaaloTcs B coobLleHu-
SIX 3anpoca U OTBeTHbIX coobwennsix Ha SAML. O6meH nHdopmaumnen no obecneyeHnto HesonacHOCTU NPONCXOAUT B
thopme yTBEpKaEeHWi Ha SAML, B KOTOpbIX MOTYT NepeaaBaTbcs NOAPOBHOCTM O NpedblayLmnx cobbITuaX ayTeHTndmka-
LMK, aTpubyTax YenoBeYeCKMX WM KOMMbIOTEPHbIX CYOBLEKTOB M pelleHUsiX O CaHKLUWOHWPOBaHWK, pa3peLuaiolyx unm
3anpeLaomx cybbekTy AOCTYN K KOMMbIOTEPHBIM pecypcam. Passutne SAML TwaTenbHO KOHTPONMPYETCS NMPOMbILL-
NEeHHOCTbI0, TaK Kak B MepCrnekTMBe OH MOXEeT CTaTk CTaHAapTHbIM CPEACTBOM Mepedaqn perncTpaumoHHON MHdopmMa-
ummn ansi Be6-cepBUCoOB, ocHoBaHHbIX Ha SOAP. B HacToswee Bpems y SAML cywecteyeT onncanne SOAP.

BeaonacHocTb BeG-cepBUCOB MpedcTaensieT cobol npeanaraeMyro COBOKYNHOCTb pacwmpennin SOAP, 6narogaps
KOTOpOl Ans onepaunin BeG-cepercoB obecrnevmBaeTcsl LenocTHOCTb M KoHUaeHUManbHocTb. Llenbio 6esonacHoctu
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Beb-cepBnCcoB sBNsieTcs obecneveHne LenocTHOCTU U KOHDUAEHUMaNnbHOCTM NOCPeACTBOM pPacnpoCTpaHeHus Mapke-
poB AoCTyna, LenoCTHOCTM W KOHMMAEHUMansHOCTU coobwenuii. Mpeanaraemas komnanusimm Microsoft n IBM 6e3o-
nacHocTb Be6-cepBUCOB M OTBETCTBEHHOCTh Nepewna K OASIS (opranHvsauum no NPOABUXKEHUIO CTaHAAPTOB ANst CTPYK-
TYPUPOBaHHOW MHopMaLum).

LWncpoeaHue Ha sisbike XML siBnsieTcsa cneumcukaumenn W3C B dopmate nepegaym nHdopmauum Ha a3bike XML
MEeTOAOM CTaHdapTHOro wudpoBanus. LncposaHne Ha XML gaet BO3MOXHOCTb WudpoBaTe 1 gewmndpoBaTte Ludpo-
BOE cogepxaHue, Bkniovasi B cebn cam okyMeHT Ha si3blke XML Ha anemeHTHOM, a He aTpubyTveHOM ypoBHe. Cneuundu-
Kauus Takke NO3BONAET OCYLWeCTBNATE Oe3onacHyto nepegady MHdopmaumm o Kniode Ans gewndpoBaHus cogepkaHus
AokymeHnTa Ha XML nonydatenem.

Moanuck Ha sA3bike XML siBnsieTcsi NpoekToM pekomeHgaummn obbeavHeHHol rpynnel IETF (npobnemHoi rpynnbi
npoektupoBanusi MHtepHet) n W3C no npeactaeneHvio nHopMaumm o umdpoBoi noganucn B AOKYMEHTax Ha si3blke
XML. Mognucy Ha a3bike XML obecrneunBaloT LenocTHOCTE, ayTeHTUdMKaUmMio coobLeHns n/unm ycnym no ayteHTudmka-
UMK nognucasLlero nuua Ans AaHHblX nwoboro Tuna, pacnonoxeHHsix B XML, Bkntovawwem B cebs nognuce, unu B
apyrom mecte. Mognmeb Ha A3bike XML siBnsieTes OCHOBHBIM CTaHA4APTOM, HA KOTOPLIN AAETCS CChifka B APYMMX cTaHgdap-
Tax 6e3onacHOCTH, BKovasi WwndpoBaHue Ha asbike XML, SAML n WS-Security.

Liberty Alliance Project sBnsetca npoMbIWNIEHHBIM KOHCOPLMYMOM, BO3MMABIAEMbIM KPYMHbIMU hupmamu, npeg-
Ha3HaY€HHbIM AMsi COBMECTHOrO OTKPLITOro UCMOMb3OBAHWA TEXHOMOMMIM MHTENPUPOBAHHON MAEHTUYHOCTU. WHTerprpo-
BaHHasA WOEHTUYHOCTb NO3BONAET I'IOTp66VITeJ'IPO ncnonb3oBaTtb OTAENIbHYIO NPU3HaHHYI0 MOEHTUYHOCTE BO MHOIMX opra-
HM3auusax. OTOT NOTPebuTenb MOXET UCMONb3OBaTh TY e AOBEPeHHyo uHdopMaumio 06 MAEHTUYHOCTK B Ipynne pas-
TNNYHbBbIX OpFaHVI3aLI,VIl7I, n aToMy I'IOTp66VITeJ'IPO He Hago npeacrtaBnATb HOBYHO MASHTUYHOCTL, MaHOaThl VI,EI,eHTVI(bVIKaLI,VIVI
CcOBGCTBEHHOCTH.

Pacnpegenenue kniover Ha XML — ato cneundmkauma nporokona W3C ans onucanusa n permctpaumm oTKpbITbIX
KIIOYEN, KOTOPAsi MOXET MCNONb30BaTbCA CO crneundukaumammn nognmcn n wudposanna Ha XML. Pacnpegenenune
kntover Ha XML aensietcs Bepcner cneuudmrkaumm 2. MHCTpyMeHTaneHble CpeacTBa Ansi pacnpegeneHvs Knioven nme-
I0TCA Y pa3nnYHbIX NOCTAaBLUMKOB.

B.2 CtaHpapThbl Be6-cepBUCOB

B.2.1 0630p

CraHpapTbl gns Be6G-CepBUCOB MOCTOSIHHO COBEPLUEHCTBYIOTCH. Tpemsl IMaBHbIMK NpoLegypamu, AOMNOMHSIOLLMMM
OCHOBHble cTaHpapTel onepauun SOAP, siBnstoTcsa: obHapyxeHue cepBucoB, obecneveHne GesonacHoCTM U GusHec-
npouecc. OCHOBHbIM CTangapTom noucka cepeucos cnyxmt UDDI (yHvBepcaneHas cuctema npegMeTHOro OnucaHust m
MHTErpaumm), onucbiBawLas, Kak LeHTpanbHoe xpaHunuie dannoe WSDL B OTKPLITOM MAW 4aCTHOM UCNOMHEHWUM
NO3BONAET NONb30BATENAM HAXOAUTb U aKTMBU3MPOBaTh cepBuchl. CyllecTByeT Gonbluoe YMCNO UCNONb3YEMbIX CTaH-
JapTtoe 6esonacHocTu gnsi obecneveHns ycnyr no onpegeneHunto NOANUHHOCTY, WKMdPOBaHWIO, NOANUCAHUIO U YTBEPXK-
OeHWI0 Ha ypOBHE Monb3oBaTens u coobwenus.. CtaHaapTel BuaHec-npouecca cBs3daHbl ¢ OTBETOM Ha Bonpoc: «Kak si
06beguHAID CepBUCHI ANS CO34aHUsI LEMNOCTHOMO MOMe3HOro npouecca BMECTO aNieMEHTapHBIX hYyHKUMNA?»

B.2.2 BHepgpeHue

Ons BHegpeHusi BeB-cepBMCOB TpebyeTcs n3yveHne pucka unu yrpos, ¢ KOTOpbiMU cTanikuealotcs Be6-cepBuChHI, 1
mep 6e3onacHOCTU MO yMeHbLUEeHMIo 3TUX yrpos. [ns Takoro aHanu3a Heobxogaumo paccMoTpeTb obuwyio Moagens Be6-
CepBUCOB, NPeaCcTaBNeHHYo Ha pUcyHke B.1 n oTHocuTenbHO Npocton Be6-cepeuc (WS1), KOTOPLIN UCNOML3YeTCs KIu-
eHTamMu BO BCeW ceTu opraHmsaumu. Ha pucyHke B.1 nokasaHo, 4TO YeTbipe KnMeHTa MoryT 3anpawwveatb ycnyrvm Beb-
cepeuca WS1. Heobxogumo OTMETUTL, YTO 3TU KNMEHTbI MOryT ObiTb Takke BebG-cepBucamu, Takum o6pasom, Be6-
CepBUC, NPeaoCTaABNAIOWMA KNMMEHTY (DYHKUMOHAMBHBLIE BO3MOXHOCTH, MOXET CaM AeMCTBOBATb KaK KIMEHT, 3anpaluu-
BaIOLWMIA YCIYTU Y APYroro Cepeuca ¢ Lenbio OCYLEeCTBNEHNA COBCTBEHHBIX PYHKUMOHANBHBLIX BO3MOXHOCTEN. Hanpumep,
Beb-CepBUC MNOTEYHOIO KanbKynaTopa MOXeT 3aBuceTb OT BeB-cepeuca onpeaeneHnsi CTaBoK B BONPOCE NpeaocTaBre-
HWS YCIYTU MO pacHeTy MECAYHbIX NNaTexen.

Bo3MOXHO, 4TO KNWEHT S2 pacnonoxeH Ha Gnmkanwen CeTEBON WKWHE, B TOM Xe MH(POPMAUNOHHOM LEHTPE, YTO
n WS1. KnueHt S3 Taike Haxogutcsi BO BHYTPEHHEN CeTU KOMMNaHwun, HO MOXeT ObiTb ropa3fo ganbwe, Harpumep B
dmnnane B gpyrom ropoge wunu B gapyrow ctpaHe. KnueHt S4 Haxogutcs B AeMUNUTApU30BaHHOW 30HE, COSMHEHHON C
UHTepHETOM, M uMeeT onpeaeneHHbIn YPOBEHb CBA3N C MHTEpHETOM U BHYTPEHHe ceTbio komnanmn. HakoHeu, knneH-
Tam MHTepHeTa, TaknM Kak S5, BO3MOXEH AOCTYN K BHYTPEHHeMy cepBucy tuna WS1.

B.2.3 O6ecneyveHue 6ezonacHOCTH

B otHoweHun ob6wmx yrpo3 tpebosanHns 6esonacHoctn ansa seb-cepenca WS1 o6b1MHO MOryT ObiTh CBeAEHbI K
HECKONbKUM KaTeropuam. Bo-nepebix, CylwectByeT KOHPUAEHUMANBHOCTL BXOAHLIX AaHHbLIX B 3anpoce ycrymm u KoHdu-
AeHUManbHOCTb BbIXOAHBIX OAHHBLIX, BO3BPALLAOWMXCH K KNUeHTY. LlenocTHOCTb kOH(MAEHUMANbHBIX AAHHbLIX TakkKe
ABNAETCA NpeanonaraeMsiM UM nogpasymeBaemeliM TpeboBaHnem. Bo-BTOpbIX, CyllecTBYeT ayTeHTudMKaums U aBTo-
pusauns 3anpoca KNueHTa, yAoCTOBEpAoWMe NUYHOCTb KIIMEHTa U NpeaoTBpaLlalome UCNoNb30BaHue cepBuca He-
CaHKUMOHUPOBAHHBLIMUN KNUeHTaMmn. HakoHel, 4acTo CyLIeCTBYIOT HEKOTOpbIe perncTpauuoHHbie TpeboBaHusi, NO3BONs-
Iowme pPeKOHCTPYMpOBaTh onepauum u AenCTensl No Tpaccupoeke. [ns HEKOTOPLIX BEG-CEPBUCOB MOMYT CyLLECTBOBaTb
TpeboBaHUA UENOCTHOCTU AaHHbIX 6e3 TpeGoBaHWM KOH(PUMAEHUNANBHOCTH.

Xota TpeboeaHua 6eszonacHoctn gna WS1 aBnsioTcs npocTbiMK, NPOUECC NPUHSATUSI PpeWeHns MoXeT ObiTb A0-
BONBLHO CNOXHbIM. Hanpumep, npouecc 6esonacHon ayteHTUdMKaUmmn Mexay KnneHToM BebG-cepeuca u cepeepom Beb-
CepB1Ca MOXET OCYLECTBNATLECA C NOMOLWbIO Naponen, cepTudrKaToB U, BOZMOXHO, ApyriMMM meToaamu. XoTs ceptu-
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thukaTbl NoATBepXxaateT TpeboeaHnsa GeaonacHocTu, gpyrve yHKUMOHAmNbHbIE CBOWCTBA cepBepa — 3(PdeKTUBHOCTD,
BblpaBHWBaHWE Harpysku, o6paboTka OTKasa — MOryT AenaTtb MX BHegpeHue npobnematuyHbiM. B gpyrmx cueHapumsix
MoXeT BblTb 4OCTATOYMHO Maponen, KOTOpble SBNSAOTCA MeHee Ge3onacHbIMM NpY onpedeneHHbiX 0bcTosTenbCTBax.
Hanpumep naponu, npoxogsiive yepes namsiTb MaluMHbl, MOTyT obecrneumBaTth 4OCTaTOYHY0 Be3onacHoCTb Anst KneH-
Ta, obpawatowerocs k Beb-cepeucy, paboTtawowemy Ha TOW xe annapatype. Ecnw knveHTbl Beb-cepBuca pacnonara-
l0TCs Aarnblue OT CepBuca, To MoryT noTpeboBaTtees WNdpPOBaHHbIE Naponun. Maponyu MoryT wWndpoBaTeCa Ha Npuknag-
HOM YPOBHe C NOMOLLbIO cTaHZapToB Be3onacHocTu Be6-CepBMCOB, HA TPAHCNOPTHOM YPOBHE € Momolsto SSL nnn Ha
CeTeBOM YypoBHe ¢ ucrnonb3oeaHuem IPSEC (npotokona 6esonacHocTn IP). TpeboaHusi obecrneveHuss koHdmaeHLu-
anbHOCTW BXOAHBLIX W BbIXOAHBLIX AaHHbLIX MOFYT aHanoryHbiM 0OpasoM BbIMOMHATLCS HA NMPUKNAgHOM, TPaHCMOPTHOM
U CEeTEBOM YPOBHSIX.

Krivent/
cepsuc 3
(83)

BHYTpeHHss

Beb-cepBuc ceTb | |

WS1 . !

( ) Knuent/

cepsuc 4 Q
(S4)

| Odemunurapu- |J1emw1urapu-
KrveHt/ 30BaHHasA 30Ha 30BaHHan 30Ha
cepsuc 2

MalmHa 1 rﬂ (52) CB) Knuent/

cepsuc 5
(S5)

®

PucyHok B.1 — O6was mopens Be6-cepBUCcOB

Heobxogumo oTmeTuTb, YTO TpebGoBaHUs ayTeHTU(UKaLUM aapecyloTCsl KOHKPETHO KITMEHTY (KOTOPLIN TaKKe AB-
NseTCs NporpaMMHbiM obecrneveHnem), a He KOHeYHOMY nornb3oBaTernto. Beb-cepBruc MoxeT npegnonaratb, YTO KIUEHT
ayTeHTUMMLUUPYeT KOHEYHOro NoNnb3oBaTensi, UnNu Beb-cepBNC MOXeT ayTeHTU(ULMPOBATb KOHEYHOrO Monb3oBaTens
nocpeacTBOM MHEopMauun B 3anpoce Beb-cepBuca.

B.2.4 AHanus yrpo3

Yrpoabl WS1 BkntouaoT B cebsi HenpaBuIlbHOE MCMOMb30OBaHVe CepBuca, 0TKa3 OT 0BCNYXMBaHUS WU HECAHKUWO-
HMPOBAHHOE UCMONb3OBaHUE cepBuca. B GonblMHCTBE CryYaeB HemnpaBuIbHOE UCMONb30BaHWe cepeMuca AOMKHO npe-
JoTBpawarscs camum cepsucom; WS1 gomkeH NnpoBepsiTe NPUrogHOCTb BCEX BXOAHBIX U BbIXOAHbIX AaHHbLIX U BblgaBaTb
coobLeHne 06 owmnbke, ecrnv JaHHble BBOAA-BLIBOAA BbIXOOAT 3a OXugaemble npegenbHble 3HaveHns. OTkaa ot obcny-
XMBaHUA MOXHO YCTPaHWTb, CO34aBas MHOXECTBEHHblE BapuaHTbl CepBMCA Ha Pas3MUYHbIX MaluMHax, UCMonb3ys 3an-
pocbl BbIPaBHMBAHWSA Harpy3ku B BapuaHTax cepBuca U gpyrve XopoLlo M3BeCTHble MeTodbl obecrneveHust 4OCTyNHOCTU
yenyr UT. HecaHKuMoHMpoBaHHOE UCMONb30BaHVe NpeaoTBpalLaeTcsl NyTeM HafexXHON ayTeHTUMMKaUMM KimeHTa, 3an-
pawwueatowwero ycnyry. KonkpetHoMmy Be6-cepercy mMoxeT He TpeboBaTbCs ayTeHTUDMKALUA 3aMpOCOB KMUEHTOB UMM OH
MoxeT TpeboBaTb O4eHb CTPOro ayTeHTUMMKaLUKN 3anpoCcoB KIWEHTOB, B 3aBUCMMOCTU OT XapakTepa Beb-cepsuca.
Beb-cepBuc, nepemelLaomii AeHbrM MexXay cieTamu, onpeaeneHHbIMY B 3anpoce, AoMKeH ObiTh 3aluyileH; B NpoTMB-
HOM Cry4ae OH MpPOBOLMPYeT NWLUO, OpraHv3oBbIBalOLLEe KITMEHTOB-MOLIEHHWKOB, K 3anpocy YCNyru nepeBoaa AeHer.
Beb-cepBuc, paccuMTbIBAOWUNA KPEAUTHBIE MIaTeXM Ha OCHOBE BXOAHLIX AaHHLIX O KpeawuTe U MPOLEHTHbLIX CTaBoK Mo
3aknagHon, He HyxgaeTcsi B obecneveHnn 6e3onacHOCT, MOCKONbKY B AeNCTBUTENBHOCTU OH SIBMSETCS MO CyLLecTBY
KanbKynsiTopom.

B.2.5 PeweHusn

Pewwenwns no tpeboBaHusim obecneveHnsa GesonacHocTn BeG-cepsuca WS1 MOryT pasnuyarbcs B 3aBUCHMOCTM OT
KINVMEHTOB, 3anpalumBalolmx obcrnyxusaHue. PaccmoTpum cnydai, korga WS1 nogaepXMBaeT TOMBKO KIMEHTOB, Noao6-
HbIX S2, KoTOpble pacnonoXxeHsl puamyeckn bnmsko k WS1. B 3ToM cryyae KNMeHT U CepBUC pacnonoXeHbl Gnusko gpyr
K ApYry, ¥ BO3MOXHOCTb HECaHKLMOHVMPOBAHHBIX 3aMpocoB Ha o6cnyxnBaHne moxeT ObiTe CBeAeHa K MUHMMYMY Mo-
cpeacTBOM Tabnvu MapLpyTU3auum, BUPTyarbHbIX MOKaINbHBIX CETel, BHYTPEHHUX MEXCETEeBbIX 9KPaHOB MeXay CerMeH-
Tamu cetn unu apyrux metogoe. [pegnonaras, 4o WS1 1 S2 goctaToqHo 3aWwyeHbl OT BHELWHUX CBSA3e|, NOrMyHo
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NpeanonoXnTb, YTO KOHMPUOEHUNANBHOCTE AaHHBIX M ayTeHTUMKaUms Nnapornen OCHOBLIBAIOTCH MPOCTO Ha UX U30Is-
LMK OT OCTanbHOro Mmpa.

Mo mepe yaaneHws knueHTa oT Beb-cepeuca WS1 cnoxHocTu BospacTatT. Mexay knneHtom S3 u BeG-cepBUCOM
WS1 3anpocel Ha obcnyxuBaHue npoxoasit no Gornee LWMPOKON CeTW, OTKpbIBasl BoMblue BO3MOXHOCTEN NPOBEpPKU
3anpocoB 1 Gonblue TOYEK, [ae MOXeT ObiTb CO30aH U BBEAEH HECAHKLMOHVMPOBaHHBINM 3anpoc. TakuM obpasom, mexay
knveHTom S3 m BebG-cepercom WS1 TpebyeTtcs gononHmTenbHas 3awmra. Kak onuceiBanock paHee, 3T0 MOXeT ObITb
nmbo ayTeHTUdUKaumsi Ha OcHOBE cepTucmkaToB, Mo IPSEC mexgy annapatHbIMM cpeacTBaMu knveHTa S3 u anna-
paTtHbIMK cpeacTBamm BeG-cepeuca WS1.

Ons knueHTa S4 HaxoxAeHve B AeMUNIMTapU30BaHHON 30HE OpraHvM3auumu o3Ha4vaeT AOMNOoNHWUTENbHble npobne-
Mbl GesonacHocTU. [JeMunMTapu3oBaHHbie 30HBI UCMONB3YIOTCS Ansi obecneveHusl NpepbiBaHuiA, oTaensiowmx MHTep-
HeT OT BHYTPeHHuX ceTel. B cuny obCcTosTensCTB CUCTEMbI B AEMUNIUTAPM30BaHHON 30He noagepratTcs bonbwemy
pVCKy M NO3TOMYy MOXeT notpeboBaTtbesi obecneveHne gononHMTenbHoW GesonacHocTn. Ansa knueHTa S4 komGuHaumn
6e30nNacHOCTM NPUKNaaHOTO YPOBHSI U TPAHCMOPTHOrO UMK CETEBOMO YPOBHSI MOXET CTaTb MOAXOASLMM CNnocoGom Bbl-
NOMHEHUs1 NoNUTKMK Ge30NacHOCTM opraHn3aumu.

HakoHel, 4TO KacaeTcs 3anpocoB BeG-CepBUCOB M3-3a NPedernoB opraHv3auum KnmeHTa S5, Bxogsiwme 3anpochi,
BEPOSITHO, NOTPebyoT cnoxHoro pewenus. MaeHtudukaunoHHas nHdopmaumusi MoxeT ObiTb 3aluumlieHa Ha Npuknaa-
HOM ypoBHe M Ge3onacHbiM 006pa3oM nepefdaHa Yepes AeMUnMTapu3oBaHHyIo 3oHy, MiHTepHeT B BeG-cepBuc WS1, Tak
4yT0bLI BeDO-cepBuc WS1 mor onpegenuTb, YNONMHOMOYEH N KIMEHT S5 anst 3anpoca Ha o6cnyxuBaHmne. AHaNoOrMYHbIM
06pa3oM, BXoAHble AaHHble 3anpoca MoryT 6biTh 3alingpoBaHbl HA NPUKNAAHOM YPOBHE, 04HAKO WndpoBaHWe gaHHbIX
Ha NPUKIagHOM YypOBHE MOXeT ObiTb 3aBeplleHo (Mnu AewmndpoBaHo) B AeMUNUTAPU30BaHHOW 30He, OCyLLeCTBNeHa
npoBepka ¢ Tem, 4Tobbl yAOCTOBEPUTLCS, YTO AaHHbIe HaxoAsTcs B npegenax COOTBETCTBYIOWMX NapameTpoB, 3aTem
BHOBb BbINONHEHO WndpoBaHre Ansi nepejayun gaHHbix B Be6-ceperuc WS1, rae undopmaumn onsate 6yaet aewmndposa-
Ha. Takum obpasom, Becb 3anpoc Beb-cepBepa MOXeT GbiTb AOMNONMHUTENbHO 3aWngpPoBaH HA TPAHCMOPTHOM UMK
CEeTEeBOM YPOBHE Arisi MPOMEXYTOYHOro cepBuca (BO3MOXHO KINueHTa S4) B AEMWINTaPU30OBAHHON 30HE, KOTOPLIA BHOBb
cospacT 3anpoc Beb-cepuca WS1 BeposiTHO HECKOINBLKO B UHOM dhopmate ¢ TeM, Ytobbl uHTepdenc eeb-cepemca WS1
HMKOrga He NoABeprarncsi BO3AENCTBMIO 3a NMpeaenaMmu opraHM3aumm.

B kpatkom nanoxenun obecneveHns GeaonacHoCcTU BeO-CEpBUCOB AenaeTcsi BbiBOA, YTO CyWECTBYET MHOMO BO3-
MOXHbIX KOMOVWHaUWA MexaHuama ayTeHTudwmKaumm, wnudpoBaHus naponen u WndpoBaHnA gaHHbIX, KOTOpbIE OTBEYa-
0T pasnuyHbIM NOTPebHOCTAM ayTeHTUdUKaumm u koHduaeHumansHocTh. CylecTByeT Takke MHOXECTBO MeCT B TWUMO-
BOVW CETW OpraHusauuu, rge MOryT MCMONb30BaThCs BeO-CEPBUCHI. YTPO3bl U HEOBX0AUMbIE KOHTPMEPLI 3aBUCAT OT MEC-
TONONOXEeHUs1 KnneHTa Beb-cepBuca, cepBepa BeG-cepeuca, a TaKke OT CEeTeBOro Tpakrta Mexay AByMsl CUCTEMaMMu.

CywecTByIOT TaKke Apyrve koHuenumn obecnevenna 6esonacHocTn Beb-cepBucoB. OyHKUMOHUPOBaAHWE MeXay
KITMEHTOM U CEpPBEPOM 4acTo ObiBaeT KPUTUYECKN BaXHBbIM. YCTPaHEeHMe 0TKasa, pe3epBUPOBaHUE, BOCCTAHOBIIEHWE U
BOMPOCHI, BO3HMKAIOLWME NpU HenpeasnaeHHbIX 06CToATeNnbCTBaX, MOMyT cAenaTtb HEKOTOpbie KOHTpMepbl Gonee npu-
BreKaTenbHbiMW. MIHCTpyMeHTanbHble cpefcTea paspabotkm Be6-cepBucoB, MMelowmecs B pasnuyHbiX KOMNaHusix, obec-
NneYmnBaloT pasnuuHble BUAbI Nogaepxky ctaHgapToe SSL v ctaHgapToB 6e3onacHoCTU BeG-CEpBUCOB; KOHKPETHOE WH-
CTPYMEHTanbHOoe CpedcTBO MOXET He nogaepxaTh MOBTOPHOE ucnonb3oBaHwe SSL ceaHca Ha ocHoBe cepTUMKATOB.
MockonbKy cepBep NMPUIOXKEHWA MOXeT obnagatb pasnuYHbLIMU BO3MOXHOCTAMM MO OTHOLIEHUIO K CTAHAAPTHLIM MHCT-
pPYMeHTanbHbIM cpeacTBaM, pe3ynbraTtbl MOryT pasnu4aTbes.
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Mpunoxenue C
(cnpaBouHoe)

MﬂﬂIOCTanMﬂ OLeHKU pUCKa

Tabnwunya C.1— dopma oueHkn pucka

VA3BUMOCTb Puck cduHaHcoBbIX Puck ymeHbLueHus Puck gans
y6bITKOB NpPoAYKTUBHOCTU penyrtauuun
Mepconan
MpeHTudmumporate YpoBEHb pUCKa, BLITEKAIOLWETO U3 CrieAylowei yrpo3bl
HecaHKUMOHMPOBaHHOE pacKpbITUE, U3MEHEeHne B C H B C H C
unu paspywieHme mHdopmaumm
HenpepHamepeHHoe nM3meHeHWe unu paspylue- B C H B C H C
Hue nHdopmauum
OTcyTCTBUE NOAAYM UK HEMPABUNBHO aapPeCcoBaH- B C H B (o} H C
HasA noga4va nHdopmauum
OTkas oT obcnyxmBaHusa unu yxyawenwe obeny- | B C H B C H C
XNBaAHMUSA
Momewenunsa n obopygoanne
MpaeHTndmumpoBath YPOBEHb PUCKA, BbITEKAIOLWETO U3 Creayiowen yrposbl
HecaHKUMOHUPOBAHHOE pacKpbiTUE, M3MEHEHWNE B C H B (o} H C
uny paspylueHme nHdopmaumm
HenpeagHamepeHHoe U3MEHEHMe Unu paspylue- B C H B C H Cc
Hue nHdopmauum
OTcyTCcTBME NOZAYM UMY HENPAaBUIBHO afiPeCoBaH- B C H B C H C
Hasl mogadva mHopMauum
OTkaz oT o6CcnyxuBaHus Unu yxygwehnme obeny- B C H B C H Cc
XKnBaHus
MpunoxeHuns
VaeHTndmumpoBaTh YPOBEHb PUCKA, BbITEKAIOLWLETO U3 CNeayiowweil yrposbl
HecaHKUMOHMpPOBAHHOE pacKpbITUE, U3MEHEHUE B C H B C H Cc
unu paspyweHme mHdopmaumm
HenpeaHamepeHHoe M3MeHeHUe unu paspylue- B C H B C H C
Hue mHdopmauum
OTcyTCcTBME NOJAYM UNU HENPAaBUITLHO apEeCOBaH- B C H B C H C
Has nogayva wHdopmauum
OT1ka3 oT obcnyxuBaHusl Unu yxyglwenve obeny- B C H B C H C
XUBaHUs
Cuctembl CBA3N
MaeHTndmumpoBaTh YPOBEHb PUCKA, BbITEKAIOLWETO U3 CNeAyIoWwen yrposbl
HecaHKUMOHMpPOBaHHOE pacKpbITUe, U3MEHEHue B C H B C H C
unu paspyweHme nHdopmaumm
HenpeaHamepeHHOe M3MEHEeHMe unu paspylue- B C H B C H C
Hue nHdopmauum
OTcyTCTBUE NOAAYM UM HENPABUITBHO aiPEeCoBaH- B C H B C H C
HasA nogadva nHdopmauum
OT1ka3 oT obcnyxuBaHusl unu yxyglwenue obeny- B C H B C H C
XUBaHUA
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OkonyaHue mabnuuysi C.1

Puck ¢duHaHcoBbIx Puck ymeHblueHus Puck ans

YA3BUMOCTb
ybbITKOB npoayKTUBHOCTH penytauuu

MporpammHbie cpefcTBa cpeabl U OrnepauuoHHbIE CUCTEMBI
MpoeHTmdmumpoBaTh YpOBEHb PUCKA, BbITEKAIOLLETO M3 Cneayiowen yrposb

HecaHkunoHMpoBaHHOE pacKpbiTUe, U3MEeHeHue B C H B C H B C H
Mnu paspyweHve uHgopmaumm

HenpegHamepeHHOe W3MEHeHWEe Unu paspylue- B C H B C H B C H
HVWe uHdopMaLum

OTcyTCTBME NOZAYM MU HENPaBUIBHO afapecoBaH- B C H B C H B C H
Hasl nogada nHdpopmaumm

OTka3 oT 06CNyXMBaAHUSI UNK yXyALieHe obeny- B C H B C H B C H
XUBaHUA

C.2 Onucanue TabnuyHou hopMbl OLIEHKU pUCKa

C.2.1 30HbI yA3BUMOCTH

TabrmuHas copma oLeHkU pucka npeacTaBnseT cobol OAHOCTPaHUYHYI0 HOPMY, NPEAHA3HAYEHHYIO AMs1 UCTIONb-
30BaHUsi B OLiEHKe pucka buaHec-byHkumin. TabnuuHas cdopma Bkrnovaer B ce68 NATb 30H YA3BUMOCTU:

1) nepcoHnar;

2) nomeweHus n obopyaoBaHue;

3) npunoxeHus;

4) cucTembl CBSI3W;

5) nporpamMmMHble cpeAcTBa M OnepaunoHHblE CUCTEMBI.

C.2.2 NoTeHUManbHbIE YIpo3bl

Moa HasBaHVeM Kaxpow 30HbI ysi3BuMocTy B Tabnvue C.1 nepeuncrieHbl YeTbipe nognexawme oueHKe noTeHUm-
arnbHble yrposbi:

1) HECAHKLMOHMPOBAHHOE PACKPLITUE, UBMEHEHNE UNU pa3pyleHne nHgopmauum;

2) HenpeaHAMEpPEeHHOe M3MEHEeHne unu paspyweHue nHdopmauum;

3) oTcyTCcTBME MOJAYM WM HENPABWUMBHO aApecoBaHHaA nogaqa uHdopmauuy;

4) oTka3 oT 06CnyKMBaHWUA UK yXyalweHue obcnyxveanus.

C.2.3 YpOBHM U KaTeropuu pucka

CnipaBa OT KaxXJ0W yrpo3bl NPMBEOeHbl CTENEeHN pUcka B Tpex KaTeropusix — (puHaHCoBblE yObITKM, yMEHbLUEHNE
NpoayKTUBHOCTY, ywepb anst penytauuu. Monutrka, nporpamma v npouegaypsl MHcpopmaumnoHHon GesonacHocTy npea-
cTaBnsiloT cobon cpeacTBa MEHePKMEHTa PUCKE, KOTOPbIE UCMOMBb3YIOTCA OpraHM3auven Ans OUeHKU U YMeHbLUEHUS
BusHec-prcka. Puck (hMHaHCOBLIX YOBITKOB B OOXOA42X UMW KanuTane opraHvM3auum MOXeT BO3HUKaTb u3-3a npobriem c
ycnyramu, MHOPMaLUMOHHBIMK CUCTEMaMU UMW MOCTaBKOW npoaykumy. CTeneHb 3TOr0 pucka onpenernsieTcsi YecTHOC-
TbIO CIyXXaLLUX, COCTOSIHUEM BHYTPEHHUX CPEACTB 3alUMThbl, MHOPMALMOHHBIX CUCTEM M pabounx NpoLEeCccoB.

Puck, oTHOCSILLMICS K goxodaM, KanuTany u GusHec-penyTaumm, BbiTEKaOWMN M3 HEFrAaTMBHOMO O6LWECTBEHHOrO
MHEHUS, MOXXET BO3AEWCTBOBATb Ha CMOCOBHOCTE COMHAHCOBLIX YYPEXAEHUM YCTaHaBnMMBaTb HOBLIE B3aUMOCBA3N UNK
yCnyrv unu noadepxuBarb CyllecTBytowme. PUCK MOXeT NpMBeCTU opraHnsaumio K cyaebHomy npoueccy, hMHaHCOBLIM
y6bITKaM unu ganeHenwemy yuwep6by ans penytaumu. NpogorkuTenbHbIA PUCK ANs OXOAOB WK Kanutana, BblTekato-
WU N3 HapyLEHUsT 3aKOHOB, MPaBWIl, NOJOXEHWIA, NPEANUCaHHbIX NPAKTUYECKMX MPUEMOB, 3TUYECKMX HOPM WUNU KU3-3a
HECOOTBETCTBUSI UM MOXKET NOABEPrHYTb PUHAHCOBOE y4pexaeHue WTpadam, rpaxaaHcKo-NPaBoOBbIM AEHEXHBIM CaHK-
umsaM, HeobXxoaMMOoCTM Bo3MelleHust ywepba u notepe KOHTPaKTOB.

B gaHHOM cTaHgapTe UCMonb3ylTcs criegylowme CTeneHn pucka:

- Bbicokasi (B) — 3HaumTernbHble (OMHAHCOBbIE YOLITKM, YMEHbLUEHWE NPOAYKTUBHOCTM UMK yuwep6 ans penytauum,
BbITEKalOWME U3 Yrpo3bl, NOSIBMSIIOWENCH BCNEACTBUME COOTBETCTBEHHON YA3BUMOCTH;

- cpeaHsist (C) — He3aHauuTenbHble (PUHAHCOBbLIE YOLITKM, YMEHbLUEHWE NPOAYKTUBHOCTM WIK yluepl ansi penyta-
Lum;

- Huskasi (H) — MmHMManbHasi BOSMOXHOCTb (OMHAHCOBbLIX YObITKOB, yMeHbLUEHUE MPOAYKTUBHOCTY Unn ywepb
Onsi penyTauum Unu norHoe oTCyTCTBUE 3TUX NOTepb.

C.2.4 UHCTpYKUUM NO OLIEHKE pUCKa

TabnuuHan dopma 3anonHsieTcs nyTem onpedeneHus creneHu pucka — Boicokoro (B), cpegHero (C) unu
HK3koro (H) — no BO3AENCTBUIO KaXJON KaTeropmMm yrpo3 Ha KaXayo U3 NsATU KaTeropwii ysi3aBUMOCTEN, MMEIoLMX OTHO-
WweHne K BusHec-yHKUMW. [ONsi OLEeHKM PUCKOB OpraHm3aumm Heobxoaumo:

- NPOaHanNU3nMpoBaTh 3HaYeHWe KaXAOoN U3 MOTEeHUMAnbHbIX Yrpo3 B TabnuyHon dopme Ansi oLeHuBaeMon geno-
BOW (DYHKUMY;
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- onpeaenuTb, Kak u KTo byZieT noaBepraTbCsl PUCKY M KakoBa CTeNeHb PUCKA, BLITEKAIOWEro U3 KaXaon NoTeHuu-
anbHOW Yrpo3bl, SABNAWENCA CNeACTBMEM KOHKPETHOW KaTeropum ysasBMMOCTW.

Mpu onpegeneHun cteneHn pucka He cyuwecTByeT abconioTHbix npaeun. Onpeagenenne koneGaHui BanioTHLIX
CpeacTB, U3MEHEHWE TPYAOEMKOCTU paboT M Hauxygwmx BEPOSITHbIX COBLITUI MOXET NMPUHECTU 3HAYUTENBHYIO NONb3Y.
Mpy BO3HWKHOBEHWW COMHEHWIt BO BPEMSI aHanv3a noTeHuMarnbHbIX Yrpo3 cnegyeT yuMTbiBaTb BOSHUKHOBEHWE HauXyA-
wero cobbiTusl u BbIGUpaThL AnNA Hero 6onee BLICOKMI YPOBEHb pUCKa.

Mpu 3anonHeHumn TabnuuHor GOPMbI OLIEHKU PUCKA OCHOBHOE NPEAnoONoOXeHMe AOIMKHO 3aKNio4aTbCs B TOM, YTO
HUKaKuX 3alTHbIX Mep He CyweCTBYyeT.

B kauectBe npumepa nepByio yrposy B Tabnuue C.2 MOXHO NpoaHanuanpoBatb criegylowmm obpasom:

- MOXET I NPUBECTU K AEHEXHBIM MOTEPSIM, YMEHBLUEHWIO NPOAYKTUBHOCTY Unu ywepby ansa penytaumn yupex-
AEHus, ecnv Nuuo, umerwee o6bIYHbIN ZOCTYN, PACKPbINO MHAOPMaUMIO O Bawew annapatype u obopyaoBaHum (10 ecTb
cnyxalmin otaena packpbin kombuHaumio ceiidba oTaena, coaepKalero LeHHOCTU Unn KoHduaeHUumanbHyo nHdopma-
umio);

- ByaeT nu ypoBeHb YObITKOB n/unu ywepba ans penyTaumy BbICOKMM, CPEAHUM UITU HU3KWM.

MaentnduumporaHHbie yrposbl (T. €. cnyxawmin otgena packpein kombunauuio ceitda otgena, cogepxawero
LIEHHOCTU UNu KoHUuAEHUManNbHy10 MHAOPMaLUMIo) AOMKHLI 6biTb AOKYMEHTUPOBaHbLI BMECTe C MCNONb3OBaHHLIM NOMW-
yeckum obocHoBaHueM. HekoTopbiM 6U3HEC-DYHKUMSIM MOXET COOTBETCTBOBATb OTBET «HENPUMEHUMO» B OTHOLIEHUN
Kakon-nnbo yrposbl, BO3HWUKLWEN BCMEeACTBUE HEKOM YS3BMMOCTM UMW LENOW KaTeropum ysspumocten. B aTom cnydae
HeobxoAuMO AOKYMEHTMPOBaTb Nnornyeckoe oHOCHOBaHWE, Nexallee B OCHOBE PELeHUsl, a AOKYMEHTaUWio — coxpa-
HUTb B harne ¢ 3anonHeHHOW TabnuuHon opmMon.

Mocne naeHTMdUKaumn yrpo3 BO3HMKaeT HEOBXo0aUMOCTb NPUHATUA PUCKOB NPU HANU4YMW COOTBETCTBYIOLMX NON-
HOMOUMIM NMNBO CMArYeHns puckoB. Puckm MoryT BbiTb CMAMYeHbl Nnepeaaqen pucka (CTpaxoBaHue), NPUHATUEM Mep
NpOTUBOAENCTBUS B OTHOWEHUN PUCKOB (CHWDKEHME) NyTEM NPUMEHEHUR CPeAcTB ynpaBneHnss 6€30nacHoOCTbi0 Unu
n3bexaHus pucka NocpeacTBOM YCTPaHEHUs] UCTOYHWKA Yrpo3 Yepe3 u3MeHeHne GusHec-uenw.

C.3 Tabnuua oueHku pucka

Onsa kaxgon kateropun pucka Heo6xoaMMO BBECTW CTENEHb PUCKA, CBA3AHHYIO C KXXAOW YA3BUMOCTBIO: BbICOKasi
(B), cpeansis (C) nunu Huskan (H). Mpu oueHKe Kaxaon KaTeropum pucka onpegensetcs obwmin puck ans KOHKPETHOM
yassumocTu. Mocne 3anonHennsi Tabnuubl C.2 BeiBUpaloT nogxogawme CpeacTea ynpaBneHus.

Tabnunuya C.2— OueHka pucka No KaTeropuam ysseBuMOCTU

YassumocTu Kateropus pucka
®uHaHcoBbIe YMeHblueHue Yuiep6 O6Lwmin puck
yOBITKY NPOAYKTUBHOCTU Ansi penyrauun
MepcoHan

Annapatypa u obopyaosaHue

MpunoxeHus

Cuctembl CBR3U

MporpammHble CpeacTBa cpeabl u
onepaunoHHbIe CUCTEMBI

C.4 OnucaHue Tabnuubl OLLEHKU pUCKa

C.4.1 Kpatkui 063op

Tabnuuya C.3 — Tabnuua oueHKM pucka UCTONb3yeTCst Ans Nokasa obLlei CTeneHu pucka Arsi Kakgon yassumo-
CcTn. B BepxHen uvacTn Tabnuubl NepeqncrieHbl TPU KaTeropum puUcka, a MnsiTb 30H YsI3BUMOCTM — B JIEBOW KOMOHKe
Tabnuusbl.

Tabnuuy oueHKM pucka 3anonHsloT MNyTeM YCTAHOBMNEHUS OOGWeN CTENeHu puUcka ANs KaXaon U3 NATH 30H
yaseumocTen. OBwan creneHb pyUcka gomkHa 6biTe BbIBEAEHA U3 YeThIPeX yrpo3, paHee aeHTUMLUMPOBaHHLIX B TaGnu-
ue CA1.

C.4.2 NHcTpyKuus no Tabnuue puckoB

B uensx o6beanHeHusi pucka Ans KOHKPETHOW KaTeropuu criedyet M3yuuTb CTENeHU pyUcka Ans KOKOA0N yasBUMO-
¢t B Tabnunue C.3. B kaxgow kateropuu pucka B OTAENbHOCTW criedyeT onpeaenvTb Bug oblien creneHn pucka ans
YeTbipex yrpo3. B Tabnuuy oueHkM pucka 3anuchbiBaloT CTEMEHb pUcKa.

Ons ycTaHoBneHusi obuiero pucka nocrie NPoBefeHVs OLUEHKM Kaxaol KaTeropum pucka crieiyeT npoaHanuanpo-
BaTb norvdeckoe o6oCHOBaHWe, CTOsILEE 38 CTEMEHbIO PUCKA, YCTAHOBMEHHON NS KAXAOW YS3BMMOCTH, U OLUEHWUTb
obwmii puck — Bbicokon (B), cpeaHen (C) unu Huskow ctenenn (H) — ans kaxaoi ysi3BUMOCTU.

CnegyeT y4ecTb, 4TO Npu onpedeneHn obLuMx cTeneHen pucka Ans Kaxaon ysi3BUMOCTU He CylecTByeT obwmx
npaeun. OgHako cnegyeT yuuTbiBaTh criegytolwme hakTopbl:
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- BO3MOXHOCTb WM BEPOSTHOCTb BO3HUKHOBEHUS Yrpo3bl. Yrpo3bl ¢ Gonblueil BepOosiTHOCTbI0 BO3HUKHOBEHMWS
JOIMKHbl OKa3blBaTh Oonee CyweCcTBEHHOE BNUsiHME Ha ONpeAeneHne CTEeNeHW PUCKa, Yrpo3bl C HAaMMEHbLLEN BepOATHO-
CTbl0 BO3HUKHOBEHUSI — MEHee CYL,eCTBEHHOe BNUsHUE;

- yrpo3am, UMerLmUM NpsiMOe OTHOLWIEHUE K oueHMBaemol Guanec-OyHKLUKN, NMPpU OnpedeneHun CTEeneHn pucka
Heobxogumo npuaaeaTth Gonblee 3Ha4YeHue.

CriegyeT NpOsIBNSITE OCTOPOXHOCTE MPW OLEHKE CTEMEHU pUcka U B Cliy4ae COMHEHWs BbibmpaTb 6onee BbICOKYHO
cTeneHb pucka.

B kavecTBe npyvMepa OLeHKM ODLLLero pucka yrpo3e OTCyTCTBUSI UMW HEMPaBUbHO agpecoBaHHON nogayv MHoop-
MaLuU MOXET CNy>XUTb GonbLuan 3HAaYMMOCTb NMpU BblibOpe CTeneHn obLero pucka, Tak-Kak OTCYTCTBUE MOCTaBKU MOXET
cunTatbcsi Honee 3HaYMMON Yrpo3on ANs aHanmanpyemon BusHec-PyHKUMM, YeM HECAHKLUMOHWPOBAHHOE packpbiThe
MHopMaumm 0 NoCTaBKe.

C.4.3 Beibop cpeacTs ynpaBneHus

Bbibop 3alwmTHEIX Mep Ge3onacHOCTU obecnevnBaeT yupexaeHnio HeNnocpeaCcTBEHHOE YrpaBrieHne npvHumae-
MbIM PUCKOM. YuUpexaeHne OOMKHO OLEHWTb, HACKOMBbKO 3anniaHupOBaHHbIE W CyLECTBYOLWMNE 3alUMTHbIE Mepbl CHUXa-
0T PYCK, MOAEHTUDMLNPOBAHHBIA NMPY aHanuae pucka, onpeaennTb AONOMHUTENBHbIE UMEIOLLMECH 3alUMTHBIE MEpbl UK
Mepbl, KOTOpble MOryT GbiTb CKOMMPOMETUPOBAaHLI, paspaboTaTtb apxuTekTypy GesonacHocTn T 1 onpegenuts orpaHu-
YeHVsl pasnuuHbiX TMNoB (cMm. 8.3—8.7). 3ateM HeobxoanMo BbiGpaTh COOTBETCTBYIOLME OBOCHOBaHHbIE 3alUTHbIE
Mepbl A5 CHMKEHWST OLEHEHHBIX PUCKOB A0 MPUeMnemMoro ypoBHsi. [JononHuteneHble nogpobHocTn o Bbibope 3awmT-
HbIX Mep cMm. [2], [5], [20], [21].

C.4.4 PanxupoBaHue BO3OeMCTBUA U BEPOATHOCTH

Onsi onpegenexHns cTeneHn BepPOSITHOCTU BO3OEVCTBUSI MCNOMb3YIOT WKany paHxuposanust oT 1 go 9. OueHka
mMaclwTaba BEpOSTHOCTM W ONpeaeneHHOro Bo3aencTBUS MO KaxaoW M3 LLIECTM OCHOBHbLIX KATEropuin CTPYKTYpbl PUCKOB
opraHv3auumn yCTaHaBIMBAETCA MCX0Os M3 MPaKTUYeCKOW AesTenbHOCTU opraHu3auuii. [laHHas rpagauusa gaeT ouwlyule-
HUE «OMCKPETHOCTWY», OQHAKO 3Ha4YeHWs OOIIKHBI pacCcMaTpMBaTLCS KaK PeKOMeHZauuM no onpeaeneHuio BeNIMYnHbI
pycKa, a He B Ka4eCTBE PYKOBOACTBA K MPUMEHEHMUIO.

[nsa onpegeneHusi BEpPOATHOCTM NPUHATA Cleayowas Wkana paHXMpoBaHus:

- npeHebpexnmo manasi — oguH pas B 1000 net nnun pexe;

- KpaviHe mManoBeposaTHas — oguH pa3 B 200 nerT;

- O4eHb ManoBeposiTHas — oauH pa3 B 50 ner;

MaroBeposiTHas — oauH pas B 20 ner;
BO3MOXHasi — OAWH pa3 B 5 ner;

BEPOATHASA — EXerogHo;

O4YeHb BEPOSTHAA — eXeKBapTasibHO;
oXupgaemas — exemecs4Ho.

OXvnaaemasi ¢ YBEPEeHHOCTbIO — eXeHeaerbHO.

Mpeagnonaraercsi, YTO BEPOATHOCTb HACTYIIIEHUS] PUCKOBOTO COOBLITUSI BbIGpaHHOrO paHra B YeTbipe pasa npeBbl-
WaeT nNpeabigyLyro BEpOATHOCTD.

B Tabnuue C.3 npuBegeHbl obwme napaMeTpbl OLEHKM PUCKA U XapaKTePUCTUKM KaXZoro U3 WeCcTU OCHOBHbIX
Kateropvi pucka. [ns HEKOTOPbLIX OLUEHOK pucka MOryT noTpeboBaTbecsl Apyrve XapakTepucTUkU, HO UCTONb3yemble
CTeneHy BepossTHOCTU HaCTYMNIEeHUs PUCKOBOro COOLITUSI JOMKHbI COOTBETCTBOBATDH LUKANe paHXupOBaHUS.

CnepyeT OTMETUTB, YTO OLEHKa NPUBOOUTCS OIS YUCTOrO, a He ansi obwero pucka. [lpymmun cnosamm, Heobxoaum-
MO yAensiTb BHUMaHUe PUCKOB MpU HanuuMm umerowmxcss Mmep ynpaenenusi. O6bMHO Hanuume npegynpexgalowmx Mep
YNPaeneHnsi CHUXaeT BEPOATHOCTbL BO3SHUKHOBEHUsI COOLITUSI, HO HE BNUSIET HA CTEMNEHb €ro BO3AENCTBUS; MEPbI yrpaB-
NEHUs], crieunanbHO HanpaeneHHbIe HA YMEeHbLUeHVEe BO3EeNCTBUs,, OObIMHO HE BMUSIIOT HA CTENeHb BEPOATHOCTU BO3-
HUKHOBEHUsI COObITUS.

Tab6nuua C.3— OueHka pucka

Panr Onucanne PenyTauus OnepauuoHHbI Be30nacHoCTh lMpaBoBou ®dUHaHCOBbLIN CTpaIeruqec-
pUCK pUCK pUCK KUA pUCK
1 MpeHeb- TNokane- <$ 100
PEXMMO Ma- HbIA  Naponb
noe K He Cekper-
= HbIM JaHHbIM
s packpbIT, HO
3 He WCMOonb30-
=
T BaH

49



roCT P UCO TO 13569—2007

lNpodomkernue mabnuusr C.3

HUKa

Ha KNMeHToB

Panr Onucanue PenyTauus OnepaumorHblil | Bo.ona oy MpasoBon PuHaHCOBbIV CTpajeruwec-
puck puck puck KUA puUcK
OueHb Hanaakn Heanaum- Nokane- Mpaso- ~$ 1000
He3Ha4u- Ha  6aHKOB- | TENbHOE KO- | HbI Naponb | Bble OTBETHI
TenbHoe CKYIO CUCTEMY | NMWYECTBO 3K- | K CEKPeTHbIM | OT y4YacTHMKa
no MeCTHOMY | ChNyaTauuoH- | AaHHBIM pac- | KnMpuHra He
pagmo 1 B | HbIX npo- | KPbIT, HO HE | BbINONHAIOT-
MECTHOW 6rnem, He OKa- | ncnonb3oBaH | cA BO Bpe-
npecce 3blBaOLLMX MEHHOW  ne-
BO34encTBne puoa, onpe-
Ha KIMEHTOB AENEeHHbIN
3aKOHOM
=
s Heasna- «Crah- BpemeH- YTeuka NaeHtn- ~$ 5000 Monutn-
= unTenbHoe |AapTHble» fA3- | Hoe HEeBbl- | UM KOMMpPO- | uumpoBaHa KM UK CTaH-
§ BUTENbHbIE nonHeHue MeTauusi He- | monpasBumas [apTbl  He
BbiCKasbiBa- | obcnyxuBa- | 3HauMTENb- BO3MOX- noaaepKu-
HUA B HauUWo- | HUA (~14) | HOro Konu4e- | HOCTb  Heco- BaioTCH
HanbHOW OfHOrO 4reHa | cTBa TeKy- OTBETCTBUSI
npecce WM | CUCTEMBI; e nHoop-
pasmMeLleH- npobnemsl, Mauum
Hble B VIHTep- | OKkasbiBalo-
HeTe O 0aH- | Wwme orpaHu-
KOBCKOW CWC- | Y8HHOe BMNu-
Teme, HaNpu- | AHWE Ha KNu-
Mep NMUCbMO | EHTOB
yutartens
3amert- BHumaHwne Okcnnya- 3noynoT- Hecno- ~$ 20000
Hoe HauuoHanb- | TAUWOHHbIE pebneHue 3a- | coOGHOCTb
HOW npecchl | Nnpobnemsl, KOHHBIMM npegocra-
wnn  pagwmo, | okasblBalo- npvBunervs- | BuUTb AaH-
Hanpumep Wwre BO3deN- | MM JocTyna Hble, Tpebye-
NOXON OT3blB | CTBUE Ha BCIO Mble  3aKo-
cucTemMy Knu- HOM, Hanpu-
puWHra mep, cornac-
Ho [11]
Cywe- Cepbes- BpemeH- Jlornyec- Mpago- ~$ 100000 Monutu-
CTBEHHOE |Ha\  KpUTK- | Hoe HEBbI- | KO unu u- | BOe BMella- KM WK CTaH-
yeckas nonHeHve 3nyeckoe TENbCTBO, [apTbl He Cy-
= cTatbsi B obcnyxuBa- | NPOHUKHOBE- | UCK He YAOoB- LLECTBYIOT
§ npecce WM | HUA  MHOMMX | HUE B onepa- | NeTBOpPeH
E OOKYMeH- UNEHOB CWC- | LUMOHHbIE CU-
o TanbHas TeMbI Wnn | CTeMbl OOHO-
© nepegadva no | gnutensHoe | ro unu Gonee
pagvo unu no | HeBbINONIHE- | YNTEHOB  Cu-
Tenesunge- Hue obcnyxu- | cTembl  (Ha-
HUIO, CKIMOH- | BaHus (4o o4- | npumep Bpe-
Has paccmart- | Horo pabouye- | QOHOCHbLIN
puBaTbCA Kak | ro gHsl) Ans | Bupyc, npu-
mexogsLwas OAHOIO urneHa | YMHWBLLMIA
M3  3acnyXu- | CUCTEMbI; Cy- | HEKOTOpPbIN
BaOWero go- | WwectBeHHoe | ywepb)
BEpUS UCTOY- | BO3JENCTBME

50




Okonyanue mabnuuysi C.3

rOCTP UCO TO 13569— 2007

Paur OnucaHue Penyraums OnepauunoHHbI Be30nacHoCTb MpasoBon duHaHCOBbLIN CTpaIeruqec-
puck puck pucK KUA pUCK
6 OueHb My6nny- UneH cuc- Yenewxoe Havano ~$ 1000000
CYWECTBEH- | HAA KPWUTMKA | TEMbI HE MO- [ MOWEHHUYe- | nonuuelcko-
Hoe CO  CTOpOHbI | xeT paboTatb | CTBO Menko- | ro unu pery-
’§ HauWoOHanb- | C KIIMPUHIOM | r0 — cpegHe- | NATUBHOIO
I HOro  perynu- ro macwtaba | paccrnepoBa-
5 pylowero op- HUSI; peryrnsi-
5 raHa unu of- TMBHOE BMe-
pacneBoro LIaTenbCTBO;
WCK YZI0BIeT-
BOpeH
7 bonb- Beaywas HeBbinon- YcnewHoe Cyne6- ~$ 10000000 Ynpas-
woe HOBOCTb  BO | HEHWe obcny- | MOWeHHUYe- | Hoe npecne- NeH4YeCcKun
MHOIMX ra3se- | >KMBaHUsi Ans | CTBO KPYNHOro | oBaHue, KOHTPOIb
Tax wvnu oc- | MHorMX une- | pasmepa; BO36yxaeH- CKOMIMpOoMe-
HOBHbIX Tene- | HOB CUCTEMbI | OonepauuoH- | Hoe npoTUB TUPOBaH
BU3UOHHbIX B KPUTUYEC- | Hble AaHHble | KNMPUHIOBOW
HOBOCTSIX Koe  Bpems | unu cucTembl | nanatbl (He-
AHa  (15:00, | koHTpONA ycneLHoe)
NATHULA) CKOMnNpome-
TUPOBaHbI
= | 8 OueHb locyaap- HeBbinon- Knuputro- Cyneb6- ~$ 100000000
> bonblioe | CTBEHHOe HeHWe Ku- | Bas cucTema | Hoe npecne-
8 BMellaTenb- | pUHra B Te4Ye- | BanoMa v | noBaHwue,
3 CTBO WINU CO- | HWE BCEro pa- | Cepbe3Ho BO36yXaeH-
m noctaeumele | 6oYero AgHs CKOMMNpoMe- | Hoe NpoTUB
nonuTu4ec- TUPOBaHa KITMPUHTOBOW
Kve nocneg- nanatbl  (yc-
CTBUSA newHoe)
9 Karacrt- Wwnpokoe MonHoe KnupwuHro- Cuctema- |~$ 1000000000 Byoyuwee
podudec- | ocBeleHne HEBbLINOMNHE- | Baf nararta | Tudeckoe MU CyLLLeCTBOBa-
Koe npeccon M | HMe obCrnyXu- | UMM ee Kpun-| yMbllLeHHOe HUE KITMPUH-
TeneBuOeHU- | BaHusi B Tede- | Torpadumdec- | Hecobnioge- roBou
€M, TOMHas | HUe HEeCKONb- | KNe CWUCTEMbI | HUE  3aKOHa nanartbl noga
noTeps p[oBe- | KX AHel/He- | NOMHOCTBIO pykoBoZa- COMHEHUEM;
pus cO CTO- | genb CKOMMNpOMe- | CTBOM  BbIC- nnaTtexHas
POHbI  NyGnu- TUPOBaHbI; LIero ypoBHSA MHAOYCTpUS
KA WU YNEeHOB MOLLIEHHUYe- CKOMMNpome-
cnucTemsl CTBO KPYMHOro TMpOBaHa
macwTtaba
6e3 wu3BecT-
HOW OLEHKMN

MoaBepxeHHOCTb PUCKY UMK 3HAYUMOCTb pUCKa

dopmupyetcss Mogenb, WCMonb3yemMasl Kak CPeAcTBO OnpeaerneHuss MNoABEPXKEeHHOCTW PWCKY Ha OCHOBE
PaHXMPOBaHWSA MO BO3AEWCTBUIO M BeposiTHOCTU. [laHHaA mogenb BkiovaeT B cebs nATb ypoeHen. Ha npaktuke katero-
pUM pUCKa, oLeHMBaeMble YPOBHEM 1, He 3acnyxuBaloT danbHelwero aHanwaa. OueHMBaemble ypoBHeM 5 noanexar
HeMedNEeHHOMY pearvpoBaHWI0, a He MPOAOIKEHUID OLUEHKM pucka! Tak 4To B LENOM Mbl MOMyYaem TPEXypOBHEBYIO
LwKany.

51



FTOCT PNCO TO 13569— 2007

O603HavYeHne 3anNBKK:
He3alW WeHHOCTb OT BOS,EI.eVICTBMH/SHaLII/ITeﬂbHOCTbZ

KpuTUyeckas
3HauMUTeNbHas
cyuiecTBeHHast
He3HauuTenbHas

npeHeGpexMMo mManas

9 3 3 4 4 4 5 5 5 5
B 8 3 3 4 4 4 4 5 5 5
n 7 2 3 3 3 4 4 4 5 5
" 6 2 2 3 3 3 4 4 4 5
5 5 2 2 2 3 3 3 4 4 4
H 4 1 2 2 2 3 3 3 4 4
" 3 1 1 2 2 2 3 3 3 4
€ 2 1 1 1 2 2 2 3 3 3
1 1 1 1 1 2 2 2 3 3
1 2 3 4 5 6 7 8 9

BepoATHOCTb

HeCcoMHEHHO, YTO YeM 6o/blle 3HAYMMOCTb pPUCKa, TEM 6ONbLUE YCUNNUIA HYXHO 3aTpaTWTb Ha aHanu3 u ynpasre-
HMe pUCKOM. Ha 3Toil cTagum He CTOUT C/IeNo c/iefioBaTb CUCTEME OLIEHKM, camMbiM HEO6XOAMMbIM SIBNISETCS onpeaene-
HMe OCHOBHbIX NMpo6/ieM pucka, KoTopble 6yayT paccmaTpuBaTbCs PYKOBOACTBOM B /IOGOM YMECTHOM AJ1si HErOo nopsiake
Ha OCHOBE BCeli MMelLleics HGopMaLMmK, BKIOYasi NOABEPXEHHOCTb PUCKY, HO He OrpaHuMuMBasicb eil. K gpaktopam,
KOTOpble criegyeT NpUHMMAaTb B pacyeT Ha 3TOl CTaguu, OTHOCATCSA 06blYHble (DAKTOPbl, PEerynupyroline ynpaeneHue
GU3HECOM: Ha/lMune pecypcoB, GHOMKET, cTpaTernsa W Uennm KoMnaHuM B AaHHOE BPEMS, MOMUTMYECKOEe BAUSIHUE U T. 4.

Mocnepytouwmne gelictens

Ons 06paboTkn NAEHTUPULMPOBAHHbIX PUCKOB BbIGMPAETCS OAHO U3 CNeAyrLlUX YeTblpex HanpasfeHuii aei-
CTBWIA:

- n3bexaHme — o3HayaeT YyCTpaHeHMWEe WCTOYHMKA Yrpo3bl WM U3MEHEHWE GU3HEec-LUenn ANa YyCTpaHeHMs pucka.
XoTs 3TOT cnoco6 06paboTKM puUCKa KaxeTcs uieasibHbIM, OH, OYEBMAHO, NMPUMEHUM NUWb B peakux cnydasx. «bes
pucka HeT 6usHecal» Hanpumep, Bbl MOXeTe usbexatb pucka GbiTb COUTbIM MalUWMHOM, HUKOrAa He BbIXOAs M3 AOMa, HO
B 3TOM C/lyyae 3HauuTeflbHas 4acTb XM3HW npoiget mMumo Bac. MNpuBefem npumep, 6onee 6u3kuii K 6GU3Hec-onepauu-
AM: Mbl MOXEM NpefoTBPaTUTb BO3JENCTBME HECOCTOATE/IbHOCTM TPeTbeli CTOPOHbI, HE UCMOMb3ys 3Ty CTOPOHY, B 3TOM
c/lyyae Ham, BEPOATHO, NPOCTO He C kem byaeT pabotaTb! OgHAKO B TeX CrlyyasX, Korga pucka MOXHO peasibHO M36exartb,
3TO YacTo ABNSETCS AELEeBbIM U AO/TOCPOYHbIM PELUEHNEM:

- NPUHATME Mep — O3Ha4aeT, YTo Heo6GXO0AMMO OCYLeCTBUTbL AECTBMSA, KOTOpble 3akni4yatTcs B paspaboTke
nnaHa. BbINOMHEHME 3TUX AEWCTBUIA yMeHbllaeT BEepPOSsiTHOCTb Matepuanvsauuym pucka uam orpaHuunBaeT adpgekT co-
6bITMA 1 Takum 06pa3oM yMeHbluaeT ero BosfeicTBue. [prMepbl MHOTOYUC/IEHHbI U OYEBUAHbI — MNPUHATME Mep B
OTHOLUEHMM pUCKa MOTEPU AAHHbIX C MOMOLLLID pPeXxyMa Pe3epBHOr0 KOMMPOBaHMS, orpaHuyeHne adpdhekTa KoMnpome-
Tauunm KpUnTorpagouUUecknx Kueid nyTeM orpaHUyYeHust cpoka Mx Cnyxobl 1 T.A4.;

- pacnpegeneHne — o03Ha4yaeT NepesioKeHne OCHOBHOW 4YacTu BO3AelCTBUS NOCNeACTBMIA pucka Ha TPeTbk CTo-
poHy. Knaccuueckum cnoco6om siBNsieTcs cTpaxoBaHWe. HecoOMHeHHO, pacnpefesieHne pucka peako aocturaetcs 6e3
onpeaeneHHbIX TEKYLMX pacxofos! Hanpumep, Mbl MOXEM pacnpefesiMTb Hally OTBETCTBEHHOCTb 3a BblAauy Hekauye-
CTBEHHOWN KOHCyNbTauuum nyteM NpodhecCUoHanbHOW KOMMNEHCALMOHHON NOAUTUKM. PUCKM MHOrAa MOXHO pacnpeje-
NNTb Ha TPeTbW CTOPOHbI Yepe3 corfalleHne (Kak OTBETCTBEHHOCTbL), XOTA CMOCOGHOCTb 3TUX CTOPOH yNpaBnsATb nocnep-
CTBUSIMM PUCKOB cama no ce6e MoxeT npeAcTaBnsTb PuUcCK:

- NPUHATME — YeTBepPTbIM BapuaHTOM SIB/ISSETCA MPOCTOE MPUHSATUE pucka. Heo6xoAnmMo 0CO3HATb BO3MOXHOCTb
NosiBNIEHNS1 pPUCKa, HO OLEHMB Pacxofbl W CTEMNEHb XenaTeflbHOCTU Tpex NepBbIX BapWaHTOB, MPUHATb PeELleHME O TOM,
YTO BEeNMYMHA puUcka nepeBeLInBaeTCa NOoTeHUMaNbHbIMU Bbifogamn paboTbl C HUM. Hanpumep, Mbl MOXEM pPeLnTb
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NPUHATL PUCK (DU3UHECKOTO AOCTYNa B MOMELLLEHNA NPECTYNHWKOB C OTHECTPESbHBIM OpPYXMEM MOTOMY, YTO CTOMMOCTb
hmandecknx mep 6e30NacHOCTV OYeHb BbICOKA M UX YCTaHOBKa HebnaronpuaTHO noBnusieT Ha atmocdpepy Gnaroxena-
TENbHOCTU B HaWen KOMNaHWuW.

KoHeuyHO, MOXHO MCNonNb30BaTh CMELLAHHbIE NoaxoAbl K ONPEeAEeNeHnio pUCKOB, HaNpUmep, B criy4ae NPOHWUKHO-
BEHWUSI BOOPY>XEHHbIX NPECTYNHUKOB B MOMELLEHWe NPUHMMAETCS1 BbICOKAsA CTENEHb PUCKa, @ B OTHOLIEHUW MEHbLUNX
yrpo3 (Hanpumep niogm, cnydamHo 3awegwme ¢ ynuupl), NpuHuMaeTca 6onee HU3Kas CTENeHb pUcKa, NPUMEHSEeTCA
Mepa — MCMONb3yeTCA HEBOOPYXEHHAs OXpaHa nomeweHun. B kavyecTBe mepbl NUKBMAALMKM NOCNEaCTBUN OT 3TOW
yrpo3bl ucnonb3yetca obecneueHne QOMNOMHUTENBHOIO AOCTYNA COTPYAHWKOB C KNABWULWHBIM BBOAOM NIUHHOIO WAEHTU-
MKaLMOHHOrO HOMEpa K KMIOYEBLIM 30HAM UIMKU CyXeHneM yHKUMM NyTEM nepeaaydn 4actu pucka vepes odopmneHve
CTPaxoBaHWUA XW3HU COTPYAHWKOB.

OcTaTouHbIe PUCKKN

Heob6xogumo onpegennTe AENCTBUA NO MOHUTOPUHTY ANS OCYWECTBNEHNA MEHEAXKMEHTa OCTaTOUHbIX PUCKOB, a
TaKkKe OTBETCTBEHHOCTb 3a 3TN AENCTBUSA.
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Mpunoxexnue D
(cnpaBo4Hoe)

TexHonornvyeckue cpeacTea ynpasneHun
D.1 AnnapaTHbie cpeacTBa

D.1.1 CpeacTBa ynpaBneHusi KOHeYHON CUCTEMON

BonbWKMHCTBO opraHn3aumii CerogHa UCnomnb3yeT onpeaeneHHble KOMBUHaUMM HacTonbHbIX U nepeHocHbIx MK B
KauyeCTBE OCHOBHbIX OPUEHTMPOBAHHBLIX HA NOMb3oBaTenen cuctem. B aTMx KOHeYHbIX CMCTEMax UCMONb3YIOTCs pas3nny-
Hble OrnepauMoHHbIE CUCTEMBI, XOTSI UX Npeobnagatowee HONBWNHCTBO MPEAOCTABNASTCA OA4HUM MOCTaBLMKOM. Kpome
Toro, AaHHble MK AononHsioTcs unu B HEKOTOPLIX CRyYasix 3aMeHslTe HebonbWwrMn nepcoHanbHbLIMY MHAOPMAaLMOH-
HbiMK ycTporcTBamu ([TUY). CoToBble TenedoHbl Takke CTaHOBATCA Oonee MOLWHBIMM U MOTYT MHOTAA UCMONb30BaTLCA
KaK KOHeuHble cuctembl. Cneumanuctel B chepe aHanuza u o6pabotkm nHdbopmauum, pabotaiowme ¢ JOKYMeHTaMu,
npes3eHTauusiM1, 3rEeKTPOHHLIMK Tabnuuammn n aHanorm4yHon UHoOpMaUmen, 4acTo UCNOMb3YIOT PeLLEeHUs], NMPUHSTbIe
Ha Gase K. [pyrve nonb3oBateny opraHM3aummn 4actoT UCMONb3YIOT VIHTEPHET TEXHOMOMIC OISl NPUINOXEHUIA, TAKUM
o6pasom npepocraensas goctyn k NMAY u k cotoebim TenedoHam.

B cnyvae ¢ no6on koOHeYHON cUCTEMON npexae Bcero Heobxogumo pasobparteca ¢ npobrnemamu Ge3onacHocTU B
ornepauuoHHOn cucteMme. Hencnonbsyemble n HEHyXXHblE NOACUCTEMBI, Hanpumep PyHKUMKM 6a3bl AaHHBIX U onepaum-
OHHOW CUCTEMbI, AOMKHbI 6bITb OTKNIOYEHbl 1 yaaneHsl. [pyrve dyHkuun aomkHel 6biTb OrpaHUYeHbl 40 MUHUMYMA,
Heo6xoanmoro ansa HopmanbHOW paboTel nonb3oBaTena. Kpome Toro, opraHusaumsa gofmKHaA UMETb OnpenerieHHbIN
MEXaHM3M UCMONb30BaHWA natyen Ans cucTeM M pacnpocTpaHeHns 06HOBNEHUN NO Mepe WX MOCTYMNNEHUsI OT NOCTaB-
LLMKOB, KaK Ansi OnepaunoHHON CUCTEMBI, TaK U Ans NOBbIX NPUNOXEHUN, paboTaloWwmx Ha KOHEYHbIX CUCTEMAaX.

MomMMMo OnepaunoHHON CUCTEMBbI OpraHn3aums AOMKHA PacCMOTPETb PONb KOHEYHBIX CUCTEM U MPUHSTH peLle-
HVWe O HeobXoAMMOCTU JOMONHUTENBHBIX CPEeACTB, TakWX, KAk aHTMBUPYCHbIe Mporpammebl, oBHapyXeHne U npeaynpex-
OeHne BTOPXKEHUS, MEeXCETEBble 9KpaHbl U BMPTyanbHas YacTHas CeTb ANnsA nonb3oBaTenen opraHusauun. Bo MHommx
cnyvasix BHelWHWe cuctembl 6e30nacHOCTM AaHHOW opraHm3auumn (onpegeneHHble B 11.5) obecneumBaloT CBOWMCTBA,
nofobHble aHTUBMPYCHBIM MPOrpaMMam, MexXceTeBbIM SKpaHam, 0BHapyXeHUo U npeaynpexaeHnio BTopxenus. Oa-
HaKO MpW HanNUuMMm MOBUIBbHBIX CUCTEM U C POCTOM BM3Hec-napTHepPCTBa U ayTCOPCUHIa Afsi TPaAULUMOHHOW MHOTOYpPOB-
HEBOW 3alUMTbl UMEET CMbICI AyGnMpoBaTh 3TU CBOWCTBA B MOBUMBHBLIX CMCTEMAaX U, NoTeHumansHo, B MY 1 HacTonbHbIX
MK. Hanpumep, mobuneHeiii MK nonb3oeatensi, NOACOeANHEHHBIN K LUMPOKOMONOCHON CBSI3W M3 A0Ma U UCMONb3YIOLLWIA
BUPTyanbHYIO YaCTHYIO CE€Tb OpraHn3aunm, CTaHOBUTCA KaHaloMm atakm U BpEeMEHHbIM yCTpOVICTBOM nepumMmeTpa, Tpe6y|o-
LLIMM TaKOW Xe 3alMTbl, KaK U gpyrve ycTponcTBa nepumeTpa.

D.1.2 CpencTBa ynpaBneHUsA cUCTeMaMu cepBepa

|_|O,EI,06HO KOHEeYHbIM CUCTeEMaM CUCTEMBI CepBepa HyXaalTcsa B NPUMEHEHUN KaK BHYTPEHHUX, TaK N BHELWHUX
CpeacTB ynpaBleHnsi Ha YPOBHe OMnepauuoHHon cuctembl. CepBepbl YacTo HYXAATCsA B (DYHKLUMOHAMBHBIX BO3MOXHO-
CTHAX W NOACKUCTEMAX, KOTOPble He TpebyloTcsl Ansl KOHEYHbIX cucTeM. [OCKONbKy Ha CepBepe MOXET UCMOSb30BaTLCS
6a3a gaHHbIX, Beb-cepep, FTP-cepeuc, aTn cepeepbl UMeloT Bonee 3HauMTENbHLIN NOTEHUMAN yA3BUMOCTU. [nsa 9Tux
cepBepoB TpebyeTcs NpeaocTaBneHne AoCTyna K gpyrMm yCTPOMCTBaM, KOTOpbIE HE BCEraa 3acnyXuBaioT JOBEPUS.
Kpome TOro, no mepe Bbinycka HOBbIX MaTHEN M BEPCUM ONS HUX, KaK U ANsi KOHEYHbIX CMCTEM, HEOBXoaMMO npeaycMoT-
peTb YCroBUsi TECTMPOBaHWUs,, OBHOBMNEHNA U MeHedkMeHTa cuctem. MNpumepom SIBNAeTCsl TECTMPOBaHUE HOBOFO MmaTtya
B HEMPOW3BOACTBEHHON Cpefe nepen ero yCTaHOBKOW HAa MPOU3BOACTBEHHbIX CUCTEMAX.

UTO KacaeTcsa BHYTPEHHero CpedcTBa YNpaBrieHWs, CepBep Bcerga AOSKEH UCMOoNb3oBaTh CPeAcTBa YNpaBneHus
ONepaumnOHHON CUCTEMBI, OfpaHNYMBaoWne OYHKUMN U JOCTYN K KPUTUYECKN BAXKHbIM CBOUM 4YacTaM. 3TO O3Hadaer,
Harnpumep, 4YTO CepBep, MCMOoMb3yeMblV A4nA NOAAEPKKU BeB-CTpaHuL, He 06a3aTenbHO JOMKEH 3aAeCTBOBaTb CEPBUC
FTP vnun oTkpbIThle NopThl ANnsi 06wmx 3anpocoB 6a3bl AaHHbIX. AHanormuHo cepeep FTP He gonkeH GbiTb OTKPBLIT Ans
nopToB 1 npotokonos HTTR.

MoMMMO onepaunoHHON CUCTEMbI OnpedeneHHoe BHUMaHWe HeobXoauMo yaenuTe aHTUBUPYCHBIM Nporpam-
MaM, OBHapyXeHUIO BTOPXKEHWS N MEXCETEBbIM SKpaHam CepBepa M BOKPYr Hero. JTa 3awpmta MOXeT ObiTb OCYLLECTBIe-
Ha B BuAe pasMelleHnsn cepeepa B 6e30nacHOl 30He 3a MeXCEeTEeBbIM SKPAHOM M UCMOMb30BaHWUSA CUCTEMBI OBHApYyKe-
HVS BTOp>XeHUA Ha 6a3e ceTeBOro yCTpOMCTBa UMW BCe TpW cepBuca 6e30nacHOCTM MOryT GbiTb UCMONB30BaHbl HA CAMOM
XOCTe cepBepa. 3anHTepecoBaHHOCTb B BoMpocax 6e30nacHOCTM opraHM3auum U ceTel CryXuT nobyauTenbHbIM MOTK-
BOM K OLEHKE W ONpedeneHnto YMECTHOCTU TeX UMM UHbIX CPEACTB KOHTPOMs ANsl KOHKPETHbIX CEPBEPHbLIX CUCTEM.

D.1.3 CpepctBa ynpaBneHus yHuBepcanbHbIMU BbIYUCIIUTENbHBIMU MallMHaAMMU

YHuBepcanbHble BblMUCIUTENbHBIE MalWHbl Ans 06paboTkn Gonblumx 06bEMOB AaHHbLIX CO34aloTCs NUWb He-
MHOTMMK Mpon3BoguTensiMu. B pesynbrate yHMBepcanbHble BblMUCIIUTENBHBIE MaLUWHBLI paccMaTpuBaloTcst kak bonee
HagexHble n 6onee MOWHbIE, YeM Apyrue cuctembl 06pabotkm UT. Tem He MEHEE MEHEMKMEHT YHUBEPCAslbHbIX BblUMC-
NNTENbHbLIX MallWH O0JHKEH OCYLWeCTBNATbCA NMOCpeaCTBOM TaKUX Ke NpUHUUMOB obecneveHus 6630I‘IaCHOCTVI, 4yTo U
ans apyrmx cuctem. OcHOBHasi onepauuoHHasi cucteMa AoskHa ObiTe 3almueHa, U ans 3Toro HeoGXOAUMO PaccMoT-
peTb AOMONMHMTENbHBIE MEPLI 3a npegenamu onepaumoHHon cnctembl. OGbIYHO YHMBeEpcarbHas BblYMCNIMTENbHAS
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MalumHa XpaHuT Hanbonee LeHHyo MHOPMaUMio U OernoBOoV pernameHT, NO3TOMY AaHHas uHgopMauusl pasMellaercs
B LUEHTpe MHOrOYypOBHEBOW CeTeBOW apxuTekTypbl 6esonacHocTu. KaxaoMy none3oBaTtento npuceanBaeTcsi COOTBETCTBY-
IOWMI MAEHTUDMKATOP C OrpaHnyYeHHbIMW PYHKLUMOHANBHBIMW BO3MOXHOCTAMU. AQMWHUCTPaTMBHOE YMpaBleHne yHu-
BepCarnbHON BbIMUCIUTENBbHON MALUVHON OCYLLECTBMASTCH HECKONbKUMK coTpyaHvkamu. Kak n B cnyyae ¢ gpyrumm
cuctemamu, HeobxoaMMo BHMMATENbHO PaccMOTPeTh BapvaHT pasgenenunsi 06s13aHHOCTEN Kak YacTb CPpedcTB ynpas-
neHnsn 6e3onacHOCTbIO YHUBEPCANbHOW BbIYMCIIUTENBHOW MalUUHbI.

D.1.4 Cpeactea ynpasneHusi Apyrumu annapaTHbIMU CUCTEMaMu

AHanormyHble NpobnemMbl CBONCTBEHHB! M APYIYMM annapaTtHbIM YCTPOWCTBaM U cucTeMam, aTu npobnemsl Heo6xo-
AMMO pelwnTb A0 pa3BepThiBaHUs NPOM3BOACTBA B opraHm3aumm. [daHHele ycTporcTea MoryT BbiTh cneuuanbHbIMU Wnd-
poBanbHbLIMM CUCTEMaMKW, HOBbIMW TUMaMK annapaTHbIX CPeACTB, KOTOPbIM OKa3blBaOT MPeAnoYTeHne MHOrMe nocTae-
LMKN MEXCETEBbIX 3KPaHOB U CUCTEM ODHAapY)KeHWs BTOPXKEHWS, UMM CeTEBbIMU annapaTHbIMU CPEACTBaMU, Hanpuvep
mMapLpyTu3atopamMm U kommyTtatopamu. Bo Bcex cny4asx npogykumto HeobxogMMo OLeHUTb, YTOGbl MMEeTb MOHSTHUE O
nexalwen B ero 0CHoOBe OnepaunoHHON cucTeme — onepaunoHHas cucTema AoskHa ObiTb 3alwmweHa ot cnabblX aTak.
Kpome TOro, 6onbwoe 3HaueHWe MMeeT pacnonioXeHWe AaHHbIX YCTPOWCTB MO OTHOWEHUIO K BHYTPEHHUM CETEBbIM
COeAMHEeHNAM, MeXCEeTeBbIM 9KpaHaMm, CMCTeMaM MOWUCKa BUPYCOB U OBHapy)XeHWs1 BTOPXKEHWUS.

D.2 MporpamMmMHbIe cpeacTBa

D.2.1 Be6-cepBepbl

Beb-cepBepbl ABMNSOTCA OYeHb PacnpoCTpaHeHHbIM U 4acTO MCMONb3yeMbiM NPUNOXEHWEM, MaBHbIM 06pa3om
npegHa3sHa4YeHHbIM Ana pacnpedenexnns BeB-cTpaHny Ans nonb3oBaTenei. MpunoxeHns MoryT BapbMpoBaTbCa OT
OYeHb MPOCTbIX, NPeACTaBNSIOWMX TOMNBKO (PUKCUPOBaHHbIE CTPaHULbI MHEOPMALUK, A0 OYeHb CNOXHBIX, NPeaoCTaens-
IOWUX MHOTOCTPaHUYHBIE OOKYMEHTbI C NMOAAEPXKKOW CLEHAPUEB, aKTUBHBIX MPOrPaMMHbIX MALWMHHLIX KOMaHa u T. A.
OpraHusauun omkHbl onpeaenuTe HeoBXoAUMYIO Ans HUX CTeMNeHb CNOXHOCTWU U COOTBETCTBYIOWME CBA3N Mexay WH-
TepHeToM, Beb-cepBepomM (Beb-cepeepamu) U BHYTPEHHUMU AaHHBbIMKU. O6bIMHO hMHAHCOBbIE Yy4pexXaeHUs HacTauBaioT
Ha TPEX3BEHHOW apXWUTEKType C MeXCeTeBbiMU 3KpaHamu, obecneunBalowmmn rpaHuuy mexagy WNHTepHeToMm n Beb-
CepBepoM M Mexay Beb-cepBepOM W BHYTPEHHUMM AaHHbIMW. MHOro3BEHHbIE apXMTEKTYpbI, pasgensiowme AONONHU-
TenbHble YPOBHW MPUMNOXEHWUA unu Br3Hec-norvku, 4acTo ucnonb3yloTca ana obecneveHns Gonee XecTkoro ynpaerne-
HMS NOTOKAMU OAHHbIX.

MHOrve nNocTaBWMKM PacnpoOCTPaHAT NPOorpaMmHbIe CpeacTea BeG-cepBepoB, U Kaxaas Bepcusi 3Tux NporpaMmm-
HbIX CPEACTB MMeeT COBCTBEHHYIO COBOKYNHOCTb BOMPOCOB, YCTAHOBOK M MOAEPHU3ALMIA, HY>KOAIOWMNXCA B yNpaBneHun.
YacTo nocTaBLmK unn TpeTbsi CTOpOHa npeanaraioT B UHTepHeTe cBsizaHHble ¢ 6e30MacHOCTbI0 YCTAHOBKU. 3TU YCTaHOB-
KM HEOGXOAMMO paccMaTpuBaTh M OLEHUBATb B COOTBETCTBMU C KOHKPETHLIMU MONIUTUKAMM, NMPaKTUHECKMMU NPUEMaMM
M noTpebHoCTAMM OnpedeneHHON opraHvu3aumm.

D.2.2 CepBepbl npunoxeHu u Be6-cepBUCHI

CrieunannanpoBaHHble Beb-cepBepbl CTanu MCNonb30BaThbCs Kak CepBepbl NMPUIOXEHUA — CepBepbl, KOTopble
MOTYT MPOrOHATE PYHKLUMOHAIbHbIE YAaCTU NPUNOXEHUA KaK MHOTOKPaTHO WCMOSIb3YyEeMble KOMIMOHEHTbLI U 3a1eNCTBO-
BaTbCA MHOMMMUW npunoxenusimu. Hanpumep, dpyHKUMA nepemelleHns AeHeXHbIX CPeCTB MeXy cueTaMu MoXeT
paboTaTb Kak KOMIMOHEHT Ha CepBepe NPUINOXEHWN N UCMONbL30BATLCSH KakK NPUMNOXEHUSIMWA, NPEAOoCTaBISIOWUMN KIN-
eHTam GaHKOBCKME YCryru B peXMMe pearibHOro BPEMEHW, Tak U ornepatopamm LeHTpa o6paboTku BbI30BOB, AEWCTBYIO-
LWMMKU OT MMEHM KnneHTa, obpawaiowerocsi 3a 6aHKOBCKMMK ycnyramy. 3TUM KOMIMOHEHTaM MNPUIIOXEHWA 6binv npuaa-
Hbl MHTepdelichl, NO3BONSIIOWME OCYLLIECTBIISTE BbI3OB KOMNOHEHTOB Yepe3 Beb-cepBuchl. AT BeG-cepBUCHI ECTBYIOT
BO MHOrOM aHanorn4yHo Gornee crapbiM yAaneHHbIM BbI30OBaM Npoueaypbl, HO C CeTEBOW OCOBEHHOCTBIO, YIy4llIEeHHON
MCMOJIb30BaHUEM PACLUMPSIEMOrO sidblka pa3ameTkm XML, KOTOpbIii MOXET UCMNONb30BaTbCA Ha MobbIX YyCTPOWCTBAX,
Jaxe Ha TeX, KOTopble He NOoAAEPXMBAIOT TpaauuMoHHble Be6-6pay3epbl. MHOrMe nocTaBlvKM NpeoCcTaBrsioT cepBe-
pbl NpUNoOXXeHWl, nogaepxuBaiolme Beb-cepeucel. bonee nogpobHasi mHopmauus o Beb-cepBucax u GeaonacHOCTU
Beb-CcepBUCOB NpeAcTaBneHa B npunoxeHun B.

Kak n B cnyvae ¢ BeG-cepBepamm, MHOrMe NOCTaBLMKW PACMpPOCTPaHsIiOT NporpamMMHbie cpeficTBa Be6-cepBucoB
W cepBepa MpUIoXeHWN, U Kaxpas Bepcusi UMeeT cob6CTBEHHbIN Habop BOMPOCOB, YCTAHOBOK M MOAEPHU3aLIMMA, KOTO-
pble HyXgalTcs B yrnpasneHun. YacTo nocraBlimk Wnn TpeTbss CTOPOHA PacnpocTpaHsiioT Arsi UCMONb30BaHNUS CBA3aH-
Hble ¢ 6e30NacHOCTbI0 YCTAHOBKU B MIHTepHeTe. 3TN yCTAHOBKM AOMKHbI OblTb paCcCMOTPEHbI U OLEHEHbI OTHOCUTENBHO
KOHKPETHbIX MONMUTKK, NPaKTUYECKUX NpUemMoB n noTpebGHOCTen onpeaeneHHONW opraHu3aumm.

D.2.3 Mpouecc paspaboTku npuknagHbIX NporpamMmm

MHorve opraHusauuv aganTupyloT NPorpaMMHbIe CPEACTBAa K CBOMM NOTPEBGHOCTSM MM cO34aioT crieumarbHble
NPUIOXEHWs!, NCMONb3ysli MHCTPYMEHTbI Ansi pa3paboTtku, NnpegocTaBnsiemMble KPYNHbIMUA M MENKMMU MOCTaBLLMKaMMU.
3TN UHCTpYMeHTarnbHble cpeacTBa pa3paboTku nporpaMmmHoro obecneveHnsi peko NPUBOAAT K BHeAPEeHUIO uHdopma-
UMoHHON Be3sonacHocTu. MNMoaTomy HeobGxoaumo, HTOGLI OpraHu3aumMM MaHMPoOBanu BKIIOYeHWe UHopMaUMoHHoN Ge-
30MacHOCTM B CBON npouecc paspaboTku nporpaMmMHbIxX cpeacTte. Cneumanuctel B 06nactv 6e3onacHOCTU 3asiBNsiioT, YTO
uHbopmaumoHHas Ge3onacHoCTb Hamboree adpdhekTMBHA B TOM criyuae, ecrnv TpeboBaHmsi 6e3onacHOCTU BHeOpsiloTCsl
B NporpaMMHoe obecriedeHre BO Bpemsi pa3paboTku, a He Torga, Kora nporpammHbie moaynv 6e3onacHoOCTU 3awmThbl
[o6aBnsloTCA K 3aKOHYEHHON CUCTEME.

o Havana paspaboTkv NporpamMmmHbIX cpeacTB pa3paboTinkm JOIKHbI 6biTb NPOUHMOPMUPOBAHBI O MOJNUTUKE
MHOpMaLMOHHON 6e30MacHOCTM OpraHn3aumm, 0 TOM, Kak OHa CBA3aHa C pa3paboTkom, U AOIPKHbI 0CO3HABATbL YIpo3bl,
HanpasreHHble NPOTUB opraHusaumn. PaspaboTumky AonmkHbl GbiTb OCBEQOMITEHBI TaKKe O Nporpamme obecneyeHust
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MHOPMaLMOHHOW Ge30nacHOCTM M O TOM, IAe OHU MOFYT MOMyYMTb pekoMeHgauun no paspaboTke. MMpoyHan ocHoBa B
BMZE MONWUTUKW OpraHM3aumm, ee NpakTMHeckne NPUeMbl U MOCTOSIHHOE COTPYAHUYECTBO C paboTHukamm crnyxbbel obec-
neyeHNsi MHOOPMaUMOHHOW Be3onacHocTy ByayT rapaHTMpoBaTth 3(EKTMBHOCTL U Pe3ynbTaTMBHOCTE UHAYOPMALIMOH-
Hol Ge3onacHOCTU MOCPeACTBOM MPOrpaMMHbIX CPeACTB.

B paspaboTke npuknagHbIX NporpaMm, BKrovatowmx B cebsa TpeboBaHna 6e3onacHOCTH, HEOBXOAUMO yUMThIBATh
ABa acnekTa. [epebli 3aknoyaeTcs B TOM, YTO Cam Mnpouecc pas3paboTkyM NporpaMMHbIX CpeacTB COCTOMT U3 XOpOoLwo
CTPYKTYPVPOBaHHBIX M JOKYMEHTUPOBaHHbIX WaroB. Llenbto aton paspaboTku siBNSeTCA co3gaHne NporpaMMHbIX CPeacTs,
OTBEYAIOLWMX NCKMIOYMTENBHO COGCTBEHHBIM TPEBOBaHMAM U HE MO3BOMSIOWMX CIyYanHO UM NpegHaMepPeHHO BbINon-
HATb HeXenaTternbHble onepaumn. [ns gOCTUXKEeHUsl 3TOW Lenu opraHusaumsi gorkHa tpebosaHusam UCO/M3IK 21827
[13]. AononHuTensHyo MHpopMaumio 0 MoAEeNU pasBUTKS (OYHKLMOHANBHBIX BO3MOXHOCTEN MOXHO NOMyYUTb Ha canTe
http://www.sei.cmu.edu/cmmi/. MNpuknagHble nporpaMmMbl C KPUTUYECKU BaXHbIMU TpeBGOBaAHUAMU MHADOPMALMOHHON
6e30MacHOCTN AOMKHbI pa3pabaTtbiBaTbCsl C MCMONb30BAHWEM MPOLECCORB, onpeaensiemMbix ypoBHem 3 unu 6onee Bbico-
KMMKW YPOBHAMW MOZENU pa3BuTusi OyHKUMOHAMNBHBIX BO3MOXHOCTEN, Ans yero Tpebyetcs, 4ytobbl Npouecc co3gaHus
nporpaMMHoro obecneveHns ansi MepoONpUATUIA MEHEMHKMEHTA U NMPOEKTUPOBaHUS Bbin A4OKYMEHTUPOBAH, CTaHAAPTU-
30BaH W BKIIOYMEH B CTaHAAPTHLINM MPOLECC Co34aHusi nporpaMMHoro obecneveHust ansi opraHu3aumm. Bo Bcex npoekrax
JOIKHa MCMONb30BaThCs YTBEPXKAEHHAs, creyuanbHo afanTMpoBaHHasi BEPCUSI CTaHAApPTHOIO npouecca co3gaHus
nporpaMMHOro oGecneyeHus opraHmsaumm ons paspaboTkM v NoAAepKKM MPOrpaMmMHbIX CpeACTB.

BTopbiM acnekTtom sIBnsieTcs BKIIOYEHME B pa3paboTKy NpUKIagHbIX NporpamMmm COOTBETCTBYIOWMX TpeboBaHwn
6e3onacHOCTN NpunoxeHus. 3Tn TpeboBaHns HOPMUPYIOTCS MONUTUKON MHGOPMAaLMOHHON 6e30NacHOCTU opraHu3a-
UMK, apxvMTeKTypon 6e3onacHoCTU 1 oueHkon pucka. Bce TpeboBaHusi OMKHbI ObITb JOKYMEHTUPOBAHbLI, BKIIOYEHbI U
nNpoTeCTMPOBaHLI BO BpeMs npouecca paspabotku. TpeboBaHusi 6e30nacHOCTU AOMXHbI TaKkKe onpeaenaTb, Kakow
06bemM AoKkasaTensCcTB NoTpebyeTcss Ans AEMOHCTPaUMKM MOJIHOro COOTBETCTBUS nonuTuke 6e3onacHocTy U nwwbomy
perynupyolLemMy 3akOHOAATENbCTRY.

Mockonbky 3HaHUe (PYHKLMOHMPOBAHUS NMPOTPaMMHBIX CPEACTB 3alMThl AAHHBIX MOXET MOABEPrHYTb PUCKY NpW-
NoXeHue, AOKYMEHTaUus, HanpuMep pes3ynbTaTbl TECTUPOBAHUS U MHCTPYKUMM ANs onepartopa, A0KHA HaxoauThes
NnoZA KOHTponeM, YTobbl OHa HEeYMBbILWIIEHHO HE cTana AOCTYNHOW AJsl HECaHKLUMOHMPOBAHHOIO Mcnornb3oBaHus. MonHoe
OnncaHne OCHOBHbIX BOMPOCOB pa3paboTKM MOXHO HaiTu B obuwenoctynHon nyornvkauum NIST SP800—64 «Coobpa-
XeHnsi 6e30NacHOCTU B XXU3HEHHOM LKMKIe pa3BuTusi cuctembl» [34], Ha caiTe http://csrc.nist.gov/publications/nistpubs/
index.html.

D.2.4 MpunobpeTteHne nporpaMMHbIX CPEACTB 3alMUTb] JaHHbIX

Opranusauusi MOXeT 3aKio4MTe J4OroBOp C APYron opraHu3aunei Ha pas3paboTKy NPOrpaMMHbIX CPEACTB 3alumThl
OaHHbIX UMW MPUNOXEHU ¢ y4eTom Tpeboeanun 6esonacHocTu. Mpobnemel, onpegenerHsie B D.2.3, npurogHel Ans
npouecca npuobpeTeHusi, HO B Npouecce paspaboTkyu cywecTByloT ABa pa3nuuua. MepBoe pasnuune 3akniovaeTcs B
TOM, YTO Mpouecc paspaboTkM OrpaHMYMBaETCA NMUCbMEHHBIM QOrOBOPOM. BHeceHne uameHeHui B TpeGoBaHus nsme-
HAT QOrOBOP W, BEPOSTHO, NMPUBEOYT K YBEIIMHEHNIO CTOMMOCTH W CPOKOB pa3paboTkn. Bropoe pasnuune COCTOMT B TOM,
4YTO noApsAYMK OBbIMHO He OCBEAOMIIEH O CTPYKTYpe W KynbType Tpyaa opraHu3aumu. PasnuuHblie npegnonoxeHus u
HenpaBwunbHOe npedcTaeneHne o6 opranusaumm BygyT cnocobeTBoBaTE U3MEHEHUAM goroBopa. Takum obpasom, npu-
obpeTarwllan opraHmM3auns gomkHa 6biTb KpaliHe OCTOPOXHOM Npu onpeaeneHun tpeGosaHwi, BbiGope paspaboTynka
M NPOBEAEHVN MPUEMOYHBIX UCMbITAHWNA.

OpraHusauum mMoryT Takke npuoGpetaTe roTOBbIE K UCMONMb30OBaHUIO NPOrPaMMHble CpeACcTBa 3awmThl AAHHBIX
AnA yOOBNETBOPEHUs] HEKOTOPLIX TpeGoBaHWi apxuTekTypbl 6esonacHocTu. [OmKHO CywecTBOBaTh Y€TKOE NOHUMAaHUE
BO3MOXXHOCTEN U OrPaHUYEHNI 3TUX NPOrpaMMHbIX CpeacTB. OTO NOHMMaHWe Heo6xoaumo ansa uaeHTudmkaumm ocrta-
TOYHbIX TPebOBaHWI, KOTOPblE GyayT YAOBNETBOPEHbI APYMIVIMU SreMeHTaMn apXuTeKTypsbl.

HoBble nporpammMHble cpeacTBa A0MKHbI BbiTe COBMECTUMbIMU C CYLWECTBYIOWMMU NPOrPaMMHbBIMU CpeacTBamu
Tak, 4yTobbl OHW He MpeBpaLLany B HeAelCTBUTENbHbIE MU HE KOMNPOMETMPOBaM CyLecTByoWwMe npoueaypel 6esonac-
HocTW. OBbIMHO MCMONb3yeMbIM 3TanNoOHOM MPOrPaMMHBIX CPEACTB 3almThl AaHHbBIX SBMAOTCA oblme KpuTepuu, npea-
cTaenstowme cobol CoBOKynHOCTL TpeboBaHui u cneumdmkaumin 6esonacHocTu, onpegeneHHslx B MCO/MOK 15408 [7].
B o6wmx Kputepmsx onucoiBaoTcs OyHKUMOHanNbHble TpeboBaHusi u TpeboBaHusA goeepus k 630MacHOCTM, KOTOpble
MoryT 6blTb MONE3HLIMK Anst uccnegoBaHna TpeboBaHWi 1 cpaBHeHWs NpodykToB VT OT pasnuyHbix Npou3soauTenei.

Obwue kputepum cBoGOAHO AOCTYNMHbI Ha canTe http://niap.nist.gov/cc-scheme/index.html.

D.3CeTtun

D.3.1 MnoGanbHbIe ceTn

D.3.1.1 O63op

MmobGankbHble ceTn OXBaTLIBAIOT LWMPOKME TEPPUTOPUM, MCMONb3Ys NPOTOKONbI CBA3WN, NpegHa3HavyeHHble Ans Bbl-
X04a Jarneko 3a npepgernbl MECTHOTO KOMIIEKCa 34aHWI UMW TePPUTOPUKM BHYTPY 34aHWA. VIHTEpHET COCTOWT M3 MHOXe-
CTBa MEHbLUMX rmoGarnbHbIX CeTeN, Kaxaasa N3 KOTOPbIX MMeeT COBCTBEHHbIN Habop MapLwpyTU3aToOpPOB, KOMMYTaTOPOB M
WIO30B C APYrMMM rrobanbHbiMU ceTsMU. Tak HasbiBaemasi «obblvHasi» TenedoHHas ceTb — 370 elwe ogHa rnobanb-
Has ceTb. Bo Bcex cnyvasix rmobaneHble ceTy NOBCIOAy AenatT BO3MOXHbLIM NepeMeLLeHme NoToka AaHHbiX. Kpome Toro,
OHV MPefoCTaBNSAT MHOXECTBO TOYeK AOCTYNa, rae UHOpMauusa CTAHOBUTCA YA3BMMOW.

B 6onee KpynHbIX OpraHM3auusix, 4acTu KOTOPbIX PacnonoXeHbl TeppUTOpUanbHO Aaneko Apyr oT Apyra, cetb
BKMOYaeT B cebsi coeanHeHns ¢ rmoGanbHONM CeTblo, Hanpumep, ¢ HTepHeToM, NocpeacTBOM HECKONbKMX NoKarbHbIX
ceTel B K&KAOM KOMIIEKCEe 34aHWA MW BHYTPU 30AHUSA U HECKOINBKUX CNeuuanbHbiX COeaUHEHNI ¢ rmnobanbHon ceTbio,
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BblAeNeHHbIX Ans opraHnsaumy. OBbIMHO 3TV BbldeNeHHble CoOeanHEHUs C MoBanbHOM CeThbio CUMTAOTCA BHYTPEHHUMMU
ONA opraHn3aumMm n Ha HUX OTCYTCTBYIOT rPaHUYHble CPeacTBa ynpaBreHus, UCronb3yemble Ans COeAUHEHNs C OPpYrumMmu
dvpmMamMy Unn BHELWHUMK rnobaneHbIMK ceTamu, Hanpumep, ¢ VMHTepHeToM. Kak yacTb perynsipHbiX OLEHOK pucka
opraHMsaumm OOJKHbI OblTb PACCMOTPEHbI BO3MOXHOCTE KOHTPONMPOBaHUsST CNeLnanuanpoBaHHbIX COeOVHEHUI C rmno-
H6anbHON ceTblo U WugpoBaHms 0cobo LeHHON uHopMaumu. Kpome Toro, gOMmKeH TwaTenbHO KOHTPONMPOBaTbCA
JOCTyN, NpesocTaBnsieMblli NONb30BaTENsIM BHE CETU OpraHu3auuu.

D.3.1.2 MNpoBoaHble rnoGarneHble cetu

BonblWKWHCTBO rmobaneHblX ceTel SIBNATCS NPOBOAHBIMU, WCMOMNB3YIOWMMU ONTOBOMOKOHHBLIE UMM MEAHbLIE Ka-
6enu, coeguHsoWMe KOMMYTaTOpbl M MappyTnsatopsel. Kak oTMevanock Bbllwe, WWEPOBaHWE PEdKO MCMONb3YETCH B
NPOBOAHLIX IMOBarnbHbIX CETSX, 3a NCKIIOYEHNEM KPUTUHUECKM BaXKHbIX CETeBbIX cBA3el. Yalwe kabenu npoBoaHOW rno-
H6anbHON ceTu 3almlieHsl huanyeckn, 6yayqm pasmeLleHbl BHYTPU CTeH, WKadoB U NOoABanoB, Kyaa UMetoT AOCTyn He-
MHOrve nogu. 3t HopMbl HOUMHECKON 3aWmUThl U Nepuoanyeckas NpoBepka CoeamHeHun sIBNsIoTCA eauHCTBEHHLIMU
Mepamu 6e30nacHoOCTW, CBSA3aHHLIMU C BONBLUMHCTBOM MPOBCAHLIX rMobanbHbIX ceTel. B cnydvae, ecny komnaHusi npw-
obpeTaeT cneunanvavpoBaHHble NIMHUK, MOXET NPOBOAUTLCH UX OnpederneHHoe TeCTUPOBaHWe, HO anbTepHaTUB OCHO-
BaHHOMY Ha JOroBOpe AOBEpUIO K NpoBaidepy TENeKOMMYHMKaLUMOHHBIX YCIyr CylecTByeT HemHoro. Horga npoBogHoe
coefMHeHre ¢ rnobanbHol ceThio, hakTuHecku Brovawwee B cebst nHm CBY-cBA3wW, nasepHbie NUHUKM UMK paamoda-
CTOTHbIE JNIMHUK (BKIIOYAS CMYTHWK), KOTOPblE BBOAST OOMOMHUTENbHBIE BO3MOXHOCTU ANsl MOHWTOPUHIa MHGbopmauum,
npoxoasilen vepes rmobanbHyo ceTb, Aaxe NpeanoYTUTENbHO.

D.3.1.3 becnpoBogHble rnobanbHble ceTu

Mo mepe paspacTaHusi ceTeli COTOBOWM CBSI3W MOSIBMSIOTCH HOBblE CUCTEMbI NepeaaYn gaHHbiX. XoTa GonbWUHCTBO
M3 HUX BCe eLle SIBMSTCA CPaBHUTENBHO MedneHHogencTByoWwmMMn (okono 20 KBuT/c), cywecTByeT nepcnekTuBa mera-
BUTHBLIX Nepegay NOCPeACTBOM CETEBbLIX MPOTOKONOB Ha 6a3e coToBoM TenedoHun. MockonbKy 3TM CUCTEMBbI UCNONB3YIOT
MOBUNBHBIV XapakTep COTOBOW CETW M NOAAEPXKUBAIOT CBS3b MPY BbICOKOW MPONYCKHOW CMOCOBHOCTW, WX 4acTo Hasbl-
BalOT cuctemamy GecrnpoBogHON rnobansHon ceTn. 3TM cuctembl Takke ob6nagaoT orpaHMYEHHbBIMU BO3MOXHOCTSIMM
no obecneveHnio LWNMOPOBaAHNS U aHANOIMYHBIMKM BO3MOXHOCTsIMM 0Becnevenns GesonacHoctn. OgHako yBenuunBalo-
LWAsACs KOHMUAESHUNANBbHOCTE MHOTUX KIMEHTOB-OPraHn3aumun no OTHOWEHUIO K BonpocaM GesonacHoctu rnobanbHon
ceTn, ocobeHHO Ansi COTOBbIX TenedoHoB, NpuBena K Gornbluien «BCTPOeHHON» Ge3onacHoCTH, BKMoYasa wudpoBaHue
OaHHbIX, NO KpanHel Mepe, B OTHOWEHUN TenedoHoB — cm. 9.3.2.2.

D.3.2 lokanbHble ceTn

D.3.2.1 O63op

JlokanbHble ceTu pacnpoCTpPaHeHbl HA TEPPUTOPUM KOMMNMEKCA 3A4aHWNW, aTaxe 34aHus Unu Jaxe B rMaBHOM
oduce. JlokanbHble CETU YACTOT UCMONb3YIOT T€ Xe NPOTOKONbI U CUCTEMBI MAPLUPYTU3aUMK, YTO M UX Gonee KpyrHbie
«pOACTBEHHUKU» — rnobanbHble ceTh, HO 06bIMHO 06ecneunBaloT 3aWwmTy, UCNONb3YS OnNpeAeneHHbId BUZ, L0308
mexgdy nokanbHow v rno6ansHor cetamu. LLnio3 MoxeT BbITb NPOCTLIM arperaTtom NPonyckHOW CNocoGHOCTU U MapLupy-
TH3aumm Tpadmka UM MOXeT BKIoYaTh B cebsl MEXCETEBbIE 3KPaHbl, CUCTEMBI MOUCKA BUPYCOB, 0OHapyXeHUs1 BTOpXKe-
HWSA U gpyrve rpaHnYHble Mepbl ynpaeneHusi 6eaonacHocTeio (CM. 11.5). Bo Bcex cnyvasx NOHMMAaHNE BaXXHOCTU CETEBbIX
COeOMHEHWIA 1 KOHTPONS 3a WNI03amMK SIBNSIETCA pelalwmM acnektoM obecneveHns 6e30nacHOCTM NokanbHOW ceTu.
Opyrne oco6eHHOCTM NOoKanbHOW ceTn 0BCyXaalnTcs HUXe.

D.3.2.2 CucremMbl NPOBOAHBLIX NOKanbHLIX CETEN

MpoBoaHbIe NOKaneHbe CeTU OOLIYHO 3alnWEHb!l PU3NHECKU NYTEM OCYLECTBNEHUS MEHEMKMEHTA MapLIPyTU-
3aTOPOB, KOMMYTaTOPOB M KabenbHbiX coeauHeHui. B HekoTopbIX cny4anx pacnpeaenenve IP-agpecoe u gpyme dyHk-
UMM MEHEDKMEHTA MOTYT OrpaHWYMBaTh BO3MOXHOCTb NOAKMNIOMEHUA HOBBIX YCTPOUCTB K NOKANbHOW CETU, XOTS NMONb3o-
BaTeNM NOKaNbHOW CETU MOryT NocqMTaTh CTOMb CTPOTUN MEHEMXMEHT CeTU OYEeHb CNOXHBIM U GEeCnonesHbIM.

D.3.2.3 Cucrembl becnpoBogHbIX NOKanbHbIX CeTen

D.3.2.3.1 O6was nHcbopmauus

BecnpoeogHble nokanbHble cetn, ocobeHHo Wi-Fi cuctemol nnu cuctemobl 802.11x, o6bivHO o6ecneumBalot pa-
ANOYaCTOTHBIN curHan anst 6nwxHen ceaam (~100 M), KOTOPLIN MOXET UCNONb30BaTLCA ANSA CETEBLIX COEAUHEHUN U
pacnpegenenns gaHHbIX. C 6ecnpoBoAHbLIMU NOKaNbHBIMKU CETAMU CBSI3aHbl MHOTOYMCNEHHbIE Npobnemebl 6esonacHo-
CTW, Hambonee OYEBUIHBIM U3 KOTOPLIX SIBNSIETCA YMBIWNEHHOE TPaHCNMPOBaHWE NOTEHUMANBHO KOHMDUAEHUMANBHON
MHOPMaLMK KOMMaHUK. Takke BO3MOXHbI Gonee n3owpeHHsbie ataku, 6epywme nog KOHTPONb coeauHeHue, nepeag-
pecyolime Tpaduk 1 cBA3M B ceTu. MNocne Heckonbkux NeT oTHOCUTENBbHO 6e30NacHbIX peweHnit (NpoTokona wndgpoea-
Hus B GecnpoBOAHON CBA3M) CTanu AOCTYMHLI OTKPLITbIE U COBMECTUMbIE cTaHAapThl Ana 802.11x cuctem. CaenaHHbIn
no obpasyy 4YactHoro craHgapTta 6esonacHoctu Cisco nog HasBaHWeM «YNpoLeHHas pacwupsiemasl areHTHas nnart-
dopma, OTKPbITBI CTAHA4APT», 3alMLEHHBIA paclMpeHHbIn NpoTokon ayteHTudmkaumn (PEAP) ctan goctyneH B pas-
nnMuHbIX BecnpoBogHbIX cuctemax. [pu cozganmm noGon GecnpoBogHON NOKaNbHON CeTU B OpraHn3aumm HeoGxoammo
TWAaTenbHO paccMoTpeTb ucnonb3oBaHne PEAP nnu cxogHblX mMexaHmamoB obecneveHns 6e30nacHoCTu.

Mpwn co3aaHum GecnpoBoaHON Cpeabl CYLLECTBYIOT ABE OCHOBHbIE anbTepHATUBLI apXUTEKTyphl. [epBas cocTouT B
ucnonb3oeaHmn PEAP 1 o6ecneveHnn 6ecnpoBogHOro 4OCTyna K CETU TONBbKO CaHKLUMOHUPOBAHHbLIM CUCTEMAM M NONb30-
BaTeNsiIM CETU U CO3AaHUM NOKaNbHOW CeTW BHYTPU CETU OpraHM3aumm, paccMaTpueasl Bcex nonb3osatenen 6ecnpoeog-
HbIX CeTel Kak AOBEpeHHbIX YneHOB koMnaHwu. fpyras anstepHatupa — noagcoeguHeHve 6ecnpoBOAHON NOKansHOW
CeTu, SIBNAWENCH BHEWHeW OnA CeTM KOMMNaHuM, M UCNONb3OBaHWe BUPTyanbHOW 4acTHOW ceTw, Beb-camtoB SSL
WM aHanorndHblX cnoeB 6e3onacHOCTU AN 3alWwmThl 4OCTYNa K pecypcam komnanmu. bonee nogpobHoe ob6bsicHenne
cm. D.3.2.3.2—D.3.2.3.4.
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D.3.2.3.2 becnpoBogHas nokanbHas ceTb B nNpeaenax opraHnsauvm

Komnanum, ncnonb3syowue PEAP, moryt o6ecneuneaTtb mcnonb3oBaHue pecypcoB KOMMaHMM U JOCTYN TONbLKO
CaHKLUMOHMPOBAHHbIX Nonb3oBaTenen Kk 6ecnposogHon nokanbHon ceTu. [laHHoe peweHve nNpobnemebl BCe elle yA3Bu-
MO [ atak oTkasa B 06CcnyxMBaHWK, HO, €CNU MeHeXKMEHT 1 noaaepxka 6ecnpoBogHON CETU B OCHOBHOM OCYLLECTB-
NSETCs BHYTPU 30aHMSA UNWU KOMNMEKca 30aHnN, HAXOAAWMXCS Mo, KOHTPOIIEM KOMIMaHUM, TO Takoe pelleHne ABMSeTCs
BrnonHe LenecoobpasHeliM. 3TO NpegycmMaTpuBaeT nepemelleHue Nnornb3oBaTeneii B rpaHuLax opraHusaumm — cutya-
uMs, TUMIWYHAA ANS U, NOCeWwaWUX PasnnYHble COBELWaHNsl B pa3HblX KOHgepeHU-3anax, unu AOMKHOCTHLIX Nl
4acTo nepeesxarolumx Mexgdy pasnuuHbiMn dunnanamm komnanHun. Kpome Toro, Takoe pelleHue orpaHuHuBaeT AocTyn
K cetn, IHTepHeT-coeanHeHnsm 1 pyruMm pecypcam KOMMNaHUM TOMNbKO 3TUM CaHKLUMOHWMPOBAHHLIM NOSb30BATENSAM.
MoapobHocTn Ge3onacHow peanusaumm PEAP B 3TOW BHYTPEHHEW MOAENU apXUTEKTYPbl CIIULWIKOM MHOFOMUCMEHHBI,
yTobbI 06CY*AaTh MX NoApobHO. MHOrMe pecypchl NpedoCcTaBnsAoTCs NocTaBWyKaMu U HTepHeTOM.

D.3.2.3.3 becnpoBogHasi nokanoHas ceTb 3a NpeaenamMmu opraHu3aumm

AnbTepHaTUBOW OrpaHUYeHUst MCMOoNb3oBaHUs B6ecnpoBOAHON CETU CAaHKLUMOHMPOBAHHLIMWU NONbL3OBATENSIMK
sBNsieTcs npegocraBneHne 6ecnpoBOAHOrO coeauHeHns ¢ VIHTEpHET-CBA3LI0, SIBNSIOWErOCs BHEWHUM 4NA CETEN opra-
HM3aumun. B aTom cnyyae nonb3oBaTtenem 6ecnpoBoOAHOroO coegnHeHns MoxeT BbiTh NGO Yenoeek nnu Nuuo, aboHu-
pytowee ycnyrn. OHn He ByayT uMeTb HEMeaneHHOro AoCcTyna K pecypcam koMnaHuu. BmecTo aToro nonbsosartenw,
KOTOPbIM HyX€eH JOCTYN K pecypcam KOMnaHwu, ucnonbaytot (cMm. 11.2.1) ana 6e3onacHoOro coeguHeHns ¢ CeTbio KoMmna-
HWW BUPTYarnbHYIO YacTHYI0 ceTb. [JaHHOMY PeLUeHWIO MPYCYLLM HEAOCTATKN CETEBOrO MEHEKMEHTa, OAHAaKO ANA Nonb3o-
BaTenel 3gecb MOryT BbiTb NpenmyLlecTBa. PUHAHCOBbIE yUpeXaeHUsl 0BbIYHO HE XenatoT, YToGbl NOCTOPOHHME NOMb30-
BaTenu UCNonbL3oBann pecypchl 6eCnpPOBCAHON NOKanbHOW CETH, HanpuUMep, YHUBEPCUTET MOXET NoXenatb caenatb
6ecnpoBOAHYI0 NOKaNbHY CeTb AOCTYNHON Ansi MoceTuTeneil YHUBEPCUTETCKOro ropodka. B kavectee ansTepHaTUBBI
YHVBEPCUTETY KOMMNaHWA YNpaBneHns HedBWXUMbIM UMYLLECTBOM MOXeT 3ax0oTeTb caenaTe 6ecnpoBogHy0 NOKanbHYIo
CceTb JOCTYMNHOW Ans BCEX apeHOAaTOPOB B CTPOUTENBHOM KOMIIEKCe.

D.3.2.3.4 JononHuTteneHas MHMOPMaLUA OTHOCUTENBHO BECNPOBOAHON JTOKANbBHOW CeTn

Bo mMHorom nogobHo TOMy, Kak LUMPOKOMNONOCHOE COSAUHEHNE AOMA AENaeT KOHEUHYI) CUMCTEMY TPaHWYHLIM YCT-
poncTBoM mexay MHTepHeToMm, ceTbio M pecypcamu komnaHuu, BecnpoBogHas nokanbHasa ceTb Takke npeobpasyeT
KOHEYHblE CUCTEMbI (NOZOGHBIE NOPTATVMBHLIM KOMMbIOTEPaM) B rPaHnyHble YCTPOWCTBA. [M03TOMY KOHEuYHble CUCTEeMBI,
ucnonbaytolme 6ecnpoBogHble coeanHeHWs, QOMKHLI NMPeACTaBNsAThCS B KAYECTBE KaHAMAATOB NS NPUMEHEHNUA aHTU-
BMPYCHbBIX MPOrpamMm, MEXCETEBbIX SKPaHOB W MPOrpaMMHbIX CPeACTB 0OHApYXXeHUs BTOPXEHUA, nokanbHo paboTaio-
LLIUX HA KOHEYHOW cucTeme.

Monb3oBaTeny NOPTaTUBHLIX KOMMbIOTEPOB, COEAUHEHHbIe ¢ BeCcnpoBOAHOM NOKanNbHON CETbIO, BLIABUIAIOT A0-
nonHuTeneHble TpeboeaHus. HesaBncumo OT Toro, siBnsieTcs nu GecnpoBogHas NokanbHan ceTb KOMMAHUWM BHYTPEHHEN
WY BHELLHEW NO OTHOLWEHWIO K CeTW OpraHmusauum, 3TuM MobunbHbIM Mofb3oBaTensiM TpebyeTcsi 4OCTYN K pecypcam
KOMMaHuW Yepesa BUPTYyanbHyio YacTHyto ceTb (IPSEC nubo SSL) BcneacTene BospacTaiowen nonynsipHoctu 6ecnpoBoa-
HbIX «FOPSIYUX TOUEK». DTU «ropsiHme TOUKU» pacnonaraioTcsl B asponopTax, napkax, yHuBepcuteTax, kaetepusix, pecro-
paHax, rocTMHMUax u gpyrmx MecTax, 4acrto nocewaemMbix MuaMmn, COBEpLIAWMMKY AenoBbie noe3gkn. Yacto nytewe-
CTBYIOLMM PYKOBOAMTENSIM, UMEIOWMM AOCTyN K 6ecnpoBOAHbIM CETAM, NOBCEMECTHO TpebyeTcsl CBsA3b ¢ MIHTepHETOM.
BupTyaneHas yacTHas ceTb npegocTaensieT MOBUNBHOMY NONB30BaTENIO AOCTYMN K pecypcam KoMnaHu, rge 6bl OH Hu
Haxoawurcsl.

OcHoBHOWM Npo6nemMon oBCcnyxuBaHus 3TX MOBUNBHBIX NONL3OBAaTENEN B «rOpsAYMX TOYKaxX» SIBMSIETCS JOBEpUe
06blYHbIM MHTEepHETOBCKMM IP-agpecam. MHorve komnanum ucnonb3ytoT gnanasonbl 10. u 168. IP-agpecoB ans daiino-
BbIX YCNYr W YCIyr NeYaty Ansi KONneKTMBHOroO ynotpebneHus BHyTPpM KOMNaHWU. 3TW HemapLLpyTU3upoBaHHble agpeca
YacTo UCMOMb3YIOTCHA NOBTOPHO, TaK YTO OMALLHASA CeTb, CeTb B KadeTepun n ceTm BO MHOMMX KOMIMaHUsIX BMECTe MOryT
MCNoNb30BaTh OAWH K TOT Xe aapec (Hanpumep 10.1.1.100), rae kaxaas CeTb UMEET pasnUYHble YCTPOWCTBA U pecypcbl
B 3TOM agpece. [lockonbky npodunm BUPTyanbHOW YaCTHOW CETU YacTO ONpeaensiioT NPUHATAE peLLeHni O WndpoBaHnn
M MapLupyTM3auum Ha ocHoBe agpeca, agpeca 10. n 168. MoryT Bbi3blBaTb HeoNpaBAaHHOe JOBepWe NMopTaTMBHOMO
KOMMbIOTEPA, CO3[AaBasl HOBble MOTEHUManbHble pucku. MogobHO BUPTyanbHOM YacTHOW CETU MEXCETEBble 3KpaHbl U
cucTembl 0BHapyXXeHUs BTOPXeHUs1 Takke 3a4eMCTBOBaHbl B NPUHATUWN pelleHnsi 0 NogcoeauHeHUn U JOBEPUUN Ha
OCHOBe appecoB. [1oaTomy, XOTa Ana NONbL30BAaTENA NOPTAaTMBHOIO KOMNbIOTEPA YMECTHO AOBepue K NpUHTEPY Ha paGo-
TE U Aaxe Aoma, Aosepue Kk hannosomMy cepeepy B kadheTepum g4OrmKHO 6biTh COBEPLUEHHO UHBIM. MonuTukm, nporpamm-
Hble CPEACTBa U APYrMe Mepbl NMPOTMBOAENCTBUS B OTHOLWEHUN 3TUX NPOGNemM A0rmKHbI OLEHUBATLCS U MPUMEHSITLCS Ha
OCHOBE O6LLEN MONMUTUKU KOMMNaHUN.

D.3.3 JononHutenbHas nHopmMauusa, CBA3aHHAA € TENEKOMMYHUKaLMSMU

Mpobnemel, cBsI3aHHbIE C TENEKOMMYHUKaUUsiMK, cywectBoBanu Bcerga. Mpogomkaloweecs CrivsiHue peun u
AAHHBIX B OHUX U TEX Xe CETSIX OTKPLIBAET HOBbIN psig Npobnem AnA TENEeKOMMYHUKaLUIA U Mep NMPOTUBOAEUCTBUSA.
HepaBHo pa3paboTkm peueBbiX MEXCETEBbIX 3KPaHOB, MArMCTPanbHbIX BUPTYaribHbIX YaCTHbLIX CETEW U MYNBTUMEOUAHBIX
cucTem obHapyXeHUs1 BTOPXEHUs!, KOTOpble paccMaTpuBaloT nNpobnembl CNUsHUSA AaHHbIX/peyn, Havanm peanv3oBbl-
BarbCsA B BUAE MPOAYKUMM M CEPbE3HO PacCMaTpUBaTbCA KPYMNHbIMU NOCTaBWMKaMU. DTU pa3paboTkm Takke peanuay-
I0TCA KOMMaHUSIMM U 4acToO OKYNaloTCA 9KOHOMUYECKU B pesynbrate HGonee KaueCTBEHHOIO yNpaBrieHUs! peyeBbiMU
TENEeKOMMYHUKALUMSIMU B rpeenax KoMnaHuw.
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MpunoxeHue E
(cnpaBo4Hoe)

CBefeHMA 0 COOTBETCTBMU HaLMOHanNbHbIX cTaHgapToB Poccuinckon Pepepauyum
CCbIJTIOYHBIM MeXXAYHapOoAHbIM CTaHAapTaMm

Tabnuya E.1

O60o3Ha4YeHUe CCbINOYHOro 0O6o03HavYeHNe U HaUMMeHOBaHUEe COOTBETCTBYIOLLEro
MeXayHapoaHoro craHgapTa HaLMOHanNLHOro cTaHgapTa

NCO 9564 *

MCO 10202 *

MCO 11568 *

NCO/M3K 11770 *

NCO 15782 *

MCO 16609 *

MCO/M3K 17999:2000 MOCT P NCO/M3K 17799—2006 «MHtopmaunoHHaa TEXHONOrus.
MeTtogpel obecnevenns BesonacHocTu. PYKOBOACTBO MO YMNpaBneHUto
6e30NacHOCTbIO MHGOPMaLUNY

NCO/M3K 18028-4 *

NCO/M3K 18033 *

MCO 21188:2006 *

* CoOTBETCTBYIOLLMI HAUMOHAmbHbLIA CTaHZapT OTCYTCTBYeT. [1o ero yTBepaeHnsi peKOMEHZyeTCsl UCMorb30-
BaTb NEpPEBOA Ha PYCCKUI s3blK AAHHOMO MEXAyHapoAHOro craHpapTta.
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Bu6nuorpadcus
NCO 7498-2:1989 WudopmaumonHan TexHonorma. BaaumocBsasb OTKpbITbIX cucteM. basoBas arta-
noHHas mogenb. Yactb 2. ApxuTekTypa 3awmTsl MHhopMaumm
MCO/M3K 13335-1:2004 WudopmaumonHan TtexHonommsi. Metoabl u cpeactea obecnevenus Ge3onacHoc-

™. Yactb 1. KoHuenuua n mogenu meHegxmeHta 6e3onacHOCTU MHGOPMALUOH-
HbIX U TE€JNIeKOMMYHUKaUWNOHHbIX TEeXHONnomm

MCO 15782-1:2003 YnpasneHue Bbiaaven cepTudunkatoB Ans pMHAHCOBLIX yCnyr

MCO/M3K 10181-1:1996 UndopmaumonHas TexHonorus. B3aanmocssiab oTKpbITbIX cuctem. CTpykTypbl obec-
neyeHusi 6e3o0nNacHOCTN OTKPLITbIX cucteM. Yactb 1. O630p

MCO/M3K TO 13335-4:2000 WndopmaumoHHas TexHonorma. Metoapl n cpeactea obecneyeHns 6e30MacHOCTH.
YacTb 4. Bbibop 3awmTHBIX Mep

ANSI X9.84:2003 YnpaBnenve 6Guometpudeckon unHcdopmaumenn u 6esonacHoCTbiO B ob6nactu dm-
HaHCOBbIX yGl'IyI’

CPSS KniouyeBble NpUHUMNGI ANS CUCTEMHO 3HAYUMBIX MIATEXHBIX CUCTEM

ANSI X9.79:2001 CTpyKTypa npakTu4eCcKnx NPpMEMOB M MONMUTUKA WHAPACTPYKTYPbl OTKPbLITLIX KITiO-
Yen B obnactn UHaHCOBLIX yCryr

MNCO/M3K 13888-1:2004 WudopmaumonHan TexHonorusa. Cnocobbl 1 MeToabl obecneveHna 6e30nacHOCTy.
HeoTkasyemocTb

Comawenne basenb |l banka mexagyHapoaHbix pacueToB (BIS — cm. http:/www.bis.org/bebs/index.htm)
3akoH CapbariHc-Okenu (SOX)

«Gramm-Leach-Bliley (GLB) Act of 1999, http://www.senate.gov/~banking/conf/»

EBponevickas gupektusa 95/46/EC

LLiseriLapckuin 3aKkoH O 3aluTe AaHHbIX

3akoH 0 TalHe BKNafoB KMMEHTOB LBenuapckoro 6aHka (Schweizer Bankkundengeheimnis)
Ovpektvea EC 82/121/E3C

OvpektuBa EC 2000/31/EC (06 3neKTpOHHOW TOpProene)

3akoH Kreditwesengesetz (KWG)

Kntouesble npuHumnel baHka mexayHapoaHbix pacdeToB (http://www.bis.org/publ/bcbs49b.pdf)

NCO/M3BK 13335-2:1997 MHdpopmaumoHHasa TexHonorns. MeToabl 1 cpeacTea obecneyeHns 6e30nacHOCTU.
YacTe 2. YnpaeneHve u nnaHupoBaHne 6e30nacHOCTU MHOPMALMOHHBIX TEXHO-
norum

MCO/M3BK 13335-3:2004 MHdopmaumoHHasa TexHonormsi. MeToabl U cpeacTBa obGecneveHus 6e3onacHoCTu.
YacTe 3. MeTtogbl MeHemkmeHTa 6e30nacHOCTU MHAOPMAaLMOHHBIX TEXHONOMMN

MCO 21188:2006 WHbpacTpyKkTypa OTKPbLITOrO Krtova anst mHaHCoBbIX ycnyr. [paktuyeckue npu-
eMbl U OCHOBbI MONUTUKM

«PekomMeHgaumm no ynpaeneHuto naponsMu  MuHmucTepctBa obGoponbl CLUA» ot 12 anpensi 1985 . (CSC-

STD-002—385)

Canrt http://computing.fnal.gov/security/UserGuide/password.htm

MCO 19092:2008 ®uvHaHcoBble yenyrv. Buometpuka. Cxema 3awmro.

FIPS 140-2:2001 TpebGoBanns 6Ge3onacHoOCTU Ansi kpunTorpadmyecknx mogynen. HaunoHanbHbIl
MHCTUTYT cTaHaapTos u Texnonorui CLUA, http://csrc.nist.gov/cryptval/140-2.htm

MCO/M3K 18043:2006 WHdopmMaumnoHHan TexHonorms. Pa3sepTbiBaHne u akcnnyartaums cuctem obHapy-
KEHUs BTOPXKEHWN

MNCO 9564 YnpaeneHne u obecneveHne 6e30NacHOCTU MMYHOTO MAEHTUOUKALMOHHOIO Koga

MCO TO 19038:2005 BaHkoBcKkoe Oeno v ceBsidaHHble C HUM (PUMHAHCOBbIE YCryrn. TPOWHOW anroputm
LWKncpoBaHWA gaHHbIX. Pabouuii pexvM. PekomeHgauuv no BHeapeHWtO

ANSI X9.52:1998 Pexxum skcnnyaraumm TPOWHOIO anroputma wmndpoBaHus JaHHbIX

FIPS 197:2001 YcoBepLEeHCTBOBaHHbIN cTanAapT wudpoanns (AES). HaumoHanbHbIi MHCTUTYT

cTaHgapToB u TexHonormn CLUA

3asiBneHne MHCTUTYTa BHYTPEHHUX ayanTOPOB.

MCO/M3K 18044:2004 WHdopmaumoHHasa TexHonorvs. MeTtoasl u cpeactea obecneveHusi 6e30nacHoCTH.
MeHeKMEHT MHLUMAEHTOB MHMOPMaLUNOHHON 6e30MacHOCTU

MyGrmkaummn NIST SP800—64 «CoobpaxeHnsi 6€30NacHOCTU B XU3HEHHOM LIMKIE PasBUTUSA CUCTEMbI», Ha caiTe

http://csrc.nist.gov/publications/nistpubs/index.htmi

MNCO/M3K 19790:2006 WHdopmaumoHHas TexHonorusa. Cnocobbl 1 Mmetogdpl obecneveHns 6e3onacHoCTy.
TpeboBaHus Ge3onacHOCTM KpunTorpacuyecknx Moayrnen
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