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Mpeaucnosue

1 NOOrOTOBJIIEH depepanbHbiM rocyaapCTBEHHbIM YHUTAPHbLIM npeanpusatTneM «Bcepoccunckui
Hay4HO-UCCneAoBaTENbLCKUIA UHCTUTYT CTaHaaptusauunm u ceptudukaumm B MawmHOCTpoeHuny (Pryn
«BHUMHMALLI»), OBLeCTBOM C OFPAHUYEHHON OTBETCTBEHHOCTLIO «NHADOPMALMOHHO-aHANUTUYECKUIA Bbl-
yucnuTenbHbil UeHTp» (OO0 «MABL») u OBwecTtBOM C OrpaHU4EHHOW OTBETCTBEHHOCTbIO «Hay4Ho-
npoussoacTBeHHas cmpmMa «Kpucranny (OO0 «HIMP «Kpucrtann») Ha OCHOBE COBCTBEHHOTO ayTEHTUYHOIO
nepeBoAa Ha PYCCKUIA A3bIK CTAHAAPTA, YKa3aHHOIO B MyHKTE 4

2 BHECEH TexHu4eckum KoMMTeTOM No ctaHaaptusauum TK 22 «MHGpOopMaLMOHHbIE TEXHONOMMUY

3 YTBEPXIEH W BBEJIEH B OENCTBUE npukasom deaepanbHOro areHTCTBa N0 TEXHUHECKOMY pe-
rynupoBaHmio u metponorum ot «11» unioHa 2014 r. Ne 569-ct

4 Hacrosilwumn craHgapT uaeHTMYeH MexayHapogHomy aokymeHty ISO/IEC TR 27008:2011 «UH-
dopmMaumoHHaa TexHonorusi. Metoabl ob6ecnevenns 6esonacHocTu. PekoMeHaauun ansa ayautopos B OT-
HOWEHUM Mep W CPeACTB  KOHTPONSA M ynpaeneHus  WHGOpMauMoHHON  6e30NacHOCTLIO»
(ISO/IEC TR 27008:2011 «Information technology — Security techniques — Guidelines for auditors on infor-
mation security controls»)

HaumeHoBaHue HacTOALLEro CTaHAapTa U3MEHEHO OTHOCUTENbHO HAMMEHOBAHUA YKa3aHHOIO MeXay-
HapoAHOro ctaHaapTa ansi npuseaeHus B cootsetcrene ¢ FOCT P 1.5 (nyHkT 3.5).

Mpu npyMeHeHnn HaCTOSLLEro craHaapTa peKOMeHAYeTCA MCNOMb30BaTh BMECTO CCbINOYHbLIX MEXAY-
HapOAHbIX CTaHO4APTOB COOTBETCTBYIOLLME UM HaUMOHanNbHble cTaHgapTel Poccuiickon deaepauuu, ceeae-
HUA O KOTOPbIX NPUMBEAEHbI B AOMONTHUTENLHOM NPUNoOXXeHun A,

5 BBEJIEH BINEPBbIE

lpasuna npumeHeHus Hacmoswe2o0 cmaHfapma ycmaHoeneHbl 6 TOCT P 1.0—2012 (pasden 8).
UHbopmayua 06 usMeHeHuUsX K Hacmoswemy cmaHOapmy rnybriukyemcs 8 exe200HOM (110 COCMOAHUIO Ha
1 fiHeaps mekyuwieeo 200a) UHGPOPMAUUOHHOM yKazamerne «HayuoHanbHble cmandapmbiy, a oguyuarns-
HbIli meKkcm u3MeHeHull U MonpasoK — 8 €XEeMeCAYHOM UHOPMaUUOHHOM ykasamene «HauuoHarnbHbie
cmaHOapmebi». B criyyae nepecmompa (3ameHbl) uiiud OMmMeHbl Hacmosiuwje2o cmaHlapma coomeemcem-
syrouwjee yeedomreHue bydem onybnukoeaHo e bnuxaliuem ebiiycke UHGOpMaUyUOHHO20 yka3amensa «Ha-
yuoHarnbHble cmaHd0apmbl». Coomeemcemeyiowas uUHghopmayus, yeedomieHue u mekemsoi pasmewaromes
maioke 8 uHgopmayuoHHoli cucmeme obwe2o rosib30eaHusi — Ha oguyuaribHoM catime ®edeparnbHoz0
azeHmcemea o MexHU4eCKoMy pe2yruposaHuio u memporioauu e cemu ViumepHem (gost.ru)

© CraHgapTtuHdgopm, 2015

Hactosiumit ctaHaapT He MOXeT ObiTb MOMHOCTLIO UMM YACTUYHO BOCMPOW3BEAEH, TUPAXKMPOBAH W
pacnpocTpaHeH B kayecTBe opuuManbHOro ndaanus 6es paspeleHust HaUMOHANLHOrO opraHa Poccuiickon
denepauum no craHgapTUsaLum.
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BBeaneHue

MNCO/M3K TO 27008 Obin noarotoBrneH COBMECTHbIM TeXHMYeCkuM kKomutetom UCO/MOBK CTK 1
«MHpopmayuoHHas mexHonozus», nogkomutetToM MK 27 «Memodb! u cpedcmea obecrieyeHus 6e30nacHo-
cmu UT».

Hacroawwmi cranaapt nogaepxusaet onpegeneHHbsii B UCO/M3K 27001 u MICO/M3K 27005 npouecc
MEHEe>KMEHTa pPUCKa CUCTEMbI MeHeaXMeHTa MHpopMaumoHHow GesonacHoctn (CMUB), a Takke Mepbl U
cpeacTBa KOHTPONS M ynpaBneHus, BknoveHHble B UCO/M3K 27002.

Hacrosawmii ctanaapT npeaocrasnseT pykoBOACTBO MO MPOBEPKE MEP U CPEACTB KOHTPONS U ynpas-
neHnsa uHdopmaLuoHHON 6e30MacHOCTbLIO OpraHu3aLuM, HanpuMmep, B OpraHusaumm, npoueccax 6usHeca u
CUCTEMHOM OKPY>KEHUM, BKNIOYAA NPOBEPKY TEXHUHECKOTO COOTBETCTBUA.

3a pekomeHgauusMn MO ayAuTy 9NEeMEeHTOB CUCTEM MEHeMKMeHTa cneayer obOpawarbea K
MCO/M3K 27007, a no nposepke coorBeTcTBuas CMWUB TtpebGoBaHusam ans uenei ceptudukaumm — K
MCO/M3K 27006.
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HAUMOHANBbHBLIN CTAHOAPT POCCUNCKOW DEQEPALUMU

MHdopmaumoHHaa TexHonorus
METOAbl U CPEACTBA OBECMNEYEHUA BE3OMNMACHOCTU
PekomeHgaummn gna ayautopoB B OTHOLWIEHUM Mep U CPeACTB KOHTPOSA U ynpaBreHus
UH(popMaLMOHHONM 6e30MacHOCTbLIO

Information technology — Security techniques — Guidelines for auditors on information security controls

Hara BBegeHnsa — 2015—06—01
1 O6bnacTb NpUMeHeHUs

Hacrosawumii ctaHgapT npeaocTaBnseT pyKOBOACTBO MO MPOBEpKe peanusauuu u YHKLMOHMPOBAHUA
Mep U CPeACTB KOHTPOMNSA U ynpaBreHus, BKIOYas NpPOBEPKY TEXHUYECKOro COOTBETCTBUSA MEpP U CpeAcTB
KOHTPpONA U ynpaBneHus UHPOPMALMOHHBIX CUCTEM, COTNTIACHO YCTaHOBIEHHbLIM B OpraHM3auum ctaHgapram
no MHPOPMAaLMOHHOI 6e30NaCcHOCTH.

Hacrosawui ctangapt npuMeHuM Ans opraHu3auuin Bcex BUao0B u Nobor BENUUMHbBI, BKNOYaA akuuo-
HepHble 00LECTBa OTKPLITOrO M 3aKPbITOrO TUMA, rOCYAapCTBEHHbIE YUPEXIEeHUs1 U HEKOMMEpPYECKue opra-
HW3auuu, NPOBOASALLME MPOBEPKM WHAOPMALMOHHONW 6Ee30NacHOCTU U TEXHWYECKOTo cooTBeTCcTBMA. Ha-
CTOAILLMI CTAHAAPT HE NPeAHAa3HaYvYeH aAng ayAuTOB CUCTEM MEHEKMEHTA.

2 HopmaTtuBHbI€ CCbINIKN

B HacTtosiwem craHaapTe MCnofib30BaHbl HOPMAaTUBHbLIE CCbIMKM Ha cregyllune MexayHapoaHble
cTaHaapTbl. AN AaTMpPOBAaHHbIX CCbINIOK CReayeT UCMoNb30BaTh TOMbKO yKa3aHHOE u3jaHue, Ana Heaatu-
POBAHHbLIX CCbINOK — MOCNEeAHee U3gaHue ykasaHHOro JOKyMEeHTa (BKITIOYasa BCE ero N3MEHEeHus).

MCO/M3K 27000:2009" UHpopmayuoHHas mexHosiozus. Memods! u cpedcmesa obecriedyeHus b6eso-
nacHocmu. Cucmembl MeHedXMeHmMa UHpoOpMayuoHHol 6e3onacHocmu. O630p U  MEePMUHOIo2US
(ISO/IEC 27000:2009, Information technology — Security techniques —Information security management sys-
tems — Overview and vocabulary).

3 TepMmuHbI U onpepeneHusn

B HacTofweM cTaHgapTe npuMeHeHsbl TepMuHbl o MCO/MBK 27000, a Takke cnegyowme TEPMUHBI C
COOTBETCTBYIOLLUMU ONpeaeNeHUsiMu:

3.1 06 bEeKT NnpoBepKHM (review object): KOHKPETHbIN NPOBEPSIEMbIN SNTEMEHT.

3.2 uenb npoBepku (review objective): Popmynuposka, onucbiBaoLLas, YTO AOIDKHO ObiTb AOCTUTHYTO
B pesyrnbTaTe NpoBepKu.

3.3 ctanpapT peanusaumMm GesonacHocTu (security implementation standard): JokymeHT, npeanu-
CbIBAIOLL{MI CAHKLIMOHMPOBAHHbIE CNOCOOLI peanu3aumn 6e30nacHoCTu.

4 CTpyKTypa HacTosilero craHaapTa

Hacrosawumit ctaHaapT Coaep>XUT onucaHne npouecca NpoBepkM Mep U CPpeacTB KOHTPOMS W ynpasne-
HWSA MHPOPMALMOHHON 6e30MacHOCTLIO, BKIOYAA NPOBEPKY TEXHUYECKOrO COOTBETCTBUS.

B pasgene 5 npeacraeneHa BBogHaA MHopMauus.

B paspene 6 npeacrasneH obwmii 0630p NPOBEPOK MEP U CPEACTB KOHTPONS U ynpasreHus UHAop-
MaLMOHHON 6e30MacHOCTbIO.

B pasagene 7 npeacraeneHbl METOAbI NPOBEPOK , @ B pasaene 8 — AeaTenbHOCTb N0 NPOBEpKe—.

B npunoxxeHun A npuBeaeHO NpakTM4eckoe PyKOBOACTBO MO NPOBEpPKe TEXHUYECKOro COOTBETCTBUSA, @
B NpunoxxeHun B gaetca onucaHue Hadana cbopa nHgopmauyumn —.

" OrmeHeH. OenictByer MCO/MOBK 27000:2014. Ona ogHo3HadHoro cobntogeHns TpeboBaHUiA HaCTOSILLEro CTaH-
[lapTa, BblpaXeHHbIX B JaTUPOBaHHLIX CChISIKaX, PEKOMEHAYETCS MCMONb30BaTb TOSIbKO YKa3aHHbIA CChISIOYHbIA CTaHAapT.

M3paHue ocpuumnanbHoe
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5 Mpeaonocbinku

Mepbl n cpeacTea KOHTPONsA M ynpasneHns MHPOPMaLMOHHON Be30MacHOCTbIO OpraHn3aLumn JOMKHbI
BbIOMpaTLCA OpraHu3auuen Ha OCHOBE pesymnbTara OLUEHKM pUCKa B pamKax npouecca MEHeAXXMEHTa pucka
MHPOPMALMOHHON 6€30MacHOCTU, YUTOOLI CHUXKaTb CBOU PUCKM 40 AOMYCTUMOro ypoBHS. OaHako opraHusa-
uuu, pewumBune He peanusosbiBate CMWB, MoryT oTaath npeanovteHue gpyrum cnocobam Bbibopa, pea-
nM3aumu U NOAAEPXKA MEP U CPEACTB KOHTPONA U ynpaBneHus MHAOPMaLMOHHON 6e30MacHOCTbIO.

Yactb MEp u CpeacTB KOHTPONS M yNpaBneHus WHGOpMaUMOHHON ©e30nNacHOCTbIO OpraHu3auuun
00ObIYHO OCYLLECTBNAETCA NYTEM peanu3aumu TEXHUYECKMX MEP U CPeACTB KOHTPOMNSA M ynpaBneHus uHaop-
MaUMOHHON 0e30MacHOCTbLIO, HaNpUMep, Koraa UHAOPMAUMOHHbIE aKTUBbI BKMIOYAIOT MHAOPMALUOHHbIE
CUCTEMbI.

TexHU4eckne Mepbl U CpeacTBa KOHTPONSA U ynpaBneHus MHpopmaunoHHONn 6€30NacHOCTLI0 HEOOXO-
OUMO onpeaensiTb, AOKYMEHTansHo 0hOpMnsATb, peanu3oBaTb U NOAAEPHUBATL B COOTBETCTBMU CO CTaH-
JapTamu, OTHOCALUMMUCA K MHAOPMALMOHHON Be3onacHocT. C TeyeHMeM BpeMeHM Ha 3PdEKTUBHOCTb
Mep U CPEACTB KOHTPONA U ynpasBneHus MHPOPMALIMOHHOW 6€30MacHOCTLIO U B KOHEYHOM CHeTe Ha npume-
HEHWe B OpraHusauuy CTaHaapToB MHAOPMALIMOHHON BE30NacHOCTM MOTYT OKa3biBaTb HEraTUBHOE BIUSHUE
BHYTPEHHUE (DAKTOPbI, TAKNE KaK KOPPEKTUPOBKN MHPOPMALIMOHHBIX CUCTEM, KOHGpUrypaummn yHKumin 6e30-
NacHOCTU U U3MEHEHNS OKPYXKaIOLLEel cpedbl MHAOPMALMOHHBLIX CUCTEM, a TaKKe BHELLHWE (DaKTOpbl, Takue
KaKk COBEPLUEHCTBOBAHWE HABLIKOB aTaku. Y opraHusauuii 4omkHa ObiTb CTporas nporpamma KOHTpOns uU3-
MEHEHUI, Kacawwmuxca MHAOPMaLUOHHON Be3onacHocTU. OpraHusauumu AOSMKHbI PETYNSPHO NPOBEPSTh,
OCYLLECTBNSAETCA N COOTBETCTBYIOLLEE NPUMEHEHUE CTaHAapTOB, KacaloLMxcs peanu3aummn 6e3onacHocTy,
n ux gencrteue. MNpoeepka TEXHUYECKOrO COOTBETCTBMA BKNtoveHa B MCO/MOIK 27002:2005 B kayecTBe oa-
HO M3 Mep U CPeACTB KOHTPONS W YNpaBneHus, OCYLLECTBMAEMON BPYYHYIO W/UNKU NOCPEACTBOM Cneuuanb-
HbIX MPOBEPOK C NOMOLLBIO @BTOMATU3MPOBAHHLIX MHCTPYMEHTarNbHbIX cpeacTB. OHA MOXET OCYLLEeCTBNATb-
€S nuuamu, BbINOMHAKLWKUMU POfib, HE 3aA€NCTBOBAHHYIO B OCYLLECTBEHUU MEPbl U CPEACTBA KOHTPONS U
ynpaeneHus (Hanpumep, BnajgenbueM CUCTEMbl UMW MEPCOHANOM, OTBEYAIOWMM 3@ KOHKPETHblE Mepbl U
cpeAcTBa KOHTPOMNSA M YNPaBeHMs), UMW BHYTPEHHUMU UMM BHELLHMMUM cneumanucramMu no obecneyvyeHuto
MHpOPMAaLMOHHON 6e30NacHOCTHU, BKIOYasa ayaAuTOPOB MHAIOPMALMOHHON TexHonorun (UT).

PesynbTtaT npoBepkn TEXHWUYECKOrO COOTBETCTBUSA OOBLACHAET (DAKTUYECKUI YPOBEHb TEXHWYECKOTO
COOTBETCTBUA peanusauum MHAPOPMALUOHHON 6e30MacHOCTU B OopraHusauyun TpeboBaHUAM CTaHAapToB.
3710 06ecneynBaeT yBEPEHHOCTb B TOM, YTO COCTOSHUE TEXHUYECKUX MEP U CPEACTB KOHTPONS W yrpasne-
HWUsI COOTBETCTBYET CTaHAapTaM MHOPMaLMOHHON 6e30NacHOCTU UMK, B MPOTUBHOM Criydae, CMyXuT OCHO-
BOW NS COBEPLUEHCTBOBAHWSA. B Hauane npoBepku A0mkHA ObITb YETKO YCTAHOBMNEHA NOCNEA0BATENBHOCT
OTYETHOCTM NO ayauTy M JOMKHA 00ecnevnmBaTbCa LEMNOCTHOCTb NpoLecca 0TYETHOCTU. JOormkHbl npeanpu-
HUMAaTbLCA LWaru, YTobbl 06ecneynTb:

- nosnyyYyeHue COOTBETCTBYIOLUMMU OTBETCTBEHHbIMWU CTOPOHAMU HEU3MEHEHHOMW KOMWUM OTYeTa He-
nocpeaCTBEHHO OT ayaAWTOPOB, NPOBOAALLMX NPOBEPKY MEP U CPeACTB KOHTPOMSA WM ynpasneHusa uHdopma-
LIMOHHOI 6€30MacHOCTbIO;

- HEBO3MOXHOCTb MONy4YeHUs1 HECOOTBETCTBYIOLUMU UNKU HEYNOMHOMOYEHHbIMWU CTOPOHAMU KONUK
oTyeTa OT ayaAUTOPOB, MPOBOAALLMUX MPOBEPKY MEP U CPEACTB KOHTPONSA W ynpaBneHus MHAOPMALMOHHON
0e30MacHOCTbIO;

- BO3MOXXHOCTb 6€eCnpensATCTBEHHOrO BbINOMHEHNUSA paboTel ayauTopaMm, NPOBOAALLMMU NPOBEPKY
Mep W CPeACTB KOHTPONS U yNpaBneHus MHAOPMAaLMOHHON 6e30MacHOCTLIO.

MpoBepkn Mep U CPEACTB KOHTPOMS M ynpaBneHus nHpopMaumoHHon 6e30NacHOCTbIO, B 0CODEHHOCTH
NPOBEPKU TEXHUYECKOrO COOTBETCTBUSA MOMYT NOMOYb OpraHu3aumm:

- YCTaHOBUTb U MOHATL CTENEHb CEPbEe3HOCTU MOTEHUMANbHBLIX NPOBNEM UM HELOCTATKOB pearnu-
3auumn 1 JENCTBUA MEP U CPEACTB KOHTPONS M ynpasneHus MHOOPMaLMOHHOK 6e30NacHOCTLI0, CTaHAAPTOB
MHPOPMAaLMOHHON Be30MacHOCTM U, B pesynbraTe, TEXHUYECKUX MEp U CPEACTB KOHTPOMSA U ynpaBneHus
MHOPMAaLIMOHHON 6E30MacHOCTbIO OpraHu3auuu;

- YCTaHOBUTb W MOHATb MOTEHUMAanbHOE BMWSHWME HA OpPraHM3auuio BO3AEeiCTBUS HEAOCTaTOYHO
ocnabneHHbIX Yyrpo3 U ya3BUMMOCTEN MHAOPMAaLMOHHON 6e30NacHOCTH;

- YCTaHOBUTb MPUOPUTETLI B AENCTBUSAX NO YMEHBLLUEHUIO PUCKA UHADOPMALMOHHON 6€30NacHOCTH;

- NOATBEPAUTL, YTO BOMPOC, KACalOLMNCA paHee YCTaHOBMEHHLIX UMM BO3HMKAOLWMX Crnabbix
MECT UITM HEAOCTATKOB MHPOPMAaLMOHHON 6e30NacHOCTM, ObiN agekBaTHbIM 06Pa3oM peLLEH;

- nogaepxusatb OIO4XKETHbIE peLleHNUst B paMKkax MHBECTULMOHHOIO Npouecca U Apyrue peLueHns
PYKOBOACTBA, CBA3aHHbIE C COBEPLUEHCTBOBAHUEM MEHEAXKMEHTA MHAOPMALMOHHOK 6€30NacHOCTH OpraHu-
3auun.

HacToswui craHaapTt npeaHasHadeH Ans nNpoBepku Mep U CPeACTB KOHTPOMA W ynpasreHusa uHgop-
MaUMOHHON Be30MacHOCTbIO, BKMIOYAsh NMPOBEPKY TEXHWYECKOrO COOTBETCTBMSA OTHOCUTEMbHO peanusauuun
opraHusauumen yCTaHOBNEHHOro ctaHaapTta no uHdopmaumoHHon 6esonacHocTu. Hacrtoawmii ctaHaapT He
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npegHasHadeH AnNs NPeaocTaBneHnst Kakoro-nubo KOHKPETHOTO PyKOBOACTBA MO NPOBEpPKE COOTBETCTBUS B
OTHOLUEHWM U3MEpeHWi, oueHkM pucka wunm ayguta CMUB, kak onpegeneHo B WMCO/M3K 27004,
NCO/M3K 27005 unu NCO/M3IK 27007 cOOTBETCTBEHHO.

Mcnonb3oBaHue HACTOSAILLEro CTaHAapTa B Ka4ecTBe OTNpPaBHOM TOYKM npouecca onpeaesieHus npo-
LUeayp Ans NpoBEPKM MEP U CPEACTB KOHTPONSA U ynpaBneHns nHMopMaLMoHHON 6e30NacHOCTLIO CNOCoOCT-
ByeT bonee ctabunbHOMY YPOBHIO UHDOPMALMOHHONM BGe3onacHoCcTn B pamkax opraHusauuu. OH npegnara-
eT Heobxoaumylo rMGKOCTL B YTOYHEHUM NapameTpoB Npouecca NPoBEepKM HA OCHOBE LENeBoii 3ajauv u
ueneii 6usHeca, nonUTUK M TpeboBaHMIN opraHusaummn, U3BECTHON MHAOPMaLUK 00 yrpo3ax u ya3BUMOCTSIX,
npeacraeneHuit 06 onepawuoHHOR AEATENBHOCTU, 3aBUCUMOCTER MHPOPMALIMOHHBLIX CUCTEM M NNaTchopM K
FOTOBHOCTM PUCKOBATb.

MpumeyvyaHune — NCO PykoBoacTBo 73 onpeaensieT roToBHOCTb PUCKOBATbL KaK BENUYMHY U BUA PUCKA, KOTO-
pLI OpraHusaLus rotoBa paccMaTpuBaTh, COXPaHATb UNU NPUHUMATb.

6 O630p NPOBEpPOK MEP U CPEeACTB KOHTPONSA U ynpaBrieHusi MH(POpMaLMOHHOMN
©e30nacHoOCTbIO

6.1 Mpouecc npoBepku

Mpuctynas K KOHKPETHON NpOBEpKe, OTHOCALLENCS K MHMOPMALUOHHONW 6e30nacHOCTU, ayauTopsl,
npoBOAsLLME NPOBEPKY MEP U CPEACTB KOHTPONA U YrpaBneHnsa MHpopMaLMOoHHOK 6e30NacHOCTbIO, 0ObIYHO
HauuMHaT co cbopa npeaBapuUTENbLHON MHOPMaLUK, PACCMOTPEHMSA MITAHUPYEMOro 00bEMAa U coAepKaHuA
paboT, yCTaHOBNEHWA CBA3W C PYKOBOAUTENSAMU U APYTMMW KOHTAKTHBIMW NWLAMKU B COOTBETCTBYIOLLIMX Yac-
TAX OpraHM3auuM 1 paclUMPEHHON OLEHKU pUCKa, CBA3AHHOIO C NPOBEPKON, YTOObI pa3paboTaTb JOKYMEH-
Tauuio No NpoBEpKe, NPeACTaBnAoOLWYyI0 coB0i PyKOBOACTBO MO OCYLUECTBNSIEMON NPOBEPOYHON AeATenb-
HOCTU. AAna adpheKTUBHOro OCYLLECTBNEHUS NPOBEPOK HA3HAYEHHbIE ayAUTOPLI, MPOBOASALUME NPOBEPKY MEP
1 CPefCTB KOHTPONS U ynpasneHns MHPOPMaLMOHHON 6e30NacHOCTbIO, AOMMKHbI ObITb XOPOLUO NOArOTOBE-
Hbl kak B 06nacTu Mep U CpeacTB KOHTPONS U yNpaBreHus, Tak u B 00nacTu TECTUPOBAHUS (HanpumMep, 9Kc-
nnyatauua NpUMEHUMbIX UHCTPYMEHTamNbHLIX CPEACTB, TEXHUYECKAs Lienb TeCTMpoBaHus). Ha aTom yposHe
MOryT ObITb YCTAHOBMEHBI NPUOPUTETHBIE 3Tanbl paboTbl NO NPOBEPKE B COOTBETCTBUM C OCO3HABAEMbIMM
puckamu, Takke atanbl paboTbl MOryT ObiTb CMMAHMPOBAHBLI COrMACHO ONpeAEeneHHOMY npoueccy GusHeca
UMK cUCTEMbI MnNKM MoryT BbITb paspaboTaHbl NPOCTO ANs NOCEeA0BaTENbHOrO oxBaTa Bcex ccep, BXoAs-
Lwmx B 06nacTb NpoBEpPKU.

MpeasapuTensHas MHAMOPMALUA MOXET NMOCTYNAaTk U3 PA3NUYHLIX UCTOYHUKOB:

- KHUTW, MIHTEpHET, TEXHUYECKUE PYKOBOACTBA, CTaHAapThl U Apyrue oblume cBeeHus, coaepxa-
Lmecs B uccrnenoBaTtenbckux paborax no pacnpoCTPaHEHHbIM PUCKaM M MepaM M CpeacTBaM KOHTpOns U
ynpaBneHus B AaHHou cdepe, matepuanax koHdepeHuuin, CUMNo3uyMoB, CEMUHAPOB U chOpyMoOB;

- pe3ynbTaThl NpeablayLUMX NPOBEPOK, TECTUPOBAHUIA U OLIEHOK, YACTUYHO UMM NMOMHOCTbLIO OTHO-
CALUMXCS K TeKyLLei obrnactn npoBEpKM U Tak UMM MHAYe BbIMOSIHEHHbIX ayaMTOpaMu, NPOBOASALLMMU MPO-
BEPKY MEp U CPEACTB KOHTPONS U ynpasieHus uHpopmauuoHHol 6e30nacHOCTbIO (Hanpumep, npeaBapu-
TenbHble TecTbl 6€30NacHOCTM, NPOBEAEHHbIE cneuuanucTamm no obecnevyeHuto MHpopmaunoHHon Geso-
NacHOCTU, MOTYT AaTb OBLUMPHbIE 3HAHMSA MO 6e30MaCHOCTU OCHOBHbIX NMPUKNAAHbLIX CUCTEM);

- CBEAEHUS O COOTBETCTBYIOLUMX WMHLUMAEHTAX MHAOPMALMOHHOW 6e30nacHOCTU, CUTyauusx,
OGnMU3KMX K MHUMAEHTaM, BONPOCax NOAAEPKKN U W3MEHEHUSAX, MOJyYEHHbIE OT CIYXObl TEXHUYECKOW Noa-
aepxkn UT, U3 npoueccoB MeHemKMEHTa uaMeHeHuin T, npoueccoB meHeaxmeHTa uHungeHtos UT n us
aHanorm4yHbIX UCTOYHUKOB;

- obLMe nepeyHn KOHTPOBHBIX NMPOBEPOK U AOrOBOPOB, KacaloLMXCS NPOBEPKU Mep U CPeacTB
KOHTPOMA U ynpaBneHWs UHAOPMAaLUOHHOW 6e30MacHOCTLIO U NPOBOAMMBIX ayaMTOpPaMu Unu cneuuanu-
cTamu no MHAOPMaLMOHHON 6e30MacHOCTU C ONbITOM paboTbl B AaHHOW cdepe.

MoxxeT ObiTb YMECTHbIM NMPOBEAEHNE NepecMOoTpa NNaHMpyemMoii o6rnactu NpoBepku B CBeTe Npe/aBa-
puTEnbHOM MHApopMaLumM, 0COGEHHO eCnu nnaH NPOBEpPKM, NepBOHaYanbHO onpeaenmBLUMiA o6nacTe npo-
BEPKW, MOArOTaBNMBAIICA 38 MHOrO MeCALEeB A0 9TOro. Hanpumep, AoNonHUTENbHLIE NPOBEPKU MOFYT pac-
KpbITb Mpobnemel, 3acnyxusaiowme Gonee rnybokoro uccneaoBaHusi, Unu, HaobopoT, MOryT obGecnevnTb
66nbLUYIO0 YBEPEHHOCTb B HEKOTOPbIX 06NacTsX, NO3BOJIAS COCPEAOTOUMUTb Ha3HAYeHHY0 paboTy Ha YeM-TO
APYrom.

Ha HayanbHOM 3Tane BaXHO YCTAHOBUTb CBSI3U C PYKOBOAUTENSIMU U KOHTAKTHBIMU NULIAMM, CBA3AH-
HbIMWU C NPOBEpPKOI. Mo 3aBepLUeHUn npouecca NPOBEPKM OT ATUX nogen TpebyeTca NoOHMMaHue BbIBOAOB
npoBepkun, 4Tobbl afeKBATHO pearvpoBaTh Ha OTYET O pesynbTaTax nposepku. BaaumonoHumanue, B3amm-
HOE YBa)KeHWe U CrnocoBHOCTE 06 BACHUTL NPOLIECC NPOBEPKM CYLLECTBEHHO MOBLILLAIOT KAYECTBO U 3chchek-
TUBHOCTb pe3ynbrara.
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MockonbKy cnocob AOKYMEHTanNbHOro opopMneHns csoel paboTbl pasHbIMKU NMUAMU pPa3nu4aeTcs, To
ANA MHOTMX (PYHKUMIA NPOBEPKU UCMONL3YIOT CTaHAAPTU3UPOBaHHbLIE NPOLIECCHI NPOBEpKU, noaaepxvsae-
Mble 4OKyMEHTaMu-LuabnoHamm ana paboynx Matepuanos, TaKUMKU Kak KOHTPOSbHbIE NepeYHn Ans nposep-
KW, ONPOCHBIE MUCTbI NO BHYTPEHHEMY KOHTPOIIO, rpadiukn TECTUPOBAHUSA, TAGNULBI YNPaBREHUS PUCKOM U T. 4.

KOHTpOnbHBLIN NepeyveHb AN NPOBEPKU (MK aHANOTMYHBLIA JOKYMEHT) ABNAETCA OCHOBHLIM JOKYMEH-
TOM NO HECKOJIbKMM NpUvUHaM:

- B HEM U3MOXEHbI NNaHupyemMble cepbl NPOBEPOYHON AEATENbHOCTU, BO3ZMOXHO, U YPOBHU Ae-
TanbHOro ONUCaHUs OTAENbHLIX TECTOB NO NPOBEPKE U OXUAaeMble/MAeanbHbie BbIBOALI;

- OH npeaocTaBnseT coctae paboT, cnocobcTBya obecneyeHnio yBepeHHOCTU B NOIHOM OXBaTe
nnaHupyeMmon obnacru;

- HeoOX0AMMBIN ANA CO34aHWUS KOHTPOSIbHOFO NEpPEeYHs aHanu3 B NepByl0 ovepeab NOAroTaBnu-
BaeT ayauTopOB, NMPOBOASALLMX NPOBEPKY Mep U CPEACTB KOHTPONA U ynpasneHus uHdopmaumoHHomn 6eso-
NacHOCTbLIO, K NOCMEAYIOLEN NPaKTUYECKON NPOBEPOYHON AEATENBHOCTU, B TO BPEMSA KaK 3anofHEHUe KOH-
TPOMbLHOIO NEPEYHs B XOA4E NPOBEPKU CNOCOBCTBYET pa3BUTUIO aHANMTUYECKOTO npouecca, U3 kotoporo Gy-
AyT BbIBOAUTBLCA AAHHBbIE AN OTYeTa O pesynbTarax NPoBepKu;

- OH NpefoCTaBNseT pamkn Ans PUKCUPOBAHUA Pe3ynbTaToB NpeaBapuTenbHON 06paboTkn WUH-
dopmaumm U NpPaKTUYECKON NPOBEPOYHON AEATENLHOCTU, a TaKKe, HANPUMEP, MECTO ANA CCbIMNOK U KOM-
MeHTapueB kK COOpaHHbIM CBUAETENLCTBAM NPOBEPKM;

- OH MOXeT ObITb MPOBEPEH PYKOBOAUTENAMW ayauTta unu ApyrumM ayautopamu, NpoBOASALLIMMU
NpoBEepKY Mep U CPEACTB KOHTPONA U ynpasneHns nHopMauuoHHoN 6e30nacHOCTLIO, Kak YacTb npouecca
no o6ecnevyeHuio kKauecTsa NPOBEPKY;

- OyalyuM MONHOCTLIO 3aNOMHEHHBLIM, OH (Hapsay CO CBMAETENLCTBAMU NPOBEPKM) NpeacTaBnseT
co6oin 4oCTaTtouHO NoApPOBOHYIO 3anNUCb O NPOBEAESHHOW NPOBEPOYHON AEATENbHOCTU U NOMYYEHHbIX BbIBO-
Aax, KkoTopas MOXeT noTpeboBaTtbCA AnNs 060CHOBaHUA UNW NOATBEPXAEHMS OTYeTa O pesynbTatax npo-
BEPKW, UHHOPMUPOBAHUA PYKOBOACTBA /UMW NOMOLLM NPpU NAAHUPOBaHUK GyayLLMX NPOBEPOK.

Ayautopbl MHOPMALIMOHHON 6€30NacHOCTU AO0SHKHBI NPOABAATL OCTOPOXHOCTb, YTOOLI MPOCTO UC-
nonb30BaTk 00LLUME KOHTPONbHbIE NEPEYHU ANA NPOBEPKU, COCTABNEHHbIE APYIUMM, TAK KAK 3@ UCKIIOYEHU-
€M BO3MO>XHOW 3KOHOMWMW BPEMEHWU 3TO, BEPOATHO, CBEAET HA HET HEKOTOPLIE U3 BbILLENEPEYNCIIEHHBIX Bbl-
rog. [310, NO-BMAMMOMY, MEHEe NPoGnemMaTu4HoO B Cryyae NpsMbIX NPOBEPOK COOTBETCTBUA MU CepTUdU-
KaLMOHHBIX NPOBEPOK, MOTOMY YTO TpeBOBaHUA, KOTOPLIE AOMKHBI BINOMHATLCA 0ObIMHO ABNAOTCA AOCTa-
TOYHO onpeAeneHHbIMI.]

OCHOBHOI 06BEM NpaKTUYECKOW NPOBEPOYHON IEATENLHOCTU COCTOMT U3 CEPUM TECTOB, MPOBOAUMBIX
camuMu ayauTopaMu unu no ux 3anpocy, Ansa coopa CBMAETENLCTB MPOBEPKM U UX PACCMOTPEHUS YacTo
nyTeM CPaBHEHUA C OXMAAaeMbIMK pe3ynbTaTaMu, KOTOPblE BbIBOASATCS U3 COOTBETCTBYIOLLUX 00A3aTENbLCTB
no obecneyeHnd COOTBETCTBUS, CTaHAAPTOB UMM 3 Gonee o6LUEl OLIEHKM XOPOLLMX NMPAKTUYECKUX Mpue-
MOB. Hanpumep, 0auH U3 TECTOB B paMmKkax NpoBepPKM UHGOPMAaLMOHHON 6e30MacHOCTH, N3y4aloLLmii Mepbl U
cpeAcTBa KOHTPOMSA WM ynpaBneHus AnA 3awuTtbl OT BPEAOHOCHOIO NPOrpaMMHOrO CpeAcTBa, MOXET NpoBe-
PATb, CYLLECTBYIOT N1 HA BCEX MPUMEHSAEMbIX KOMMNbIOTEPHBLIX NnaTtdopmax COOTBETCTBYIOLLME aHTUBUPYC-
Hble nporpammbl. [Mpu NpUMeEHeHUM ANA NPOBEPKWU TECTOB, NOAOOHLIX YKa3aHHOMY, 4acTO UCMONb3YIOT Me-
TOA BbIOOPKU, NOCKOMbKY ANS BCEOXBaTbiBaOLWENW NPOBEPKM OObIMHO ObIBAET HEAOCTATOMHO PECYPCOB.
MpakTuyeckme npuemMel BLIGOPKM pasnuyaloTcs B 3aBUCUMOCTM OT ayAMTOPOB, CUTYaLMiA U MOTYT BKMIOYaTb
Cry4ariHylo BbIGOPKY, cTpaTudMUMpOBaHHYO BbIOOPKY U Apyrue Gornee CrnoXHble CTaTUCTUYECKUE METOAbI
BbIOOPKM (HAanNpMMep, UCMNONb30BaHWE AONONHUTENbHOW BbIBOPKM, €Cnn NepBOHavanbHble pe3ynbTaTbl He-
YAOBMNETBOPUTENbHbI, YTOObLI MOATBEPAUTL CTEMNEHb CNabocTu Mep U CPEACTB KOHTPONS u ynpasneHus). Kak
npasuno, nosiHoe TeCTupoBaHUE BO3IMOXKHO B TE€X Cny4asax, Korga csuaetenbcrsa MOryr 6bITb COﬁpaHbl ]
NPOTECTUPOBAHbI 3NEKTPOHHbLIM CNOCOOOM, HaANpUMEp, UCMOMb3ysl 3anpocChl sQL" B 6ase paHHbIx cBUAE-
TENbLCTB NPOBEPKU, NOAOOPAHHBLIX U3 CUCTEM UMK Ba3 AaHHbIX MEHEI)KMEHTA akTMBOB. [loaxoa k BbIGOPOY-
HOMY ayaMTOPCKOMY OOCneaoBaHMO AOMMKEH, MO KpalnHen mMepe, YaCTUYHO ONpeaenaTbCsi puckamu, CBS-
3aHHbLIMK C MOABEprarLLencs ayauTy cpepoin AesaTenbHOCTH.

CobpaHHble B X04€e NMPOBEPKM CBUAETENbCTBA AOIDKHBI OTMEYaTbCs, YNTOMUHATLCS UMM BHOCUTLCS B
CMUCOK pabounx 4OKYMEHTOB NpoBepku. CBUAETENLCTBA NPOBEPKU, HAPSiAY C aHaNM30M, BbIBOAAMU, PEKO-
MEHAALMSAMU MO NPOBEPKE M OTYETAMU O pe3ymnbTarax NPOBEPKU, AOMKHbI ObITb Haanexawmm obpa3om 3a-
LMLWEHbI ayauTopamu, NPOBOASALLMMU NPOBEPKY MEp U CPeACTB KOHTPONA U ynpaBneHns MH(OPMaLMOHHOM
6e30naCHOCTb|O, 0COOEHHO B CBAA3U C TeM, YTO HEKOTOopblie CBUAETENbCTBA ABMAIOTCA Kpa|7|He YyBCTBUTENb-
HbIMWU W/WMU UEHHbIMW. 3aluuMTa JaHHbIX, U3BMIEYEHHbIX, HANPUMED, N3 UCMONb3yeMbIX B OpraHusauum 6as
OaHHbIX C LeNbio NPOBEPKM, A0MKHA 06ecnevymBaTbCs B TOW XKE CTEMEHK, YTO U 3awumTa caMmux 6a3 gaHHbIX,
nyTEM UCMNONb30BaHMA MEP U CPeaCTB KOHTPOSA W yNpaBneHWs AOCTYNOM, WMdpoBaHua U 1. 4. ABTomaTu-
3MPOBAaHHbIE WHCTPYMEHTArbHbIE CpeacTBa MPOBEPKU, 3anpochl, YTUMUTLI/NPOrpaMMbl M3BMEYEHUSA JaHHbIX

saL (Structured Query Language) — A3bIK CTPYKTYpUpOBaHHLIX 3anpocos.
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M T. 4. JOIDKHbI CTPOro KOHTPONMPOBAaTLCA. 3awmTa pacneyaTok, CAenaHHbIX U NOMnyYeHHbIX ayautopamu,
NPOBOASILLIMMU NPOBEPKY MEpP W CPEACTB KOHTPONA W ynpaBneHusi MHAMOPMaLMOHHOW 6e30nacHOCTbIO,
JOkHa obecneunBaTbCA NYTEM COAEMKAHUA UX «NOA 3aMKOM» ANA NPefoTBPaLLEHUA HECAHKLMOHUPOBAH-
HOIO packpbiTUst unu moaudukauuu. B cnyvyae 0cobeHHO YyBCTBUTENbHbLIX MPOBEPOK PUCKU, a, CrneaoBa-
TENbHO, HEOOXOAUMBbIE MEpbl M CPEACTBA KOHTPOMSA W ynpasneHus WHAOPMAaLUOHHOW Ge30MacHOCTbIO
JOIKHBI ObITb MAEHTUMULUPOBAHLI M MOATOTOBMEHbl HA PAHHEM 3Tare NpPoBEPKU.

3anonHuB KOHTPOJLHLIN NepeYveHb Ansa NPoBEpPKW, NPOBEAs CEPUIO TECTOB U COBpaB A4OCTAaTOYHO CBU-
[eTenbLCTB NPOBEPKU, ayaAUTOPbI, NPOBOASALLUE NPOBEPKY MEP U CPEACTB KOHTPOMA U ynpaBneHus MHAOop-
MaLMOHHON 6e30MacHOCTbIO, CMOTYT U3Yy4NTb CBUAETENbCTBA, ONPEeAenuTb CTeneHb 06paboTku PUCKOB UH-
dhopmaLMoHHOI 6e30MacHOCTM U NPOBEPUTL NMOTEHUMATIbHOE BrUsAHUE NMOBbIX OCTAaTOUYHbIX PUCKOB. Ha 3TOM
aTane o0bIYHO COCTaBMNSIETCA NPOEKT OTYETa O pe3ynbTarax NPOBEPKW B NPOU3BONLHON POPME, Ero KayecT-
BO paccMmaTpuBaeTcs B paMkax dyHKLMM NMpoBepkn U o0B6Cyxgaetcs C pyKOBOACTBOM, OCOGEHHO C pyKOBO-
ACTBOM hMnuanoB opraHu3auuu, OTAEnoB, YHKUMOHANbLHLIX NOAPasAeneHuid Unu rpynn, HENOCPeACTBEHHO
noanajatoLLmx noj NPOBEpPKY, U, BOSMOXHO, TaloKe APYrUX 3aTparuBaemblX noapasaeneHunin opraHmsauum.

PykoBogutenu ayauta AOIKHbI 6eCnpucTpacTHO paccMaTtpuBaTb CBUAETENbLCTBA ayauTa C LEMbIO
NPOBEPKMN YTO:

- CYyLLECTBYeT A0CTaTOMHOE KOMMYEeCTBO CBUAETENLCTB NPOBEPKU Ansi 06ecneveHns hakTuye cKom
OCHOBbI, NOATBEPKAAIOLLEN BCE BbIBOAbI NPOBEPKY;

- BCE BbIBOAbLI M PEKOMEHAALMMN ABMAOTCS BaXXHbIMKU B OTHOLLEHUM 06nacTu nNpoBepKu, a BCE He-
CYLLIECTBEHHbI€ BOMPOCHI NCKIOYAOTCA.

Ecnu, ucxoas us BbIBOAOB, NNaHUPyETCs AansHenwas paborta no npoBepke, 970 AOMKHO ObiTb OTMe-
YEHO B OTYETE.

Mpouecc aHanu3a, kak U NNaHMpoOBaHUE NPOBEPKU, MO CYLLECTBY, OCHOBAH Ha pPUCKE, XOTHA W pacnona-
raeT 66nbLuelt nHcpopmaumei 6rnarogapsi ceugeTenscTBam, cCoOOpaHHLIM BO BpeMsi MPOBEPOYHON AesiTerNb-
HOCTW. B TO Bpemsi Kak NpsiMble NPOBEPKM COOTBETCTBUSI OOLIYHO MOTYT AaBaTb PAJ OTHOCUTENbLHO MPOCTLIX
pe3ynbTaToB «NpPONAEHO/HEe NPOMAEHO» C AOCTAaTOYHO OYEBUAHLIMU PEKOMEHAALUUsIMU, NPOBEPKU MHOP-
MaLMOHHON 6e30nacHOCTN YacTo POPMUPYIOT BOMPOCHI, TPEOYIOLLME PA3MBILLIIIEHUA U OOCYXAEHUI PYKOBO-
ACTBa A0 NPUHATUA peLUeHus O TOM, Kakue AeNCTBMA (ecnu TakoBble HE0OxoAuMbl) OyayT COOTBETCTBYIO-
LWMMK. B HEKOTOpLIX Crnyvasax pykOBOACTBO MOXET BbIHECTU PELLEHUE O NPUHATUU HEKOTOPbIX PUCKOB, UAEH-
TUPUUMPOBAHHBIX B pe3ynbTaTe npoBepku MHGOpMALIMOHHON Be30nacHOCTH, B APYTUX — HE NPUHUMATL pe-
KOMEeHZaLuu NPoBEPKK B TOYHOCTU TaK, KaK OHU U3NOXKEHbI — 3TO NPABO PYKOBOACTBA, HO OHO TalKXXe HeceT
OTBETCTBEHHOCTb 3a CBOM peLueHus. B aToM OTHOLLEeHUN ayauTopckas NnpoBepka Mep u CpeaCcTB KOHTPONA U
ynpaeneHuss UHchopMaLMOHHO 6e30NacHOCTbIO MMEET peKkoMeHAaTeNbHOe, a He NMpaKTUYecKoe 3HaYeHue,
XOTA M 06nafgaeT CyLeCcTBEHHbIM BAUSAHUEM M ONUPAETCA HA HafEeXHble NPaKTUYECKUe NpUeMbl NPOBEPKN U
c¢hakTnyeckue cBUAETENLCTBA.

Ayautopckasi npoBepka Mep U CPeAcTB KOHTPOMA U ynpaBneHWs MHGOPMAaLMOHHON 6e30MacHOCTbLIO
JOIDKHA NpefoCTaBuTb OpraHu3auuu, C Y4eTOM OUEeHKU, 06OCHOBAHHYIO YBEPEHHOCTb B TOM, YTO AeATEnNb-
HOCTb No o6ecneyeHunto MHopMmaLuoHHON 6e30nacHOCTU (He Bce ByayT peann3oBbIBaTb CUCTEMY MEHEMK-
MEHTAa) AOCTUraeT yCTAHOBIEHHBIX Lienen. B pesynbTaTe npoBepku AOIKHO NPeAoCTaBMnsATLCA U3NOXEHUe
OTINUUMI MEXY PeanbHOCTbIO M 3TanoHOM. Ecnu 3TanoHOM AAIBNAETCA BHYTPEHHSISA NONUTUKA, TO OHA AOMK-
Ha ObITb OY€Hb YeTKOW. [Ing yBEPEHHOCTU B 3TOM BO BHUMAHME MOTYT NPUHUMATLCA KPUTEPUM, NPUBEAEH-
Hble B npunoxeHuu B. MNMpu ayauTopckoi nposepke Mep u CPeACTB KOHTPONA U ynpaBneHust UHpopMaLUoH-
HOM 6e30NaCHOCTLIO AOIMKHBLI YYUTLIBATLCS BHYTPEHHWE NONUTUKM U NpOLEAYypbl B pamMkax o6nactu nposep-
ku. Hepgocraiowme BaxkHble Kputepun HedopManbHO BCe ke MOTYT ObiTb NMPUMEHEHbI B opraHusauuu. OT-
CYTCTBUE KpUTEPUEB, UAEHTUMPULIMPOBAHHBIX KaK KPUTUHECKUE, MOXKET OblTb MPUUMHON NOTEHLUMANbHBIX HEe-
COOTBETCTBUNA.

6.2 MoaGop nepcoHana

lNpoBepka mep U CPeACTB KOHTPONA U ynpasneHns uHgopmauuoHHON 6e3onacHoCTbio Tpebyet ot
nepcoHana o6beKTMBHOIO aHanu3a u npoeccuoHanbHbIX HABLIKOB B chepe 0T4eTHOCTU. B cniyyasx, koraa
peyb uAeT O MPOBEPKE TEXHUYECKOrO COOTBETCTBUA, TpebyeTCs Hanuume AONOMHUTENBLHLIX CreuManbHbIX
HaBbIKOB, BKIIOYAA AeTarnbHble TEXHUYECKME 3HAHUA peanu3auumn NonuTuk 6e3oNacHOCTU B NPOrPaMMHbIX U
annapartHbIX CpeAcTBax, kaHanax CBi3u U B3aUMOCBA3aHHbIX TEXHUYECKUX MpoLieccax. AyaAuTopsbl, NpoBoasiLLmMe
NpOBEPKY MeP U CPEACTB KOHTPONA U ynpaBneHnsa UHopMaLMOHHOM 6e30MacHOCTLIO, A0PKHBLI 00naaaTh:

- CMOCOBHOCTLIO pa3nuuaTth pUCKU UHAPOPMALIMOHHBIX CUCTEM U apxXUTEKTyp 6e3onacHOCTU, OCHO-
BaHHOW HA NOHMMAHUK KOHLIENTYyarnbHbIX CTPYKTYP, NOAAEPXKUMBAIOLMX UH(POPMALNOHHLIE CUCTEMBI;

- 3HaHWEM XOpOLUMX MpPaKTUYeCKMX npuemoB obecneyeHus nHdpopmaumoHHon 6esonacHoCTH, Ta-
KUX KaK MeTOAbl U CPeACTBA KOHTPONS U ynpaBneHuss MHpOPMaLMOHHON 6e30nacHOCTbLIO, NPEACTaBNEHHbIE
B ICO/M3K 27002 u apyrux craHaapTax no 6e30nacHoOCTH;

- CMOCOOHOCTBIO K U3YYEHUIO CIIOXHON TEXHUYECKOW MHpopmauuu ana uaeHtTudukaumm mobbix
CYLLIECTBEHHbIX PUCKOB U BO3MOXXHOCTEN MOAEPHU3ALMMK;
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- nparMaTu3mMoM B OTHOLUEHMM MPAKTUYECKUX OrpaHuYEHU’ NpPOBEpOK, Kak WHOPMAaLUOHHOM
6e30nNacHOCTH, TaK U MHPOPMALIMOHHON TEXHOSOTUM.

HacroatenbHO pekomeHayeTcs, 4ToObl nuua, nepea KOTOPbIMM CTaBUTCA 3ajadva npoBeAeHWs npo-
BEPKM MEP M CPEACTB KOHTPONSA W YNpaBreHus UHGPOPMaLMOHHON 6e30NacHOCTbIO, HO KOTOpble He UMEIoT
ayauToOpCKOro onbiTa, Obinu oduuUManbHO O03HAKOMMEHbl C OCHOBaMW npodheccun ayauTopa: STUdeckue
HOPMbI (HE3aBMCUMOCTb, OOBLEKTUBHOCTb, KOHMUAEHLUMANBHOCTb, OTBETCTBEHHOCTb, OCMOTPUTENLHOCT),
NoJly4YeHUe NMONMHOMOYMI ANA AOCTYNa K 3anuMcaM, PyHKUUAM, UMYLLECTBY, NepcoHany, uigopmaumm ¢ no-
cneaywmMMn 06a3aTensLCTBaMu OTHOCUTENBHO HaAnexallero oopalleHns 1 3awuTbl NONyYeHHbIX JaHHbIX,
3/IEMEHTOB BbIBOAOB U PEKOMEHAALIMMI, @ TaKKe NMPOLECCOB KOHTPOMSA UCMOSNHEHUS.

[na fOCTWXKEHWS Lenn MPOBEPKM MOXET ObITk CO3AaHa rpynna NpoBEpKU, COCTOALLAS U3 ayAauTOPOB,
OCYLLECTBAOLLMX MPOBEPKY MEP W CPEACTB KOHTPOMSA W ynpasneHus MHOPMaLUOHHONM 6e30nacHOCTbIo, 1
pasnnyHbIX CNELMAnUCTOB C COOTBETCTBYIOLLEH KOMNETEHTHOCTbIO. B cnyyasx, koraa cneumanucroB C Ta-
KAMW HaBbIKAMW UMM KOMMNETEHTHOCTbIO B HEMOCPEACTBEHHOM PACMOPSIKEHMU OPraHU3auuMu HEeT, AOJDKHbI
6bITb PACCMOTPEHBI PUCKM U BbIFOABI OT NPUBMEYEHUA CNELManMCToB K JaHHOW NpeaMeTHON obnactu, Bbl-
6GupaemMbix MMBO U3 COOCTBEHHbIX, NGO U3 BHELUHUX PECYPCOB, AN BbINOMHEHWA NPOBEPKU B HEOOX0AMMOM
obbeme.

AyauTopsl, NpoOBOASALLME NPOBEPKY MEP U CPEACTB KOHTPOMA M ynpasreHus MHOPMaLIMOHHOK 6e30-
MacHOCTbIO, AOMKHbI TAKKE MOATBEPANTL, UTO cnyx0a u nepcoHarn, otTsevalowme 3a obecneveHne MHpop-
MaLMOHHON ©e30nacHOCTU, NMPUCYTCTBYIOT, ABMAIOTCSA [OCTATOMHO KBanMMUUWPOBAHHLIMKU B 0651aCTU WH-
hopmMaLmMOHHOW Be30NacHOCTU U CBOMX KOHKPETHbIX LENEBbIX 3a4a4 U UMEIOT B CBOEM PacCnopsXEHUU He-
06x0auMbIE PECYPCHI.

B pamkax nporpammel opraHu3auun no npoTMBOAENCTBUIO MOLLEHHUYECTBY ayanuTopam, NpOBOASILLMM
NPOBEPKY MEP U CPeACTB KOHTPOMNA U ynpaBneHus MHAOPMALUMOHHON 6e30nacHOCTbIO, Heobxoaumo pabo-
TaTb B TECHOM COTPYAHUYECTBE C (DMHAHCOBLIMU ayaANTOPAMM HA KaXKAOM W3 3TanoB: NSIAHMPOBAHUE ayau-
Ta, NPOBEAEHWe ayauTa U aHanu3 pe3ynbTaTtoB ayaura.

7 MeToabl NpoBepoK

7.1 0630p

OCHOBY KOHLEMLMU NPOBEPKU MEP U CPEACTB KOHTPONA U ynpaBneHns oObIMHO COCTaBMSIOT npoueay-
pbl NPOBEPKU, OTYETHOCTL NO NPOBEPKE U KOHTPONb ucnonHeHus. CTpykTypa u cogepxaHue npoueayp npo-
BEPKU YYUTLIBAIOT LIENU U METOAbI NPOBEPKM.

AyauTtopsl, NpoBOAA NPOBEPKY MEP U CPeACTB KOHTPONS U ynpaBreHus UHOpMaLUOHHOM 6e3onacHo-
CTblO, MOTYT UCMOSL30BaTb TPU METOAA NPOBEPKMU:

- n3yyeHue;

- onpoc;

- TEeCTUpOBaHue.

B cooTBeTCTBYIOLMX pasaenax cogepxurca Habop atpubyToB M 3Ha4YeHUsi atpubyTa Ans Kaxaoro mMe-
Toaa nposepku. Ana atpubyta «rnybuHa» 3HayeHue LeneBoro atpubyta OCHOBLIBAETCH HA CTPOroCTU U
YPOBHE AeTanbHOCTU NPOBEPKU, ONpeAeneHHbIX AN 3HayeHus obuwiero atpubyrta. 3HavyeHue aeTanbHOro
atpubyTa OCHOBLIBAETCA HA CTPOTrOCTU U YPOBHE AETaNbHOCTU NMPOBEPKM, ONPEeAENieHHbIX ANs 3HA4YeHuN
uenesoro atpubyta. [ina atpubyta «0xBaT» 3HAYEHUE CrneuuanbHOro aTtpubyra OCHOBLIBAETCA HA YUCNE U
BUae 00BLEKTOB NPOBEPKM, ONpeAeneHHbIX AN 3HaYEHUs penpe3eHTaTuBHOro atpubyra. 3HayeHue BCeCTo-
poHHero atpubyTa OCHOBBLIBAETCH HA uucne u Buae OOBLEKTOB NPOBEPKM, ONPEAENEeHHbIX ANA 3HAYeHus
cneyumnanbHoro atpubyra.

MeTtoabl «MsyyeHue» n «TectupoBaHue» MOryT NoAAEPXKUBATLCA MPU MOMOLLY NMPUMEHEHUS LLUUMPOKO
NPU3HaHHbIX aBTOMaTU3UPOBAHHBIX UHCTPYMEHTANbHbLIX CPeACTB. AyAUTOPLI, NPOBOASILLME NPOBEPKY MEP U
CpeACTB KOHTPONS W ynpasreHusi MHOopMauuoHHOW 6e30nacHOCTbIO, AOIMKHbI paccMaTpueBatb BIUAHUE
OEWCTBUSI STUX MHCTPYMEHTArbHbLIX CPEACTB HA 00blMHOE (PYHKUMOHMpOBaHME oObekTa nposepku. Ecnu
YacTb NPOBEPKM OCHOBAHA Ha TakOM WHCTPYMEHTanbHOM CPEeACTBE, TO ayAuTOPbl, NPOBOAALME NPOBEPKY
Mep 1 CPEACTB KOHTPONSA W ynpasneHust UHPOpMaLUOHHON 6e30NaCHOCTbLIO, AOIMKHbI MPOAEMOHCTPUPOBATL
NN NpeaoCTaBUTbL CBUMAETENbLCTBA TOTO, YTO 3TO MHCTPYMEHTANbHOE CpeACTBO 00ecneumMBaeT HageXHble
pesynbrarhbl.

7.2 MeToa NpOBEpPKU: U3yYeHUe

7.2.1 O6was nudopmaums

M3yueHue — npouecc ceepku, obcneoBaHus, NPOBEPkU, HAbNAEHUs, UCCNeAOBaHUA UK aHanu3a
OQHOTO WUIIN HECKONbKMX 0OBLEKTOB NMPOBEPKM C LIENbIO 00NEr4eHnss NOHUMaHUS U AOCTIKEHUA ACHOCTU UMK
nonyyYeHnss CBUAETENbCTB, Pe3ynbTaThl KOTOPLIX UCNOSML3YIOTCA AN NOAAEPXKKM PELLeHUs O CyLlecTBoBa-
HUK, PYHKLMOHANBHBLIX BO3MOXHOCTSIX, NPaBUIbHOCTU U NOMHOTE MEP U CPEACTB KOHTPONA W yNpaBneHus, a
Takke BO3MOXXHOCTU UX COBEPLUEHCTBOBAHUS C TEHEHUEM BPEMEHM.
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O6bekTbl NPOBEPKM 0OLIYHO BKNKOYALOT B cebs:

- cneumpukau,uw” (Hanpumep, NONUTUKK, NNaHbI, NPOLEAYPLI, TPeO0BaHUSA K CUCTEMAaM, NPOEKTLI);

- MexaHu3Mbl (Hanpumep, yHKUMOHanNbHbLIE BO3MOXHOCTM, peanu3yemble annaparHbiM, npo-
rpPaMMHbIM, NPOrPaMMHO-annapaTHbIM cNocobom);

- npouecchol (HanpuMep, onepauuu, aAMUHUCTPUPOBAHNE, MEHEKMEHT, UCTILITAHUS CUCTEM).

K TUNn4YHbIM AeiicTBUAM ayauTopa, NpoBOASILLIErO NPOBEPKY MEP U CPEACTB KOHTPONS M ynpaBneHust
MH(POPMALMOHHON 6e30NaCHOCTbIO, MOXHO OTHECTHU:

- nNpoBepKy NONUTUK, NNaHOB 1 npoueayp obecneyeHun nHopMaLmMoHHo 6e30NacHOCTH;

- aHanu3 NPoeKTHON AOKYMEHTaLUMn cuctem u cneumndukaumi nHTepdencos;

- HabniogeHne 3a onepaumsaMu Pe3epPBHOTO KONMMPOBAHUSI CUCTEM W NPOBEPKA Pe3ynbTaToB yye-
HWIA, NPOBOAUMBIX B COOTBETCTBMM C NSIAHOM AEWCTBUIA B UpE3BbIYANHbBIX CUTYALMAX;

- HabniogeHne 3a NpPoLLeccoM pearupoBaHusi Ha UHLUUAEHTDI;

- M3y4YeHUe TEXHUYECKMX UHCTPYKLMIF U PYKOBOACTB NONb30BaTENSA/aaMUHNUCTPATOPA;

- nposepka, udydeHuwe unu HabnioaeHue 3a yHKUMOHUPOBaHWEM MexaHu3ma UT B annapaTHbIX
cpeacTBax/nporpaMMHOM obecnevyeHun UHPOPMALNOHHON CUCTEMDI;

- npoBepka, usyyeHue unu HabnoaeHue 3a 4eATeNbHOCTLIO N0 MEHEMKMEHTY U3MEHEHUN U peru-
cTpauun, CBA3aHHOW C MHOPMALMOHHON CUCTEMOMN;

- npoBepka, usydeHme unu HabnioaeHue 3a Mepamu husn4eckon 3aLmnTbl, CBA3AHHLIMU C DYHK-
LIMOHUPOBAHUEM UH(POPMALIMOHHON CUCTEMBDI.

7.2.2 ATpubyThbI

7.2.2.1 ObLuee n3yyeHue

O6uiee usyyeHme obbIMHO COCTOUT U3 BLICOKOYPOBHEBLIX NPOBEPOK, PACCMOTPEHUN, HAGNIOAEHUI UK
obcnegoBaHuil 00beKTa NpoBepku. 3TOT BUA M3YYEeHUs) NPOBOAUTCA C UCMOSb30BAHMEM OTPaHUYEHHON CO-
BOKYNHOCTU CBMAETENLCTB UNMKU JOKYMEHTauuu (Hanpumep, onucaHus (PyHKLMOHANLHOTO YPOBHA MEXaHW3-
MOB; ONMCAHUA BLICOKOYPOBHEBOIO Npouecca Ana npoueccos; dhaktuyeckan AOKyMeHTauna ana cneuudu-
kauun). Obuiee udyyeHue obecneunBaeT ypoBeHb NOHUMAHUSA MEP U CPEACTB KOHTPOMA U YNPaBNeHUsl, He-
06x0aMMbII Ana onpeaeneHusi, peanu3oBaHbl M Mepa U CPeACTBO KOHTPOMSA M YNPaBNEHUA U HET NN B HUX
0YEBUAHbIX OLLUOOK.

7.2.2.2 LieneBoe usyyeHue

LleneBoe usyyeHme 0ObIMHO COCTOMT U3 BbLICOKOYPOBHEBLIX MPOBEPOK, PACCMOTPEHUIM, HAOMIOAEHUI
unu obcnenosaHuit u Bonee yrnybneHHoro usydyeHusi/aHanusa oGbekTa NPoBepkn. STOT BUA U3YyHEHUS NPO-
BOAWTCHA C UCMNONb30BAHMEM 3HAYUTENbLHOW COBOKYMHOCTM CBUAETENLCTB UMM AOKYMEHTauuu (Hanpumep,
onucaHua yHKLUUOHANBHOIO YPOBHA W, rAe 3TO HeoOX0AWMO M AOCTYNHO, BbICOKOYPOBHEBAA NPOEKTHas
nHdOopMauna AnA MEXaHU3MOB; BbICOKOYPOBHEBOE OMMCAHME MPOLIECCOB W Mpoueaypbl peanusaumu ans
NpoLIeCcoB; hakTuyeckas JOKYMEHTaAUMA U B3auMOCBA3aHHbIE AOKYMEHTbI AnA cneuyudukauuin). Lienesoe
usyyeHne obecneynBaeT ypoBeHb NMOHMMAaHUS MEPbl U CPEACTBa KOHTPOMA M ynpasneHus 6e30nacHoCTbIo,
HeoOXoAuMbIV ANA OnpefeneHus, peanaoBaHbl MM Mepa U CPEACTBO KOHTPOMA M ynpaBneHus u HET nu B
HUX OYeBUIHbIX oLLMBOK. OHO Takke faeT 66nbluee OCHOBAHWE ANSI YBEPEHHOCTU B TOM, YTO Mepa u cpea-
CTBO KOHTPOIS U YNpaBreHus peanu3oBaHbl NpaBuUibHO U PYHKLMOHUPYIOT, Kak NpeaHa3Ha4vanocs.

7.2.2.3 JeTanbHOe u3yyeHue

HeTanbHoe n3yyeHne o6bIYHO COCTOUT U3 BbICOKOYPOBHEBBLIX NPOBEPOK, PACCMOTPEHUIA, HAabnoaeHWI
unn obcnenosaHuin U Gonee yrnybGneHHOro, BCECTOPOHHErO U TLUATENbHOro W3yvyeHus/aHanusa obbekra
NPOBEPKU. ATOT BUA M3YYEHUS NMPOBOAUTCA C MCMONb30OBAHUEM OOLUMPHON COBOKYMHOCTU CBUAETENLCTB UMK
AOKYMEHTauuu (Hanpumep, onucaHua MYHKLMOHANBHOIO YPOBHSA U, rae 3T0 HeobxoauMo u JOCTYMNHO, BbICO-
KOypOBHEBas MPOeKTHasA MHMOpMaLus, HU3KOYPOBHEBAA NPOEKTHAs MHGOPMaLUMa U MHAOPMaLMs no pea-
nu3auum Ans MEXaHU3MOB; BbICOKOYPOBHEBLIE ONMCAHWA MPOLECCOB M AeTarnbHble NpoLeaypbl peanusaumm
ANna NpoueccoB; a Takke akTuyeckas AOKYMEHTaLMA U B3aMMOCBA3aHHbIE JOKYMEHTbI Ana cneuuduka-
uun). JetanbHoe usyvyeHne obecnedumBaeT ypoOBEHb NOHUMAaHUA MEPbI U CPEACTBA KOHTPOMSA U yNpaBrieHus,
HeoOXoAUMbIV ANs ONpeaeneHusi, peann3oBaHbl M Mepa W CPEACTBO KOHTPOMSA U YNPaBNeHUSA U HET Nu B
HUX OYEBUAHBIX OLUNBOK, CyLLECTBYET JIM BO3POCLLEE OCHOBAHWE ANl YBEPEHHOCTU B TOM, YTO MEpa u cpea-
CTBO KOHTPOJSi M YNpaBreHust peann3oBaHbl NPaBUIbHO U (DYHKLIMOHUPYIOT, Kak MpegHasHavanoch, Ha no-
CTOSIHHOW M HEeMpPOTMBOPEYUBOI OCHOBE, U YTO 06ecnevnBaeTcs noaaepxka NOCTOAHHOTO COBEPLUEHCTBO-
BaHWA 3P PEKTUBHOCTU MEPLI U CPEeACTBA KOHTPONSA U ynpaBleHus.

7.2.2.4 PenpeseHTaTUBHOE U3Y4YEHUE

PenpeseHTaTnBHOE (BLIGOPOYHOE) U3YHEHUE UCMOSIb3YET XapaKkTepHY BbIOOPKY OOBLEKTOB MPOBEPKK
(no Buay u yucny B npegenax Buaa) Ans o6ecnevyeHnss ypoBHs oxBarta, HeobX0AMMOro AN onpeaeneHus,
peanu3oBaHbl N Mepa 1 CPeACTBO KOHTPOMSA U YNPABIEHNS U HET MU B HUX OYEBUAHBIX OLLMOOK.

" CnewLuduKkaLms — OKYMEHT, ycTaHaBNMBatoLLmit TpeGoBanus (cM. FOCT UCO 9000-2011, nyHkT 3.7.3)
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7.2.2.5 CneunanbHoe usyueHue

CneunanbHOe n3y4YeHWe UCNONb3YEeT XapakTepHylO BbIOOPKY 00bLEKTOB NPOBepkU (MO BUAY U YUCHY B
npeaenax suaa) u agpyrme KOHKpeTHble uccnegosaHus 06LEKTOB NPOBEPKU, COMTEHHbIE 0COBEHHO BaXKHBIMM
Ansa goctwkeHua uenu nposepku. OHO Takke obecneunBaeT ypoBeHb OXBaTa, He0bXoaAMMbIN AN onpeae-
neHus, peannu3oBaHbl N Mepa U CPeACTBO KOHTPONA M YNpaBreHUsi, HET NN B HUX OYEBUAHLIX OLLMOOK, W
BO3pOCHO N OCHOBaHWE ANsl YBEPEHHOCTW B TOM, YTO Mepa U CPeACTBO KOHTPOMA M ynpaBrieHus peanu3o-
BaHbl NPaBUNbHO U (PYHKLMOHMPYIOT, KaKk NpeaHa3Ha4anoch.

7.2.2.6 BcecTopoHHee usyyeHue

BcecTtopoHHee nsyyeHue, ucnonb3yer 4OCTaToMHO 60nbLUYIO BLIGOPKY 06bEKTOB NpoBEPKM (N0 BUAY W
yucny B nNpegenax Buaa) U Apyrme KOHKPETHble UCCneaoBaHusi 00bLEKTOB NPOBEPKU, COUTEHHbIE 0CODEHHO
BaXKHbIMW ANs1 AOCTUXKEHUA LENu nNpoBepku, Ytobbl o6ecneunTb ypoBEHb OXBaTa, HeobXoAMMBII Ans onpe-
JeneHus, peanusoBaHbl MM Mepa u cpeAcTBO KOHTPONA W yNpaBneHusi, HET NN B HUX OYEBUAHbIX OLLUMOOK,
BO3POCIO MM OCHOBaHWE ANl YBEPEHHOCTU B TOM, YTO Mepa U CPEeACTBO KOHTPONSA W YNpPaBNEHUS peanu3o-
BaHbl MPaBUIbLHO M (PYHKLIMOHUPYIOT, Kak NpeaHa3Ha4vanocb, Ha NOCTOAHHOW U HENPOTUBOPEYMBOI OCHOBE,
a TaKke 4yto obecneyvBaeTcs noaAepXKa NOCTOAHHOIO COBEPLUEHCTBOBAHUA 3)(PEKTUBHOCTUM MeEpbl U
CpPeacTBa KOHTPONSA U YNpaBeHUs.

7.3 MeToa npoBepKu: onpoc

7.3.1 O6wan uHpopmauma

Onpoc — npouecc npoBeaeHna 6ecea ¢ nuuamuM Unu rpynnamMm nuL B pamkax opraHu3auuu ¢ Lenblo
COAENCTBUS MOHUMAHUIO, LOCTUXEHUIO ACHOCTU MU YKA3aHUI0 MECTOHAXOXAEHUA cBuaeTenbCTB. Pesynb-
TaTbl €ro JOIMKHBI UCMONb30BATLCA AN MOAAEPXKKU PELIeHUs O CyLLECTBOBAHUM MEepbl U CPEeACTBAa KOHTPO-
na u ynpaeneHus 0e30nacHOCTbIO, (PYHKLIMOHANbHLIX BO3MOXHOCTAX, NPaBUNbHOCTH, MOSIHOTE Mep WU
CPEeACTB KOHTPOMSA W yNPaBneHns 1 BO3MOXHOCTU UX COBEPLUEHCTBOBAHUSA C TEYEHMEM BPEMEHMU.

K o6bekTaMm npoBepku 0ObIMHO OTHOCATCA OTAENbHbIE NULA WU FPYNNbI UL,

TunuyHas aeATensHOCTbL ayauTopa, NPOBOASALLEro NPOBEPKY Mepbl U CPeacTBa KOHTPONS W ynpasne-
HWA MHPOPMALMOHHOK 6E30NacCHOCTbLIO, MOXET BKIOYaTb ONpoC:

- pykoBOoaMTENEN;

- BnagenbLeB UHPOPMAaLMOHHBLIX aKTUBOB U NUL, OTBETCTBEHHLIX 3a LIeNEBYI0 3aaaqy;

- chnyxaLux, 0OTBeYaLLMX 3a UHMOPMAaLMOHHYI0 6830NacHOCTb;

- pykoBoauTenei B cepe nHopmaLuoHHol 6e3onacHoCTy;

- COTPYAHWUKOB OTAENA KaAPOB;

- pykoBoauTENEl 0TAENa KaapoB.;

- PYKOBOAMTENEN, OTBEYAIOLLIMX 38 000PYAOBaAHUE;

- cnyxaLux, oTBevarLLmx 3a obydeHue;

- onepaTopoB MH(POPMALIMOHHBIX CUCTEM;

- CETEBbIX U CUCTEMHbIX 8JMUHUCTPATOPOB;

- pykoBoAMTENEN NNOLAJOK;

- cnyxawux, obecneunBatoLmMx pusanmyeckyio 3aluTy;

- nonb3oBarenen.

7.3.2 ATpuOGyTHI

7.3.2.1 O6wmii onpoc

O6LMit ONPOC COCTOUT U3 XOPOLLIO OPraHU30BaHHbIX Becesl O0OLLIEro HasHa4YeHUA C OTAENbHLIMU NULA-
MU Unu rpynnamu nuu. 3TOT BUA Onpoca NpoBOAWTCSI C UCNOMb30BAHMEM COBOKYNMHOCTU 0606LLIEHHbIX BO-
NPOCOB BLICOKOTO YPOBHA. O6LIMe onpockl 06ecnevymBaoT ypoBeHb MOHMMAHUA MEPbI U CPEACTBA KOHTPONS
U ynpasneHusi 6e30NacHOCTbLIO, HEOOXOAUMbIN ANS ONpejeneHusi, peanu3oBaHbl M Mepa U CPefCTBO KOH-
TPONSA W YNPaBreHUsi U HET N B HUX OYEBUAHbIX OLLUMOOK.

7.3.2.2 Llenesoli onpoc

B aononHeHne kK He0Ox0AUMBIM dneMeHTaM oOLLEero onpoca, LieneBon onpoc BKNOYaeT yrnybneHHoe
o6CcyxaeHne KOHKPETHbIX chep ¢ nuuamu unu rpynnamu nuy,. Npu aTOM BUAE onpoca AOMNONHUTENbHO UC-
NONb3YTCA KOHKPETHbIE BOMPOCHI, KACAKOLMECH KOHKPETHbIX cdep, OTBEThl HA KOTOPbIE YKa3biBalOT Ha He-
o6xoanmMocTb Gonee rnybokoro uccneaoBaHus. Lienessie onpockl 06eCneumMBaloT YpoBeHb NOHUMAHUSI Me-
pbl U CPEACTBA KOHTPONS W YNPaBneHus, HeOOXOAUMBIN ANs ONpefeneHus,, peanu3oBaHsl M mepa u cpea-
CTBO KOHTPONS W YNpaBneHusl, HET N B HUX OYEBUAHBLIX OLUMBOK M BO3POCHO N OCHOBAHWE ANSA YBEPEHHO-
CTW B TOM, YTO Mepa U CPEACTBO KOHTPOMSA M YNPaBneHusa peanu3oBaHbl NPaBUIbHO U PYHKLMOHUPYIOT, Kak
npegHasHa4yanocs.

7.3.2.3 JetanbHblii onpoc

B pononHeHue K HeoGXxoaMMbIM LIENEBbLIM OMpocam, AeTarbHblii ONpoc BknovaeT Gonee rnybokue
«30HAUPYIOLLME» BOMPOCHI B KOHKPETHLIX cchepax, OTBEThI HA KOTOPbIE YKa3biBaloT HA NoTpebHoCcTL B Bonee
rnybokom uccrneaoBaHUM Unu, rae ato TpebyeTcs, npoueaypax npoBepku. [eTanbHble onpockl obecneyu-
BalOT YPOBEHb MOHUMAaHWS MEPbI U CPEACTBA KOHTPONA U ynpasreHuss 6e30nacHOCTbIO, HeoOXoauMbIA Ans
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onpeaeneHus, peanu3oBaHbl N MEPA U CPEACTBO KOHTPONS U YNPABIEHUs], HET NI B HUX OYEBUAHBIX OLLK-
60K, BO3pOCNO Ny OCHOBaHWE ANsi YBEPEHHOCTU B TOM, YTO MEpa U CPEACTBO KOHTPOIS U yNpaBneHus pea-
nM30BaHbl NPaBUNLHO M HA NMOCTOSAHHOW U HENPOTUBOPEYMBON OCHOBE (PYHKLIMOHMPYIOT, Kak NpeaHa3Hava-
nocb, a TaKke 4YTo obecneunBaeTcs Noaaepkka NOCTOSIHHOrO COBEPLLEHCTBOBAHNSA 3(PheKTUBHOCTU MepPbI U
cpeacTsa KOHTPONA M yNnpaBneHus.

7.3.3 ATpuGyT «OXBaTa»

ATpubyt «oxBata» paccmaTpuBaeT 00bLEM unu LWMPOTY NMpouecca Onpoca U 3aTparMBaer TUMbl Nuu,
nognexawumx onpocy (N0 nx posv n COOTBETCTBYIOLLIMM 00513aHHOCTSIM B OpraHu3auum), Yucno nuu, noane-
Xawmx onpocy (No TUMy), U KOHKPETHbIX MWL, NOANEXALLMX ONpocCy.

7.3.3.1 PenpeseHTaTUBHbIA ONpocC

PenpeseHTaTUBHLIN (BbIOOPO4HLI) ONPOC — ONPOC BLIOPAHHONM FPyNMbl NUL, C KMIOYEBLIMU PONSIMUA B
opraHusauun ana obecnevyeHus ypoBHSA 0xBara, HEOOXOAUMOro Ana onpefeneHusl, peanusoBaHbl MU mepa
M CPeACTBO KOHTPONS U YNPABMEHUSA U HET NU B HUX OYEBUHbBIX OLLIMOOK.

7.3.3.2 CneumnanbHbiil ONPOC

CneyuarnbHbiii 0ONPOC — ONPOC BbIOPAHHON IPyNMbI UL C KIMIOYEBLIMU POJISIMU B OpraHn3auuu U apyrux
KOHKPETHbIX NUL, COYTEHHbIX 0CODEHHO BaXMHbIMM AN AOCTUXEHUS LIeNn NpoBepku, 4YTtobbl o6ecneuntb
ypOB€eHb OXBaTa, HEOOXOAMMDIN ANs ONpeAeneHusl, peanu3oBaHbl i Mepa M CpeACTBO KOHTPONS U ynpas-
NEeHUs, HET NN B HUX OYEBUAHBLIX OLUMOOK M BO3POCKIO M OCHOBAHUE ANl YBEPEHHOCTU B TOM, YTO Mepa M
CpeacTBO KOHTPONA M yNpaBneHus peanusoBaHbl NPaBUMbHO U PYHKLMOHUPYIOT, Kak NpeaHa3Ha4vanoch.

7.3.3.3 BceCTopoHHMiA onpoc

BceCTOpOHHMIT ONMPOC — ONPOC OCTAaTOYHO OONbLUOW BbIOPAHHONM rPyNMbl MWL, C KIMIOYEBLIMU PONSMU B
opraHM3aumMu M ApYrux KOHKPETHBIX fIUL, COMTEHHbIX OCOOEHHO BaXHbLIMU ANSi JOCTWKEHUS LIeNWU NPOBEPKHU,
4yT0ObI 06EecneunTb YPOBEHb OXBaTa, HEOOXOAUMBIN ANA ONpeeneHus, peanM3oBaHbl MM Mepa u cpeacTBo
KOHTPOMSA W YNPaBNEHUs, HET NU B HUX OYEBUAHBIX OLLMOOK, BO3POCIO MU OCHOBAHWUE ANSl YBEPEHHOCTU B
TOM, YTO Mepa U CPeACTBO KOHTPONS M yNpaBieHUs peanu3oBaHbl NPaBUMbHO U HA MOCTOSAHHON U HENPOTU-
BOPEYNBOI OCHOBE (PYHKLIMOHUPYIOT, KaK NMpeHa3Ha4anoch, a Takke 4to obecneuMBaeTcsl nogaepxka no-
CTOSIHHOrO COBEepLUeHCTBOBaHUS 3h(PEeKTUBHOCTU MEPbI U CPEACTBA KOHTPONS U YNpPaBeHus.

7.4 MeToa npoBepKu: TecTUpoBaHue

7.4.1 O6wan uHdopmauua

TecTupoBaHue — NpoLLeCC UCMbITAHUS OJHOTO UINKM HECKOJNIbKUX OOBLEKTOB MPOBEPKU NPU ONpeaeneH-
HbIX YCMOBUSX, KOTOPbIA NPOBOAUTCA ANSi CPABHEHUA peanbHOro NoBeAeHusa ¢ oxmaaemMbim. PesynbraThbl
UCMOMNb3YIOTCA ANA NOAAEMKKN PELUEHUsI O Hanuuuu, SPMEKTUBHOCTU, (PYHKUMOHANbHBLIX BO3MOXHOCTSAX,
NpaBubLHOCTU, NONIHOTE MEP U CPEACTB KOHTPOMA 1 yNpaBneHns u BO3MOXXHOCTU UX COBEPLUEHCTBOBAHUA C
Te4YeHUeM BpemMeHu. TeCTUPOBaHUE AOMKHO BbINOMHATLCA C 0COOON TLATENbHOCTLIO KOMNETEHTHLIMKU Cne-
uuManucTaMmu, U 40 Havana TeCTUPOBAHMS PYKOBOACTBOM AOIMKHO OblTb PACCMOTPEHO U YTBEPXAEHO BO3-
MOXHOE BIUSIHWE TECTUPOBAHUA Ha (PYHKUMOHMpOBAHUE opraHu3auuu. MNpu 9TOM AOSDKHBI YYUTBIBATHLCA
Takke BapuaHTbl NPOBEAEHUA TECTUPOBaHWA B Hepabouyne nepuoabl BPEMEHWU, B YCNOBUAX HU3KOW 3arpy-
JKEHHOCTM UNU Jaxke B XOPOLLO BOCMPOU3BELAEHHON TeCTOBOIN cpeae. COOM MM HEAOCTYNHOCTb CUCTEM U3-
3a TECTUPOBAHUA MOTYT OKa3blBaTb CYLLECTBEHHOE BNMAHME HA OObIMHbIE onepauuu GusHeca opraHusaumu.
3TO MOXET NPUBOAUTbL K HexenaTenbHbiM PUHAHCOBLIM MOCNEACTBUSIM U K BIIMAHWUIO HA penyTauuio opra-
HU3auuu, NOSTOMY NPU NNAHMPOBAHUKN TECTUPOBAHNSA U Ero HaanexaLweM 4OroBOPHOM OPOPMMEHUN (BKMIO-
Yyasi paCCMOTPEHME NPaBOBbIX aCNEKTOB) cneayeTt cobniogarb 0Co0yio TLATENbHOCTb.

OwmnboyHble pe3ynbTaTbl TECTUPOBAHUA, Kak MONIOXKUTENbHbIE, TAK U OTPULATENbHbIE, JO0MKHbI TLa-
TenNbHO U3y4aTbCA ayauToOpPOM, NPOBOAALLMM NPOBEPKY MEP M CPEACTB KOHTPONSA U ynpaeneHus uHdopma-
LMOHHON 6e30NacHOCTLIO, MPEXAE YeM AenaTb Kakme-nubo ymMo3aknoveHus.

K Tnn4yHbiM 06bekTaM NpoBEpKM OTHOCATCA MexaHusMbl (Hanpumep, annapartHble, NPOrpamMmmHbIe,
nporpaMMHo-annapaTtHele CpeAcTBa) U MPOLECCHI (Hanpumep, onepauuu, aagMUHUCTPUPOBaHWUE, ynpasne-
HWE CUCTEMAaMW; UCNbITAHUSA).

Tunu4Hble AENCTBUA ayauTopa, NPOBOASILLEro NPOBEPKY MEP U CPEACTB KOHTPOSS U YNpaBneHUsa UH-
hopmaLmoHHO 6e30NacHOCTbIO:

- TECTUPOBAHNE MEXAHW3MOB YNpPaBIieHUs AOCTYNOM, UAEHTUDUKALMKN, ayTEHTUMPUKALMM U aHa-
nm3a aTUxX MexXaHW3MoB;

- TeCTUpoBaHne KOHUIypaLUOHHbIX YCTAHOBOUYHLIX NapaMeTpoB 6e30NacHOCTH;

- TECTUPOBAHME YCTPONCTBA OUBUYECKOTO yNpaBneHns 40CTYMNOM;

- TECTUPOBaHNE HA NPOHWUKHOBEHUE ANS KMHOYEBLIX KOMMTOHEHTOB UH(POPMALIMOHHBLIX CUCTEM;

- TecTupoBaHue onepaumii pe3epBHOro KONUMPOBaHUA UHCOPMALMOHHBIX CUCTEM;

- TECTUPOBAHNE CNOCOGHOCTU pearmpoBaHns Ha UHLUAEHTDI;

- npakTuyeckas npoBepka cnocoBHOCTM NNaHMPOBaHUSA AEWCTBUI B YPE3BbIYANHBIX CUTYALUAX;

- TecTupoBaHWe pearMpoBaHusi cuctem 6e3onacHoOcTU, CnocOBHbIX OGHapyXMBaTb BTOPXKEHMS,
nogasaTb CUTHarmnbl TPEBOrW U OCYLLECTBIISATL pearupoBaHue;
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- TeCTUPOBaHUE KpUnNTorpapuyeckmx anropuTMOB U MEXaHU3MOB X3LLMPOBAHUS;

- TECTUPOBAHUE MEXAHU3MOB MEHEXMEHTA MAEHTUMUKATOPOB NONbL3OBATENEN U NPUBUNETUN;
- TeCTMpPOBaHME MEXaHU3MOB aBTOPU3aLIUMK;

- npoBepKa KackagHOW yCTOMYMBOCTU Mep 6e30nacHOCTMU.

NMpumeyvaHue — KTectupoBaHuio aTpuGyThl HE MPUMEHSIIOTCS.

7.4.2 Buagbl TecCTMpOBaHuA

7.4.2.1 TectupoBaHue cnenbiM METOA0M

AyauTtop, nNpoBOASILLMIA NPOBEPKY MeP U CPeACTB KOHTPONs U ynpaBrneHus uHopMauuoHHon 6e3o-
NacHOCTbIO, TECTUPYET 0ObLEKT NpoBepku H6e3 Kakux-nmbo npeaBapUTENbHbLIX 3HAHWIA €ro AONOMHUTENbHbIX
XapakTepucTuk, MOMUMO 00LIeA0CTYNHbIX. OOBLEKT NPOBEPKU NOATOTABNUBAETCH K NPOBEPKE NUUOM, 3abna-
rOBPEMEHHO 3HAIOWMM BCe AeTanu npoeepku. Cnenas npoBepka B OCHOBHOM OCYLLECTBMSAETCA HA OCHOBE
HaBbIKOB ayauTOpa, MPOBOASLLEr0 NMPOBEPKY MEP U CPEACTB KOHTPOMNSA U yNpaBneHuss MHGOPMAaLMOHHOW
Ge3onacHocTbio. O6bem u rnybuHa cnenom NPoBepkU MOryT ObiTb HACTONBLKO OGLUMPHBLIMM, HACKOMbLKO NO-
3BOMSAOT 3HAHUS M paboTOCNOCOBHOCTL ayauTopa, NPOBOASILLETO NPOBEPKY MEP U CPEACTB KOHTPONS M
ynpasneHus MHOpMaLMoHHON 6e30nacHOCTbIO. Takum 06pa3oM, 3TO TECTUPOBAHME UMEET OrPaHNYEHHOE
nNpUMEHeEHUE Npu npoBepkax 6e3onacHoCTU U ero cneayet usberatb. Ero o6bMHO HA3bIBAIOT «3TUYHLIM Xa-
KEPCTBOMY.

7.4.2.2 TectTupoBaHWe ABOWHbLIM CMEMNbIM METOA0M

Ayautop, NpoBOASLUMIA NPOBEPKY MEP M CPeACTB KOHTPOSIA U ynpaBneHua MHpOopMaumMoHHoN 6e30-
NacHOCTbIO, TECTUPYET 0OBLEKT NpoBepku H6e3 Kakux-nmbo npeaBapUTENbHbLIX 3HAHWIA €ro AONONMHUTENbHbIX
XapakTepucTuk, MOMMMO 0BLLIEAOCTYNHLIX. AyAUTOP 3apaHee He coobuiaeT 06 obnacTu npoBepkun unm uc-
nonb3yeMbix Tectax. [py ABOMHONM Cnenow nNpoBepke TECTUPYETCS NOATOTOBMEHHOCTb 00BLEKTA NPOBEPKU K
HEN3BECTHbIM NapameTpam pacCMOTPEHUS.

7.4.2.3 TecTupoBaHWE METOAOM CEPOr0 ALLMKA

AyauTop, NpoBOASILLMIA NPOBEPKY MEP U CPeACTB KOHTPONsS U ynpaBneHuss uHdopMauuoHHon 6e3o-
MacHOCTbIO, TECTMPYET 0OBLEKT NPOBEPKM, pacnonaras OrpaHMYEHHbIM 3HAHUEM O €ro 3aLuMTe U aKTUBax, HO
MONHbLIM 3HAHMEM O JOCTYMHbIX TecTax. ODBLEKT NPOBEPKM NOArOTABIMBAETCA K NPOBEPKE NULOM, 3abnaro-
BPEMEHHO 3HAIOLWUM BCE AeTanu npoBepku. NpoBepka METOAOM CEeporo ALMKA OCYLLIECTBIISIETCA HA OCHOBE
HaBbIKOB ayauTopa, MPOBOASLLEr0 NPOBEPKY MEP U CPEeACTB KOHTPONA U ynpaBreHusa MHAOPMAaLMOHHOW
6e3onacHoCTblo. OCHOBHbIM CBOMCTBOM 9TOrO TECTUPOBaHUS SBNAETCA pe3ynbTaTMBHOCTb. OGbeM U rny-
OuHa 3aBUCAT OT KayecTBa MHGOPMaUWM, NPefoCTaBlIEHHOW ayaAWTOpy, NMPOBOASILLEMY NPOBEPKY Mep U
CPEACTB KOHTPOMNA M ynpaBneHus MHMOPMAaLMOHHOIW 6e30nacHOCTbIO, Nepea TECTUPOBAHUEM, a TaKkke OT
Hagnexawmx 3HaHuin ayautopa, NpoBOASALLErO NMPOBEPKY MEP U CPEACTB KOHTPONS U ynpaBneHus MHMop-
MaLMOHHON Ge30nacHoCTbio. TakuM 06pa3oM, 9TO TECTUPOBAHWE UMEET OrpaHUYeHHOEe MPUMEHEHUE Mpu
nposepkax 6ezonacHocTu U ero cneayeT usberatb. 3TOT BUA TECTUPOBAHUS YaCTO HA3bIBAETCS «TECTUPO-
BaHWEM YA3BUMOCTE», U OHO YalLle BCEro MHULMUPYEeTCS 0OBLEKTOM B Ka4eCTBe AeNCTBUS N0 CAMOOLIEHKE.

7.4.2.4 TecTupoBaHve METOAOM ABOMHOIO CEPOro SLLMKa

AyauTop, npoBoASALLMIA NPOBEPKY MEp U CPeACTB KOHTPONsS W ynpasrneHuss uHdopmMauuoHHon 6e3o-
MacHOCTbIO, TECTMPYET 0OBLEKT NMPOBEPKU, pacrnonaras orpaHUYEHHbIM 3HAHWEM O ero 3aluuMTe U akTuBax, Ho
MOSHbIM 3HAHWMEM O JOCTYMNHbIX TECTaX. AyauTop 3apaHee coobyaeT 06 obnactu u cpokax NPOBEPKU, HO HE
o Tectax. lMpoBepka METOAOM ABOMHOIO CEPOro SLLUKa TECTUPYET NOATOTOBNEHHOCTL 06bEKTa K HEW3BECT-
HbIM napameTpam paccmoTpeHusi. O6bem u rnybuHa 3aBUCAT OT kKayecTBa MHAOPMAaLUK, NpesoCTaBIIEHHON
ayauTopy, NpoBoasLLemMy NPOBEPKY MEP U CPEACTB KOHTPONSA U yrnpaBneHus UHOpPMaLuoHHON 6e30nacHo-
CTblO, U OBBLEKTY MPOBEPKM NEPES TECTUPOBAHUEM, A TAKKE OT NPUMEHAEMbIX 3HAHUIA ayauTopa, NPOBOAS-
LLero NpoBepKy Mep U CPeacTB KOHTPOMA M yrpaBrieHns MHOPMaLMOHHO 6e30MacHOCTbIO.

7.4.2.5 TecTupoBaHue TaHAEMHbIM METOAOM

AyauTop, npoBoAsILLMIA NPOBEPKY MEp U CPeAcTB KOHTPONS W ynpasneHus uHdopmMauuoHHon 6eso-
MacHOCTbIO, U OGBLEKT NPOBEPKM NOATOTABMMBAIOTCA K NPOBEPKE, ANt 000MX 3apaHee U3BECTHbI BCe AeTanu
nposepku. MNpu TaHAEMHOM METOAE TECTUPYETCS 3aLumTa U MEpPbl U CPEeACTBA KOHTPOMA U ynpaBneHus 00b-
ekta. OfHaKo Npu €ro UCMosib30BaHWM HE MOXKET OCYLLECTBNATLCS TECTUPOBaHUE NOArOTOBIIEHHOCTU 00b-
eKTa K HeW3BECTHbIM napameTpamM paccMoTpeHus. OCHOBHbIM CBOWCTBOM AAHHOIO TECTUPOBaHWA ABMAETCA
JOCKOHamNbHOCTb, NOCKONbLKY ayauTop, NPOBOASALLMIA NMPOBEPKY MEP U CPEACTB KOHTPOISt U YNPAaBNEHUS UH-
hopMaLUNOHHON 6e30MacHOCTbIO, UMEET MONHOe npeAcTaBneHne 060 BCex TeCTax U OTBETHBLIX AENCTBUAX.
O6bem u rmybuHa 3aBuCAT OT KayecTBa MHOpMaLMK, NPeOCTaBNEHHON ayauTopy, NPOBOASILLEMY NPOBEp-
Ky MEP U CPeCTB KOHTPOMSA W ynpaBneHWA MH(pOPMauUUOHHONW 6e30nacHOCTbIO, Nepes TECTUPOBaHUEM, a
TaKKe OT HaAMeXalmx 3HaHWI ayamTopa, NPOBOASILLErO NPOBEPKY MEP U CPEACTB KOHTPONSA U ynpasneHus
MHOPMAaLMOHHON 6e30NacHOCTbI0. OTO TECTMPOBAHKUE YaCTO HAa3bIBAKOT «BHYTPEHHEN NPOBEPKOIi», U ayau-
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TOp, NPOBOAALLMIA NPOBEPKY MEp U CPEACTB KOHTPONA W ynpaBfieHUs MH(OpPMaUMOHHON 6e30nacHOCTbI0,
4acTo urpaeT akTUBHYIO pPoJib B 06Llem npouecce obecneyeHnss 6e30NacHOCTU.

7.4.2.6 VIHBEPCUOHHBbI MeTop,

AyaumTop, NPOBOAALLMIA MPOBEPKY Mep WM CPeAcTB KOHTPOAA W ynpasneHus WHpopMaLunoHHOR 6e30-
NacHOCTbI0, TECTMPYET 06LEKT NPOBEPKW, pacrnonaras NofiHbIM 3HaHWEM O ero npoueccax ¥ onepaluoHHO
6e30MacHOCTN, OfHAKO OO6BEKTY MPOBEPKM HWYEro He coobliaeTcs O TOM, YTO, Kak unn korga byaeT Tectu-
poBaTb ayauTop, NPOBOASALLMIA MPOBEPKY MEP U CPeACTB KOHTPONSA U ynpasBneHus MHOpMauMoHHOl 6e30-
nacHocTbi0. OCHOBHbIM CBOWCTBOM 3TOr0 TECTMPOBAHMWSA SBAAETCA MPOBEpKa NOArOTOB/IEHHOCTM 06bEeKTa K
Hen3BeCTHbIM MapaMeTpaMm W Hanpas/eHWsAM paccMOTpeHust. O6bem K1 rybuHa 3aBUCAT OT kayecTBa WH-
chopmauuu, npefocTaBneHHO ayaMTopy, NPOBOASALLEMY MPOBEPKY MEp W CPefcTB KOHTPOAS W ynpaB/ieHus
MHC(OPMALMOHHON 6e30nNacHOCTbiO, a Takke OT Hajnexallux 3HaHWulii 1 TBOpPYecKoro noAxoja ayautopa,
NpOBOASALLEr0 NPOBEPKY MEp U CPeACTB KOHTPONS W ynpasrieHus UHOPMAaLMOHHON 6e30nacHOCTbio. JTO
TECTMPOBAaHME YaCTO Ha3blBAKT «XOA0M KPaCHbIX».

O Cnenoit metop 0 TaHfgeMHblli meTog O
MeToa cep aro siunka

CoobueHne gns
o6bekTa npoBepky
06 aypute

MeToa ABOIIHOTO CEPOTO Sl NKa

* [iBoiiHON cnenoii meTop WHBEPCUOHHBIW mMeToa ~

3HaHue ayguTopa 06
06beKTe NpoBepKy

PucyHok 1- Buabl TectupoBaHus

7.4.3 PaclwupeHHble npoueaypbl NpoBepKU

JononHutensHo € npouegypamu NpPoOBEPKW, NPUMEHAEMbIMU K OTAEsIbHbIM Mepam W cpeacTBam KOH-
TPOAIA Y ynpasiieHusl, MOXeT NPUMEHATLCA pacluMpeHHas npoueaypa nposepky . PacwumpeHHasn npouegypa
NpoBepKM npefHasHayeHa AN1A COBMECTHOro MCMosb30BaHUA C ApyruMu npouegypamu nposepku. OHa fo-
NOJIHAET MX, YTO CNOCOBCTBYeT o6ecrneyeHnto YBEPEHHOCTM B 3DAEKTUBHOCTU MEP U CPEACTB KOHTPONSA U
ynpas/ieHuns.

PaclwmpeHHas npouegypa nNpoBepkn U COOTBETCTBYIOLLME OOBEKTLI NPOBEPKN TaKKe TECHO CBS3aHbl C
YPOBHEM pUCKa UHOPMALMOHHON CUCTEMBbI.

8 [eAaTenbHOCTb

8.1 lMoparoToBka
YcTaHOBMIeHNe U COXPaHeHMe COOTBETCTBYHOLLE COBOKYMHOCTU OXMAAeMbIX pe3ynbTaToB [0, BO Bpe-
MS 1 nocne NpoBepPKM UMEET MepBOCTENEHHOE 3HaYeHue A8 LOCTUXKEHUA NPUeMNIEMOro pesynbrara. 3710
0O3HavaeT npefoctaB/ieHne MHopMaLMmW, NO3BONSAOLLEN PYKOBOACTBY NPMHMMATb BEpHble OCHOBaHHblE Ha
pycke peLleHns O TOM, Kakum o6pas3oM Nnydlle BCEro peasin3osBbliBaTb W 3KCMyaTupoBaTb MH(OPMaLMOH-
Hble cucTembl. TlatenbHas MOAroTOBKA OpraHu3auuv v ayauvTopoB, OCYLLECTB/IAOLWMX MPOBEPKY Mep U
CPeACTB KOHTPOMSA ¥ ynpasneHns UHHOOPMaLUMOHHON 6e30NacHOCTbI0, SIBASETCA BaXKHbIM acnekTom npose-
AeHust ahheKTUBHbIX MPOBEPOK. B xoae NoAroToBUTENbHON AeATENbHOCTU CneayeT paccmaTpuBaTb BOMPO-
Cbl, CBf3aHHblE C pacxofamu, rpagukomM, HaMumem Heo6XoAMMON KOMNETEHTHOCTU W NPOBEAEHUEM MNpO-
BEPKMU.
C TOYKM 3peHna opraHnsaummn noAroToska K NpoBEPKE BK/OYAET Cnefytole OCHOBHbIE MepPOnpuUATUS:
obecneyeHne yBepeHHOCT B TOM, YTO COOTBETCTBYIOLLME MOAUTUKNA, OXBaTbiBaloLMe NPOBEPKHU,
CYLLLECTBYIOT Y OCO3HaHbl BCEMU CTPYKTYPHbLIMU 3/1IeMEeHTaMn opraHu3aunm;
obecneyeHne yBEPEHHOCTW B TOM, 4YTO BCE 3amnjlaHMpoBaHHble Lwary no peaams3aumum mep u
CpeacTB KOHTPONSA Y ynpaBiieHWs1 YCMELWHO BbIMOMIHEHbI A0 MPOBEPKM U BGblIN COOTBETCTBYHOLMM 06pa3omM
npoaHaM3MpoBaHbl PYKOBOACTBOM (3TO MPUMEHMMO TOJIbKO B TOM C/llydae, ecivm Mepa U CpefcTea KOHTPO-

n
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N M ynpaBrfieHUs OTMEYEHa KakK «MOSIHOCTbIO (PYHKUMOHUPYIOLAA», @ HE HaxXO0AMTCA Ha Jtane NoAroToB-
Ku/peanusauum);

- obecneyeHne yBepeHHOCTU B TOM, YTO BbiGpaHHble MePbl U CPEACTBA KOHTPOSA U ynpaBneHus
nopyYeHbl COOTBETCTBYIOLLIMM OPraHM3aunOHHbLIM eAuHMLAM Ans pa3paboTku u peanusauuu;

- YyCTaAHOBMNEHUE Lienu u obnactu npoeepku (T. €. NpeiHa3HAaYeHUs! MPOBEPKK U TOro, 4To Byaer
NPOBEPATLCS);

- YBEOMIIEHUE OCHOBHbIX AOJDKHOCTHBIX fUL| OpraHu3auumu o NpeacTosiLieii NpoBepke U Bbligerne-
HUEe HeOOXOAUMbIX PECYPCOB AN NPOBEAEHUS NPOBEPKM;

- YCTaQHOBJIEHWE COOTBETCTBYIOLUX KAHANOB CBA3U MeXAY AOJDKHOCTHbIMU NuLiaMu opraHu3auuu,
3auHTEepecoBaHHbIMU B NMPOBEPKE;

- YCTaHOBIIEHUE BPEMEHHLIX PaMOK ANA NPOBEAEHUS NPOBEPKU U OCHOBHbIX KOHTPOSIbHBIX TOYEK MpU-
HATUSA PELLIEHWIA, HEOOXOAMMbIX OpraHu3aumn Ans ocywwecTeneHust 3cbcheKTMBHOTO MEHEPKMEHTA NPOBEPKMY;

- onpeaeneHne U BbIOOP KOMNETEHTHOrO ayauTopa Ans NPOBEAEHUS NMPOBEPKM MEP U CPeACTB
KOHTPONS W ynpasneHust MHpOPMaLMOHHOK 6e30NacHOCTbIO UNKM ayAUTOPCKOW FpynMnbl, KOTopble ByayT oT-
BETCTBEHHbIMM 3@ NPOBEAEHNE NMPOBEPKMN, YIUTbLIBAA BONPOCHl HE3AaBUCUMOCTHU ayauTopa, OCYLLECTBRSIOLLE-
ro NpoBEepPKy Mep 1 CPEACTB KOHTPONA U ynpaBneHua WHGopMaLMOHHON 6e30NacHOCTLIO;

- cbop apredakToB AnA NPEAOCTaBNEHUA ayauTopam, NPOBOASALLUMM MPOBEPKY MEP U CPeACTB
KOHTPOMA M ynpaeneHust MHPOPMAaLMOHHOW 6e30nacHOCTbIO (Hanpumep, AOKYMEeHTaLuuuM no Mepam u cpea-
CTBaM KOHTPOMSA U ynpasneHua UHEOPMALMOHHON 0e30MacHOCTLIO, BKIMIOYAs OPraHM3auMOHHbLIE CXEMbI,
NONMUTMKN, MPOLEAYpPbl, MNaHbl, cneuudukaumn, npoekTbl, 3anucu, PYKOBOACTBA aAMMUHUCTPATO-
pa/onepatopa, AOKYMEHTALMIO UH(POPMALIMOHHON CUCTEMbI, COTMALLEHUSI O MEXCUCTEMHOM CBSI3U, pe3ynb-
TaTbl NPeabIAYLLUMX NPOBEPOK);

- yCTaHOBIIEHUE NpaBuUi B3aUMOAENCTBUSA MEXAy opraHusaumeint u ayautopamu, NpoBOASLUUMM
npoBepKY Mep M CPeACTB KOHTPONSA M ynpaeneHusi MHhopMaLMOHHON 6e30NacHOCTbIO, NO3BONSIIOWMX CBe-
CTW K MUHUMYMY HEONpeAeneHHOCTU UNW HEeNpaBUMbHbIE NPEACTABNEHUs O peanu3auuM Mep U CpeacTs
KOHTPOMA W ynpaBneHus unm cnabbix MecTax/HeaocTaTkax Mep U CpefCTB KOHTPOSsi U yNpaBrieHusl, ycra-
HOBIEHHbIX BO BPEMSA NPOBEPKMU.

B pononHeHne Kk MEPONPUATMAM NO NAAHUPOBAHUIO, OCYLLECTBNSEMbIM OpraHu3aumen Ans noaroTos-
KM K NpOBEpKe, ayauTopbl, NPOBOASALLME NPOBEPKY MEP U CPEACTB KOHTPONSA U ynpaBneHust UHpopMaLMOH-
HoOV 6€e30NacHOCTbIO, AOMKHBI HAYUHATL NOAFOTOBKY K NPOBEPKE NOCPEACTBOM:

- AOCTWXKEHUs1 00LLero NOHMMaHuA (OYHKUMOHMPOBaHUA OpraHu3auuu (BKNiovas LeneBylo 3aaayy,
dyHKLUMKM 1 npouecckl Bu3Heca), a TaKke Toro, kakum o6pazoMm MHGOPMAUMOHHBIE aKTUBLI, NoONagaiolume B
obnactb NPOBEPKMU, NOAAEPXKUBAIOT (DYHKLIMOHUPOBAHME OpraHu3auum;

- [AOCTUXEHUS MOHUMAHUA CTPYKTYPbl MH(POPMALIMOHHBIX aKTUBOB (Hanpumep, apXMTeKTypbl CUC-
TEMbI);

- ZAOCTUXEHUSI NOSTHOrO MOHMMaHUA BCEX MEP U CPEACTB KOHTPONA U YNpaBfneHus, NoAnexalumx
npoBepKe;

- U3Y4YEHNUS BaKHbIX MyOnMMKauUMin, Ha KOTOpble CCbINAOTCA B MEpax U CpeACTBax KOHTPONs U
ynpaBneHus;

- onpeaeneHns OpraHn3auuoHHbIX eAWHUL, OTBETCTBEHHbIX 3a pa3paboTky U peanu3aumio noj-
nexawumx npoBepke Mep U CPeacTB KOHTPONS W yNpaBneHus, KOTOopble NOAAEPXMBAIOT UHDOPMALIMOHHYIO
6e30nacHoOCTb;

- YCTaAHOBINEHUSI COOTBETCTBYIOLLMX KOHTAKTHLIX UL B OpraHu3aumm, HeobxoauMbiX AN npoBe-
JeHNs NPOBEpKHU;

- nony4eHus aptedakros, HEOOX0AMMBIX ANA NPOBEPKM (HaNnpumep, NOAUTUK, Npoueayp, NIaHoB,
cneuyudukaumii, NPOEKTOB, 3anUcen, PyKOBOACTB aagMUHUCTpaTopa/onepaTopa, A0KYyMeHTauun nHdopmauu-
OHHOIN CUCTEMbI, COrNaLUEHNi 0 MEXCUCTEMHOMN CBA3N);

- nony4yeHus pesynbTaToB NpeablayLUMX NPOBEPOK, KOTOPblE MOTYT ObITb Hagnexawum obpasom
NMOBTOPHO UCMOMb30BaHbI ANsi NPOBEPKK (Hanpumep, OTY4ETOB, 0630POB, UCCNea0BaHUN YA3BUMOCTEN, Npo-
BEPOK hm3nveckoli 6€30nacHOCTU, TECTUPOBAHNA U OLIEHKN Pa3BUTUS);

- BCTPEYM C COOTBETCTBYIOLLMMMW AOHDKHOCTHBIMM NMMUAMU OpraHu3auuu ans obecnevyeHus yse-
PEHHOCTM B 0OLLEM MOHMMAHUW LENeil NPOBEPKU, NpeanaraemMoii CTporoctTu u 06nactu NPOBEPKHU;

- pa3paboTku nnaHa NPoBEPKM.

Mpu NOAroTOBKE K MPOBEPKE MEP U CPEACTB KOHTPONSA M yrnpaeneHus nHpopMaumoHHon 6e3onacHo-
CTbIO A0MKHA ObITb COOpaHa HeobxoauMan NcxoaHasi MHOPMaLUus, KOTopas aomkHa ObiTb NPeaoCTaBNeHa
ayauTopam, OCYLLECTBSAIOLMM NPOBEPKY MEP U CPEACTB KOHTPONA U ynpaBneHus MHDopMaumoHHOi 6e3o-
NacHoOCTbIO. B pamkax He0OxoAMMON NoAAEPKKU KOHKPETHON NPOBEPKU OpraHM3auns A0SHKHA ONpeaenuTb 1
NOAroTOBWUTL AOCTYN K 3fIeMEHTaM opraHusauuu (nMuam unu rpynnam nuu), oTeevarowmm 3a paspaboTtky,
JOKYMEHTMPOBaHWe, pacnpoCTpaHeHue, NPOBEPKY, AKCMNyaTaumio, noaaepxky u oGHOBNEHNe BCEX Mep U
CPEeACTB KOHTPONSA U ynpasreHuss 0e30MacHOCTbO, NonuTuK 6e30nacHOCTM U B3aUMOCBA3aHHbIX NpoLleayp
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Ans peanu3auuM COOTBETCTBYIOLLIMX NOMUTUKAM MEP U CPEACTB KOHTPONSA U ynpaBneHusa. Ayautopy, NpoBo-
JAsiLleMy NpPOBEPKY Mep W CPEACTB KOHTPOMNSA M ynpaBneHWUs MHPOPMAaLMOHHOW 6e30nNacHOCTLIO, Takke He-
obxoaum poctyn K nonutukam 6e30macHOCTU UH(OPMALMOHHON CUCTEMBI M MIOOLIM B3aMMOCBA3AHHBLIM
npoueaypamM peanu3aumu, K nobbiM MaTtepuanam, CBA3aHHbIM ¢ peanusauuen u PyHKLUMOHMPOBAHNEM MEpP
U CPeACTB KOHTPOSS M ynpaBneHus (Hanpumep, nnaHam obecneveHus 6e3onacHoCTH, 3anucaM, rpadukam,
oTyeTaMm O pesynbTarax NPOBEpKU, OTYETAM O MOCMeAyIoWnX AENCTBUAX, COrNaLleHNsM, KOMMNAEKTY akkpe-
AWUTALMOHHBIX U NIMLEH3UOHHbIX JOKYMEHTOB) U MoANieXxalluM npoBepke o6bekTam.

JocTynHoCTb HEOOX0AMMONM AOKYMEHTALMK, a TaKke BeAyLlero nepcoHana opraHusauum n nposepse-
MbIX UH(POPMALIMOHHBIX CUCTEM KPalHe BaXKHa AN yCNelHOoN NPOBEPKU MEeP U CPEACTB KOHTPONA U ynpas-
neHus MHPOPMALIMOHHON 6E30NacHOCTbIO.

8.2 Paspabortka nnaHa

8.2.1 O630p

Mpu pa3paboTke NNaHOB NPOBEPKU ayAUTOPbI, OCYLLECTBAAIOWLME NPOBEPKY MEp U CPEeACTB KOHTPONS
1 ynpaBneHusi MHOPMAaLMOHHON 6e30NacHOCTLIO, AOIDKHLI ONPeaAenuTbL BUA NPOBEpKU (HanpuMmep, nonHas
UM YacTUyHas NPOBEpKa) M TO, KaKue Mepbl U CPeAcTBa KOHTPOMA M ynpasneHua n/unu cpeactsa, pacLuu-
pAloLmMe NX BO3MOXKHOCTH, AOSDKHbI ObITh BKIIOYEHLI B MPOBEPKY HA OCHOBE Lienw/obnactn nposepku. Ayau-
TOpbI, NPOBOASILLME NPOBEPKY MEP M CPEACTB KOHTPONS W ynpaBneHus MHAOPMaLMOHHONW 6e30nacHOCTbIo,
[OMKHbI OLIEHUTb U CHU3UTb PUCK U BNUsIHME (A€ 3TO BO3MOXHO) NPOBEPKM HA 00blYHOE (DYHKLIMOHMPOBA-
HWe opraHu3auuu u BbibpaTb HA OCHOBE MEP U CPEACTB KOHTPONA U YNPaBNeHUA u CPEACTB, PacLUMPSIOLLUX
UX BO3MOXHOCTU, HEOOXOAMMbIE NpoLieypbl NPOBEPKU, KOTOPble HEOGX0AMMO BKMIOYMTL B MPOBEPKY U B
COOTBETCTBYIOLLME aTpUOyThI «IMyOUHbI» M «OXBaTa».

AyauTopsbl, NPOBOASALLME NPOBEPKY MEP M CPEACTB KOHTPONA U ynNpaBneHUs uHcopMaumoHHon 6e3o-
MacCHOCTbIO, AOMKHbI NPUCNOCOOUTL BLIOpaHHbIE NpoLEeAypPbl NPOBEPKN K YPOBHIO pucKa MH(POPMAaLMOHHOW
cUCTEMbl M K peanbHoii paboyeit cpeae opraHusauuu. Mpu HEOGXOAMMOCTU OHU Takxke AOMKHbLI pa3pabo-
TaTb AOMOMHUTENMbHbIE NPOLEAYPbl NMPOBEPKU, HE pacCcMaTpuBaemble B JAHHOM JOKYMEHTE, B OTHOLUEHUU
Mep U CPeaCTB KOHTPONS W ynpaBneHuss 6e30nacHOCTLIO, a Takke CPEACTB, PaCLLMPAIOLLUX UX BO3MOXHO-
cTu, u obecneunTs JOBEPUE K STUM MpoLeypam.

HomkeH 6bITb paspaboTaH nnaH, BKMIOYAIOLWMIA JTanbl oNnpeaeneHusa KoHTekcta, opmupoBaHus 6a-
30BOr0 YPOBHSI OXXMAAEMOro MOBEAEHUSI B PaMKax OnpeeneHHOro KOHTeKCTa, cneuudukaumm TecTupoBa-
HUA/OLEHNBAHMA N METO/ NMOATBEPXAEHUS JOCTOBEPHOCTU BbIBOAOB B KOHTEKCTE oueHuBaHus. lNnaH gon-
>KEH BKnioyaTh pa3paboTky cTparermm no NPUMEHEHUI0 PacLUMPEHHON npoueaypbl NPOBEPKU, ECAN 3TO He-
06xoAMMO, ONTUMU3aUMKM NpoLUeayp NPOBEPKM ANA yMeHbLUeHus ayonupoBaHus paboTt u o6ecneveHus 3ko-
HOMUYECKN 3DMPEKTUBHBIX peLIEHU, OTHOCALLMXCA K nposepke. Mocne 3Toro ayauTopsbl, NposoasALme npo-
BEPKY MEpP U CPeACTB KOHTPOMNS M ynpaBneHua MHOOPMAaLMOHHONW 6e30nacHOCTbIO, AOSMKHLI OKOHYATENbHO
0hOpMUTb NNaH NPOBEPKM U NOMNYYUTb HEOOX0AUMbIE CAHKLIMK HA €r0 BbINOSTHEHUE.

8.2.2 O6nacTb

[okymMeHTauus AorkHa cogepxatb 0030p TpeboBaHuin 6e30nacHOCTU MHPOPMALUUOHHLIX aKTUBOB U
ONMCbIBaTb UMEIOLLMECH WUIU NIIAHMPYEMbIE MEPbl U CPEACTBA KOHTPONSA U ynpasneHus ANs BbiNOMAHEHUs
3Tux TpeboBaHui. AyauTop, NPOBOASILLMI NPOBEPKY Mep M CPEeACTB KOHTPONA WU ynpasneHus uHdgopmMauu-
OHHOI 6e30MacHOCTbLIO, BHaYane u3yyaeT Mepbl U CpeAcTBa KOHTPOMA U YNPaBREHUA, ONUCAHHbIE B [OKY-
MeHTauuMu no obecneyeHuto uHopmaLMoHHON Ge3onacHoCTH, a 3aTeM — Lenb nposepku. MpoBoauTLCA
MOXET NOMHasi NPOBEPKa BCEX MEP U CPeACTB KOHTPONSA U ynpaBneHnsa MHOpPMaUMOHHON 6e30NacHOCTLIO B
OpraHu3auum Unm 4acTu4yHasi NpoBepKa TONbKO TeX Mep U CPeACTB KOHTPONSA M YNPaBneHus, KoTopbie 0bec-
neyuBaloT 3awmTy MHGPOPMALMOHHBIX aKTUBOB (Hanpumep, BO BPEeMA HENPEepbIBHOrO MOHWUTOPWHra, rae
NOAMHOXECTBA MEp U CPEACTB KOHTPOMNA M ynpaBneHus B UHPOPMAaLMOHHBLIX aKTUBAxX NPOBEPSAIOTCA HA Mo-
CTOSIHHOW OCHOBe). [lna npoBeAeHust HaCTUYHbIX NPOBEPOK Bnageney, MHPOPMaLIMOHHLIX aKTUBOB paboTaeT
COBMECTHO C 3auHTEpPECOBaHHbLIMU B NMPOBEPKE AOMKHOCTHLIMK NUUAMMN OpraHW3auumn Haj onpeaeneHuem
TOro, Kakue Mepbl U CPEACTBA KOHTPOMS WU yNnpaBneHUs A0MKHbI NPOBEPATLCA. BoibOp Mep u cpeacTB KOH-
TPONA W YNPaBnEHUS 3aBUCUT OT YCTAHOBMEHHOrO rpadouka HENPepbLIBHOrO MOHUTOPUHIA, MYHKTOB MiaHa
OEWUCTBUIA U COOTBETCTBYIOLLIMX KOHTPOMbHLIX TOYeK. Mepbl u CpeacTBa KOHTPONS M ynpaBneHusl, OTnuyato-
wuecs 6onbLIen U3MEHYUBOCTLIO, IOIDKHbI NPOBEPATLCA YaLle.

8.2.3 MNpoueaypul NpoBepKu

Mpoueaypa NpoBEpPKU COCTOUT U3 COBOKYMHOCTM LIENen NPoBepKN, kKaxkaas C COOTBETCTBYIOLLMM Habo-
pPOM MOTEHUManbHbIX METOO0B NPOBEPKA U OOBLEKTOB NPOBEPKU. POPMYNUPOBKU OnpeaeneHui B Lensx
NpoOBEPKU TECHO CBA3aHbI C CYLLHOCTbIO MEPbl U CPEACTBA KOHTPONA W ynpasneHus (T. €. ¢ PyHKLUOHAsb-
HbIMW BO3MOXHOCTSIMM MEPbI U CPEACTBA KOHTPONS U ynpasneHust). 31o obecneumBaeT yBepeHHOCTb B Npo-
CNEeXMBAEMOCTU pe3ynbTaToB NPOBEPKU BNIIOTb A0 (hyHAAMEHTaNbHbIX TPEOOBaHUI Mepbl U CPeACTBA KOH-
Tpona u ynpasneHus. Mo pesynbtataMm NnpMMeHeHUs1 Npoueaypbl NPOBEPKU K MEPE U CPEACTBY KOHTPONS U
ynpaeneHus (hopMMUpyloTCA BbIBOABI NPOBEPKU. OTU BbIBOAbLI NPOBEPKM BMOCHEACTBUM UCMONb3YIOTCA ANA
onpeaenexus obLuei apdeKTMBHOCTU MEPbI U CPeACTBa KOHTPONS u ynpasrneHus. O6bekTbl NPOBEPKU On-
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penensioT KOHKPETHbIe ANeMEeHTbI, NoAnexalume npoBepke, a Takke cneuudukauum, MexaiHu3mol, NPoUec-
Cbl U (PU3NUECKUX NULY.

B npunoxeHun A npeacraBneHbl NpUMeEpbl Npoueayp NPOBEpPKU, NpeAHasHa4YEHHble AnNSA NPOBEPKU
TEXHNYECKOro COOTBETCTBUSI M COBEPLLEHCTBOBAHUIA MEP U CPEeACTB KOHTPONA U ynpaeneHus. MNpakTu4eckoe
PYKOBOACTBO B NPUAOXKEHUM A NpeaHa3Ha4yeHo Ans cOopa CBUAETENLCTB € LeNbio onpeaeneHus, npasunb-
HO N peanu3oBaHbl MEPbI U CPEACTBA KOHTPOMSA M yNpasneHus, (pyHKUMOHUPYIOT NN OHU, KakK NpeaHa3Ha-
4anocb, U CO3AAI0T N XENaeMblil pe3ynbTaT B OTHOLUEHWUU BbINONHEHUA TpeboBaHMIit UHGPOPMALIMOHHON
6e30nacHOCTU MHGOPMALMOHHBIX aKTUBOB. [Nsl KaXAbiX BKMOYEHHLIX B NPOBEPKY MeEpbl U CPEACTBA KOH-
TPONA 1 yNnpaBneHUsl U KaAOro CPeACTBa, PacLLMPSAIOLLEr0 X BO3MOXXHOCTU, ayaAUTOPLI, NPOBOASALLME NpO-
BEPKY Mep WU CPeACTB KOHTPONS U ynpaBneHusi MHpopMmaumMoHHoW 6e30nacHOCTbIO, paspabaTbiBalOT COOT-
BETCTBYIOLLYIO NpoLeaypy NpoBepku, 0OpalLasch Kk npunoxeHuio A. COBOKYNHOCTb BbIGPaHHbLIX npoueayp
NPOBEPKU Pas3nUYHa Ans pasHbiX NPOBEPOK U 3aBUCUT OT TEKYLLEro Ha3Ha4YeHUs NPOBEPKU (HanpuMep, exe-
rogHas nposepka Mep U CpeACTB KOHTPOMS U YNpaBreHUs, HENPEPbLIBHbIN MOHUTOPUHT). B npunoxeHun A
nNpeacTaBneHo NpakTu4eckoe pykoBOACTBO MO BLIGOPY COOTBETCTBYIOLMX NpoUeayp NPOBEPKU B 3aBUCUMO-
CTU OT LeNN NPOBEPKM.

Mpoueaypbl NpoBEpPKU MOTYT ObITb CNELManbHO NPUCNOCOGNEHHBIMU B OTHOLLEHUMK:

- BblOpaHHbIX METOAOB U OOBLEKTOB NMPOBEPKU, HEOOX0AUMBIX ANs Hanbonee apdeKTUBHOrO Npu-
HATWS1 COOTBETCTBYIOLLIMX PELUEHNI U BbIMONHEHUS Lienen NpoBepKu;

- BbIOpaHHBLIX 3HAYEHWIF aTPMOYTOB «rMyOMHBI» U «OXBaTa» METOAA NPOBEPKU, HEOBXOAUMBIX ANS
OCYLLECTBIIEHUS OXMAAHUI NPOBEPKU, HA OCHOBE XapakKTepUCTUK NPOBEPSAEMbIX MEP U CPEACTB KOHTPONSA U
YNPaBNeHMs1 U KOHKPETHbIX, TPEGYIOLMX NPUHATUS PELLEHUN;

- UCKIIOYEHNA M3 NpoLieayp NPOBEPKM MEpP W CPEACTB KOHTPONSA M YNpaBneHus, ecnu OHW Bbinu
NpOBEPEHbI NPKU NPOBEAEHUN APYIOr0 aleKBAaTHOIO NpoLecca NPOBEpKy;

- pasBUTUS MHPOPMALIMOHHON CUCTEMbI UM KOHKPETHOW NNaTtcgopMbl U aaanTMpPOBaHHbLIX Npoue-
Ayp NPOBEPKU KOHKPETHON OpraHM3auumu Ans yCnewwHoro BbiNoSIHEHUA NPOBEPKH;

- MCMOMNbL30BaHWA pe3ynbTaToB NpeabiayLLUMX NMPOBEPOK, €CINN 3TU Pe3ynbTaTbl COMTEHBI NPUMEHUMbIMM;

- OCYLLECTBINEHNUA COOTBETCTBYIOLLMX KOPPEKTUPOBOK Npoueayp NpoBepku, YToObl UMETb BO3MOX-
HOCTb Nony4YeHus TpedyemMbiX CBUAETENLCTB NPOBEPKM OT BHELLUHUX NOCTABLUMKOB (€CNU OHU UMEIOTCSA);

- BbIOpAHHbIX METOOB MPOBEPKMU, YAENASA AOIDKHOE BHUMAHUE UX BIIUAHMIO HA OpraHn3auuio, Ha-
psay ¢ obecneyeHnem yBEpEHHOCTU B BbIMOSIHEHUM Lienei ayauTa.

8.2.4 Ocob6eHHOCTH, OTHOCALWMECA K OO beKTam

OpraHusauyum MoryT cneyuuumpoBaTb, JOKYMEHTUPOBATb U KOHMIypupoBaTh CBOM MH(OPMALIMOH-
Hbl€ aKTMBbI Pa3nnYHbIMKU cnocobamu, cnegosaTenbHO, CoAepXaHue U NPUMEHEHUE CyLLECTBYIOLUMX CBUAE-
TEenbCTB NPOBEpKM ByayT pasnuyatbes. 3TO MOXET NPUBOAUTL K HEOOXOAMMOCTU NPUMEHEHUSI Pa3TUYHbIX
METOZ 0B NMPOBEPKM K pasHbiM 06bekTam npoBepku, YTobbl chopMUpPOBaThL CBUAETENLCTBA NPOBEPKU, HEOO-
XOAUMBIE ANA ONPeAeneHns, SBMAITCA MU MEPbI U CPEACTBA KOHTPONS U ynpaBneHus 3dEKTUBHBIMK NPy
UX NpUMeHeHUU. Bcnegcreme SToro nepevyeHb MeToloB U 0O HLEKTOB NPOBEPKU, NpeACTaBNsieMblii BMECTE C
KaxkgoW npoueaypor NpoBepKM, HA3bIBAETCA NMOTEHUManbHbIM, YTOObLI OTPa3uTb 3Ty HEOOXOAUMOCTbL B BO3-
MOXHOCTU BblGOpa Haubonee yMeCTHbIX AN KOHKPETHOW MPOBEPKM MeToAOB U 00bLekTOB. K BbIGpaHHbLIM
MeTogam u 06bekTaM NPOBEPKM OTHOCSTCS Te, KOTOPble COMTEHbl HEOOXOAMMBIMU AN CO3AaHusi HeobXxo-
AWMbIX CBUAETENLCTB NPOBEPKU. [MOTEHUMANbHLIE METOAbLI M 00bLEKTHI B MPOLEAype NPOBEPKU NpeaoCTaB-
NATCA KaK pecypc, COAENCTBYIOLLMI BbIOOpY Haanexalmx MeToAoB U OOBHEKTOB, a8 HE Kak OrpaHUYuTENb
Bbibopa. Mo cywecTBy, ayauTopbl, NPOBOASALLME NPOBEPKY MEP U CPEACTB KOHTPOSS M ynpasneHusi uHdop-
MaLMOHHON 6e30MacHOCTbIO, AOMKHbI AENCTBOBATL N0 COBCTBEHHOMY YCMOTPEHUIO, OCYLLIECTBIISA BbIGOp U3
NOTEHUMaNbHbLIX METOA0B NPOBEPKN U 00LLEro cnucka 06BLEKTOB NPOBEPKM, CBA3AHHBLIX C KaXabiM BblOpaH-
HbIM METOAOM.

AyauTopbl, NPOBOASILLME NPOBEPKY MEP U CPEACTB KOHTPONS U ynpaBreHus UHGOpMaLUOHHON Be30-
NacHOCTLI0, AOMKHbI BbIBUpaTb TONLKO T€ MeTOAbI U 0O6bEKTLI, KOTOpLIE Haubonee ahdekTMBHO CNOCOBCT-
BYIOT MPUHSITUIO PELLEHWIA, CBA3AHHBIX C LIENbIO NpoBepku. Mepa kayecTBa pe3ynbTaToB NPOBEPKM OCHOBA-
Ha Ha NpPaBUNbLHOCTW MPEACTABIIEHHONO FIOMMYECKOro 0OOCHOBAHMUS, @ HE HA KOHKPETHOW COBOKYMHOCTH
NPUMEHEHHBbIX METOAO0B M 00BbEKTOB. B BONbLUMHCTBE Crly4aeB HET HEODXOAUMOCTU NPUMEHSTbL KaXKabli Me-
TOZA NPOBEPKU K KAKAOMY OOBLEKTY MPOBEPKM, YTOObLI MONYYMTb XKENMAEMbIE pe3ynbTaTbl NPOBEPKU. A Ans
KOHKPETHbIX U BCECTOPOHHUX MPOBEPOK MOXET ObITb LEenecoobpasHo MCMONbL30BaTh METOA, HE Mepeyvunc-
JIEHHbIV B COrMAcOBaHHOM NepeyHe MoTEeHUMarnbHbIX METOAOB, UMM HE UCMOMb30BaTb HUKAKOM M3 NepedHs
M3BECTHbIX METO/0B.

8.2.5 Mpeabiaywme 3aknoyeHusa

8.2.5.1 O63op

Ayautopsbl, NpoBOASALLIME MPOBEPKY MEPbl U CPeACTBA KOHTPONS M ynpaBneHus UHAOPMAaLMUOHHOW
6e30nacHOCTbIO, AOIKHLI UCMONbL30BaTh UMEIOLLYIOCS MHGOPMAaLUIO O NMpeabiayLux NpoBepkax Mepbl U
CpeAcCTBa KOHTPONS M ynpasnieHus, uto OyaeTt cnocobcrBoBath GonbLuei 3dhhpeKTMBHOCTU NpoBepok. [o-
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BTOPHOE UCMONb30BaHWE Pe3ynbTAaTOB PAHEE NPU3HAHHBLIX UMK YTBE PKAEHHBIX NPOBEPOK MH(POPMALIMOHHbLIX
CUCTEM [OIDKHO pPacCMaTpuBaThCA B paMKax COBOKYMHOCTU CBUAETENLCTB ANS onpejeneHus obuien ag-
(PEKTUBHOCTM MEP U CPEACTB KOHTPONS U YyNpaBneHus.

Mpu paccmoTpeHun BOMPOCA O NMOBTOPHOM MCMONb30BaHUM pe3ynbTaToB NpeAbiayLux MpoBEpPOK U
LEHHOCTU 3TUX PEe3yrnbTaToB ANA TEKyLEen NPOBEPKU ayauTOpPbl, NPOBOASILLME NPOBEPKY MEP U CPEeACTB KOH-
TPONnA v ynpasneHust MHPOPMaLMOHHON BE30MacHOCTbIO, AOMMKHBLI ONPEAEnUTb:

- [OCTOBEPHOCTb CBUAETENLCTB;

- NPUroaHOCTbL NpeablAyLLEero aHanusa;

- NPUMEHUMOCTb CBUAETENLCTB NP TEKYLLIEM COCTOAHUM UHADOPMALMOHHBIX aKTUBOB.

B onpegeneHHbIx cutyauusax GbiBaeT HEOOXOAMMO AONOMHUTL pe3yrnbTaThbl Npeabiaylen nNpoBepKu,
paccmaTpuBaeMble Ha nNpegMeT UX NOBTOPHOTO UCMOMNb30BaHUA, AOMOMHUTENBHBIMU MEPONPUATUAMU NPO-
BEPKU, AN MOMHOrO yAOBNETBOPEeHUs Uenen nposepku. Hanpumep, ecnv npu HE3aBUCUMOM NPOBOAUMOM
TpeTbei CTOPOHOM OLIEHMBAHMM NpPOAYKTA MHAOPMALMOHHOW TEXHOSIOTMM HE NPOBOAUNOCL TECTUPOBAHUA
NPUMEHUTENBHO K KOHKPETHOW HACTPOiiKe napameTpoB KOH(pUrypaLum, KoTopasi NPUMEHSETCA OpraHu3aum-
en B MH(POpPMaLMOHHON CUCTEME, ayUTOPY, NPOBOAALLEMY NPOBEPKY MEP U CPeACTB KOHTPONA U ynpasne-
HUSA MHGOPMALMOHHON GE30NacHOCTLIO, MOXET NOTPeGOBaTLCA AONONHUTL NEPBOHAYANbHbLIE PE3ynbTaThl
TecTupoBaHusa. [na 3Toro Heo6xoAMMO AOMOMHUTENbHOE TECTUPOBAHME, KOTOPOE OXBATMT AAHHYIO Ha-
CTPONKY napaMeTpoB KOH(Urypaumuu Ang Tekywien cpeabl MHOOPMaLUUOHHOW CUCTEMBI.

Mudopmauua nocneayiowmx noapasaenos A0omMkHA NPUHUMATLCA BO BHUMaHWE NpU PacCMOTPEHUM
pes3ynsTaTtos npeAbliAyLLmMX NPOBEpOoK Ha NpeaMeT UxX NOBTOPHOr0 MCNOMb30BaHUA NPU TEKYLLIEH NPOBEpKe.

8.2.5.2 MeHnsiioLmecs ycnosus

Mepsbl 1 cpeacTsa KOHTPOSA U YNpaBneHua, COMTEHHbIE AP eKTUBHLIMM BO BpeMsA NpeablayLmx npo-
BEpOK, MOTyT cTaTb HEa(h(DEKTUBHLIMKN B PE3YNbTaTE USMEHUBLLMXCA YCMOBUIA, CBA3AHHBLIX C MHPOPMALMOH-
HbIMW aKTUBaAMU MNU OKpyXKarowiein cpeaon. COOTBETCTBEHHO pe3ynbTaTbhl NPOBEPKW, NPU3HAHHbLIE paHee
npuemneMbiMu, MOTyT OonbLIe HEe AaBaTb AOCTOBEPHLIX CBUAETENLCTB ANA onpeaeneHnsa apdekTuBHOCTH
MEp W CPEACTB KOHTPONS M ynpasneHus, u notpebyerca HoBas nposepka. MNpumeHeHne pe3ynbraToB npe-
AblayLLuel NPOBEPKN B XOA€ TEKyLLEeW NpoBepku TpebyeT onpeaeneHus niobbix U3MEHEHUI, NPOU3OLLeALINX
CO BPEMEHU NpeablAyLUei NPOBEpPKU, U BAMAHUA 3TUX U3MEHEHUN HA pe3ynbTaTbl NpeabiayLENn NPOBEPKN.
HanpumMep, NOBTOPHOE UCNONb30OBAHWE PE3yNbTaToB NpeabliayLien NPOBEpKU, BKNKOYAIOWEeNn U3yyeHume no-
nuTuK 1 npoueayp obecneveHns 6e30nacHOCTM opraHu3auumn, MoxeT ObiTb NpMemMnemMeiM, €Cnu onpeaene-
HO, YTO HUKaKWUX CYLLECTBEHHbIX NU3MEHEHUI UAEHTUULMPOBAHHbLIX MONUMTUK, NPOLeAYP U CPeAbl pUcka He
npou3oLuno.

8.2.5.3 [lonyCTUMOCTb UCNOSb30BaHMA pe3ynbTaToB NpeabiayLux NpoBEPOK

[onycTUMOCTb MCNOMNb30BAHUS Pe3ynbTaToB MpeAbiAyLiMx NPOBEpPOK Npu NpoBepke Mep U Cpeacts
KOHTPONA U ynpaBneHusi 40/HKHa KOOPAUHUPOBATLCS M YTBEPKAATLCA NULIAMU, UCNONb3YIOLMMKN pe3ynbTa-
Tbl MPOBepPkU. BaxkHo, 4TOObLI Bnageney, MHQOPMALMOHHLIX aKTUBOB COTPYAHWUYAn C COOTBETCTBYIOLMMM
JOIDKHOCTHBIMK ML AMKU OpraHusauun (Hanpumep, ¢ AMPEKTOPOM N0 UHAOPMALMUOHHBIM TEXHOMNOMMAM, OT-
BETCTBEHHbIM 3a MH(POPMALMOHHYI0O 6€30MaCHOCTb, OTBETCTBEHHLIMU 3a LENEBYIO0 3a4advy Unu Bnagenbla-
MU MHOPMAaLMK) NPpU ONPeaeneHun JoNyCTUMOCTM UCNONb30BaHUA Pe3ynbTaToB NpeablayLmx NPoBepok.
PelieHne 06 ucnonb3oBaHuM pe3ynbTaToB NpeAbiAyLmnx NPOBEPOK AOMKHO AOKYMEHTUPOBATLCA B NNaHe
NPOBEPKN U OKOHYATENbHOM OTYETE.

Mposepku 6e30MacHOCTU MOTYT BKMIOYaTh BbIBOAbI NPeablayLmuX nposepok 6€30nacHOCTH, noka:

- 3TO cneuuanbHO paspeLLeHo B NaHe ayauTa;

- y ayAuTOpPOB, MPOBOASALLUX NPOBEPKY MEP U CPEACTB KOHTPONA M yNnpasneHna UHPOPMaLMOHHON
6e30nacHOCTH, CYLLECTBYIOT 4OCTATOYHbIE OCHOBAHUS CHUTATb, YTO BbIBOAbLI OCTAIOTCA aA€KBATHLIMU;

- MoOble TEXHOMOTMYECKME UMW MPOLEAYPHbIE U3MEHEHUS B Mepax U CpeacTBax KOHTPONsA M
yNpaBneHns unu npoueccax, K KOTOPbIM OHW NPUMEHSIOTCA, adeKkBaTHbIM 06Pa3oM yUuTLIBAKOTCA NPU TEKy-
LLen NpoBepke C TOYKU 3peHus 6e30nacHoCTy;

- UCMONb30BAHME U NIOOLIE NOTEHUMANbHbLIE NOCNEACTBUA MEHEIXXMEHTA pUcka BCNeaACTBUE Npu-
HATUS NpeablayLLMX BbIBOAOB ayaMTa YETKO M3NaratoTca B OTYETE O pesynbraTax ayauta.

8.2.5.4 BpemMeHHble acnekTbl

C yBenuyeHnem nepuoga BPEMEHU MexAy TeKylwed U npeablaylwmmu nposepkaMn A0CTOBEp-
HOCTbL/MONE3HOCTb Pe3ynbTaToB NPEeAbIAYLLUX MPOBEPOK YMEHLLUAETCA. ATO CBA3AHO B OCHOBHOM C TEM, UTO
UHAOPMALMOHHBIE aKTUBLI UMW Cpeaa, B KOTOPON (PYHKUMOHUPYIOT MHOPMALIMOHHbIE aKTUBbI, C GONbLLON
BEPOATHOCTLIO U3MEHSAIOTCA C TEYEHUEM BPEMEHU, BOIMOXHO, Aenas HeAENCTBUTENbHLIMU UCXOAHbLIE YC-
NI0BUA UM NPEANONOXKEHUS, HA KOTOPbLIX ObiNa OCHOBaHa NpeablayLlan npoBepka.

8.2.6 Pabouee 3agaHue

HesasucumocTs ayautopa, NMpoBOASLLEro NPOBEPKY Mep W CPpeACTB KOHTPONS U ynpaBneHusi uHGop-
MaLMOHHON 6e30NacHOCTbIO, MOXET ObITb KPUTUYECKUM (PaKTOPOM MpKU HEKOTOPbLIX BUAAX NPOBEPOK, OCO-
6eHHO ANns MHOPMALMOHHBIX aKTUBOB CO CPEAHWUM W BbICOKMM YPOBHSIMK pucka. CTeneHb He3aBUCUMOCTU
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ayautopa, Tpebyemasn npu npoBepke, A0IkHA ObITb NOCTOAHHOW. Hanpumep, HEyMECTHO MOBTOPHO MCMNONb-
30BaTb pe3ynbTarbl NPEeAbIAYLUMX CAMOOLIEHOK, B KOTOPbIX He TpeboBanacb He3aBUCUMOCTbL ayauTopa, nNpo-
BOZSILLErO NPOBEPKY MEP U CPeACTB KOHTPONA U ynpaBneHust uHopMaumuoHHoN 6e30nacHOCTLIO, NPU TeKy-
e npoBepke, Tpedyiowen 6onbLuen CTeneHn He3aBUCUMOCTH.

8.2.7 BHewHUe cuCTeMbl

MpeacTaBneHHbIe B NPUNOXEHUM A METOABI U MPOLIEAYPbl NPOBEPKU AOMKHbI ObiTb COOTBETCTBYIOLLUM
06pa3om CKOPPEKTUPOBAHbI AN BbLIMOJIHEHUS] NPOBEPKU BHELUHUX MH(OPMALUMOHHbLIX CUCTEM. OCKONbKY
opraHusauusi He Bcerga UMEeT BO3MOXHOCTb NPOBEAEHUA HEeMNoCPEeACTBEHHOr0 KOHTPONS Mep U CpeacTB
KOHTPONA M ynpaeBneHus 6e30nacHOCTbIO, UCMONb3YEMbIX BO BHELUHUX UHOPMALMOHHbLIX CUCTEMAX, UNu
[OCTaTOYHOrO BU3yanbHOro KOHTPONs pas3paboTku, peanu3auuy U NPOBEPKU 3TUX MEP U CPEACTB KOHTPONS
W ynpaBneHus, To MOXET noTpeboBaTbCA NPUMEHEHUE anbTePHATUBHLIX NOAX0A0B K NpoOBEpPKE. 3TO MOXET
NPMBOAUTL K HEODXOAMMOCTM ajantauuu npoueayp NpOBEPKU, ONMUCAHHLIX B NpunoxeHuu A. Mpu Heobxo-
JMMOCTHW COTMacoBaHHbIE MEPbI U CPEACTBA KOHTPONS U YNPaBNEHUs1 MH(POPMALIMOHHON CUCTEMBI AOKYMEH-
TUPYIOTCA B AOrOBOpax WMNM cornaweHusix o6 ypoBHe ycnyr. AyAuTOp, NMpPOBOASILUMI NPOBEPKY Mep U
CpeacTB KOHTPOMSA W ynpaeneHuss UHGPOPMAaLMOHHON Ge30MacHOCTbIO, JOIDKEH MPOBEPATL 3TU AOrOBOPbLI
WM COrnalleHns W B COOTBETCTBYIOLLMX Cryyasx nubo aganTuposaTk nMpoueaypbl ANA NPOBEPKU Mep U
CPEeACTB KOHTPONS W yNpasfieHus, NPeACTaBneHHbIX N0 3TUM CornalueHusM, nubo pesynbTarbl NPOBEPKU
MEp U CPeACTB KOHTPONA M yNpaBneHus npeaocTaBnsaTh Yyepes cornawiexus. Kpome 1oro, ayauropsl, npo-
BOAALLME MPOBEPKY MEP W CPEeACTB KOHTPONS U ynpaBneHus WHMOPMAaLMOHHON 6e30nacHOCTbIO, AO0SHKHbI
y4uTbIBaTh MHAPOPMALMIO, NONYYEHHYIO NpK MOBLIX NPOBEPKaX, NPOBEAEHHbIX NN HAXOAALMXCA B NpoLec-
Ce NPOBEAEHUS OpraHu3auusiMu, 9KCMNNyaTUPYOLUMU BHELWHUE WH(MOPMALMOHHbIE CUCTEMbI, KOTOpPbIE
UMEIOT OTHOLUEeHME K 3alyiiaembiM MHAOPMALMOHHLIM aKTUBAM Ha OCHOBAHWM MPOBOAMMON NPOBEPKM.
CooTBeTcTBYIOLLAA MHOPMALMA, NONYYEHHAs B pesynbTaTe 9TMX NPOBEPOK, ecnu oHa ByaeT covTeHa aoc-
TOBEPHOIA, AOMKHA ObITb BKMIOYEHA B OTYET.

8.2.8 MHpopmaLMOHHbIE aKTUBbI U OpraHn3auus

Mpoueaypbl NPOBEPKU MOTYT ObiTb MPUCMOCOGNEHLI AN PACCMOTPEHUA CUCTEMBbI MU KOHKPETHOM
nnaTgopMbl, UNKU 3aBUCMMOCTEN KOHKPETHOW opraHu3auuun. Takas cuTyauus 4acto BO3HUKAaeT B npoueay-
pax NpoBEpOK, CBA3AHHLIX C MEpPaMMU U CPEACTBAMU KOHTPONA U ynpasrneHns 6€30nacHOCTLIO U3 Ynucna Tex-
HWYECKNX MEpP W CPEeACTB KOHTPONA U ynpaBneHua MHGOPMALUMOHHON 6e30nacHOCTbIO (T. €. ynpasneHue
JOCTYMNOM, ayAuT 1 NOAOTYETHOCTb, MAEHTU(MKALMA N ayTeHTUdUKaLMS, 3amTa CUCTEM U CPEACTB CBA3H).
PesynbTaThl nOCNeAHEro TeCTMPOBAHMA MOTYT ObITb TaKKe NPUMEHUMbI ANS TEKYLLEN NPOBEPKU, ECMU €ro
MeToAbl 0DecneumBaioT BbICOKYIO CTENEHb MPO3pavyHOCTU (Hanpumep, YTO TECTUPOBANOCH, KOrAa U Kakum
o6pa3som). MpoTOKONbI TECTUPOBAHUA HA OCHOBE CTAaHAAPTOB MOTYT NPEACTaBNSATL NPUMEPDI, KAk OpraHu3a-
LK1 MOTyT cnocobCcTBOBaTb AOCTUXKEHMIO NOA0BHOIO YPOBHA NPO3PAYHOCTH.

8.2.9 PacwuupeHHas npoueaypa npoBepKu

OpraHusauum o6nagaiot 60MbLIOK FMOKOCTLIO NMPU BLINOSMIHEHUM TpeboBaHWii foBepUs K MepaM W
cpeacTBaM KOHTPONS U ynpaBneHus uHgopMaumoHHoi 6e3onacHoCTbio. HanpuMep, B OTHOLLEHUM Takoro
TpeboBaHusl, Kak AOBEepue CBOEBPEMEHHOMY PacCMOTPEHUI0 HeaocTaTkoB. OpraHu3auusi MOXET yoBne-
TBOpATb 3TOMY TpebGOBaHMIO NO NPUHLUMNY «B 3aBUCUMOCTU OT KOHKPETHOW Mepbl U CPEACTBA KOHTPOMA U
yrnpasneHusa», no npuHUMNY «B 3aBUCMMOCTM OT BUAA MEPbl U CPEACTBA KOHTPONA M YNpaBrieHus», no
NPUHLMIMY «B 3aBUCUMOCTU OT KOHKPETHON CUCTEMbI» UMM BO3MOXHO JaXe MO OPraHM3aLuOHHOMY YPOBHIO.
MpuHuMmas BO BHUMaAHUE 3Ty rMOKOCTb, paclUMpeHHas npoueaypa nNpoBepku U3 7.4.3 NpUMeHsieTcs no NpuH-
LuuMny «B 3aBUCUMOCTU OT KOHKPETHOW NPOBEpKu» OObIMHO B COOTBETCTBUU C TEM, KAK OPraHu3auusi pelaet
AocTuratb I0BEPUA K NpoBepseMbiM MHIOPMALMOHHBIM akTuBam. MeToa npuMeHeHuUs pacLLMPEHHON Npo-
ueaypbl NPOBEPKU JOIDKEH AOKYMEHTUPOBATLCA B nnaHe npoBepku. [lanee opraHusauus BbIGUpaeT cooT-
BETCTBYIOLLME LIENIM MPOBEPKN U3 PaCLUMPEHHON Mpoueaypbl NPOBEPKM HA OCHOBE YPOBHSA pucka ANA WH-
hopMaLMOHHBIX akTMBOB. MpUMeHeHWe pacLuMpeHHON NpoueaypLl NPOBEPKU NpeAHa3HavyaeTca aAnsg Aonon-
HeHUs Apyrux npoueayp NpoBepku, YToObl yBENMUMBATL OCHOBaHWE AN YBEPEHHOCTU B TOM, YTO Mepbl U
CpeAcTBa KOHTPONsSi U ynpasBneHusa peanu3oBaHbl NPaBUMNbHO, PYHKLMOHUPYIOT, Kak NpeaHa3Havyanocb, u
JaloT Xenaemblii pesynbTaT B OTHOLIEHUU BbIMOSIHEHUS NMPUMEHSEMbIX TpebOBaHWN UHGOPMALUOHHOM
6e3onacHoOCTHU.

8.2.10 OnTuMn3sauumna

Ayautopsl, NpoBoAALIME NPOBEPKY MEP M CPEACTB KOHTPONSA W ynpaBneHus uHpopMaumoHHon 6eso-
NacHOCTbIO, AOIDKHbI NMPOSABAATL ONPeAeNeHHyI0 cTeneHb NMOKOCTM B BONpoce (hOpMMPOBAHMS NNaHa npo-
BEPKW, OTBeYaloLLero noTpebHOCTAM opraHusaumu. 310 AaeT BO3MOXHOCTb NOSyYeHusi Heo6XoaUMbIX CBU-
AeTenbCTB Npu onpeaeneHun abdeKTMBHOCTU MEP M CPEeACTB KOHTPONS U ynpaBneHus 6e30nacHOCTLI0 Npu
OAHOBPEMEHHOM CHUXEHUM OBLLUX PaCcxO0A0B HA NPOBEPKY.

Kom6uHupoBaHue n o6beanHeHue npoueayp NpoBEpPKU SBNSETCA OAHON U3 cdpep, rae MoxeT BbiTb
npuMeHeHa rudxocTb. Bo Bpemsi NpoBepKkM METoAbl MPOBEPKM MHOFOKPATHO MPUMEHSIOTCA K Pasfu4YHbIM
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obbeKkTam NPOBEPKM B pamMKax KOHKPETHOW oOnactu NpUMEHEHUs Mep U CPeACTB KOHTPONA W ynpaBneHus
UHAOPMAaLMOHHON 6e30MacHOCTbIO.

YUT0o6bl COKOHOMUTbL BPEMS, YMEHLLUNTL PACXOAbI HA MPOBEPKY U MAKCUMAIbHO YBENUYUTL MOJNE3HOCTb
pe3ynbTaToB MPOBEPKU, ayAUTOPLI, NMPOBOAALLME NPOBEPKY MEPbI U CPeACTBA KOHTPONSA U YNpaBreHus WH-
hopmaLnoHHOW 6e30NacHOCTLIO, JOIMKHBEI PACCMOTPETb BbIOPaHHbIE NpoLeaypbl NPOBEPKM AnA obnacrei
NPUMEHEHUA MEPbI U CPEACTBA KOHTPONA U YNpaBfeHWsa U TaMm, rae 3TO BO3MOXHO U OCYLLECTBUMO, CKOM-
OuHMpoBaTb UNM 06LEAUHUTL MPOLEAYpPbl (MNW YacTu npoueayp).

Hanpumep, ayautopsbl, NpOBOASILLME NPOBEPKY MEP WM CPEACTB KOHTPONSA U ynpaBneHus UHgopmaLm-
OHHOI 6e30MacHOCTbIO, MOTYT 3aX0TETb 00bEAUHNUTL ONPOCHI KMHOYEBbIX AOMKHOCTHBIX NWL, OpraHusauum no
pasnuyHbIM Temam, UMEIOLWMM OTHOLUEHUE K MH(OpMauuoHHOW Be30nacHOCTU. AyaAWTOpbI, NPOBOASLLME
NPOBEPKY MEP M CPEACTB KOHTPONSA W ynpaBneHus MHAOPMAaLMOHHON 6e30MacHOCTbIO, MOTYT BOCMOMb30-
BaTbCA APYron BO3MOXHOCTbIO CYLLECTBEHHOr0 00beAMHEHUS MPoLeayp M SKOHOMUM PacxodoB MyTeM OA-
HOBPEMEHHOI0 U3y4YeHus BCeX MPUMEHSAEMbIX NOMUTUK U Npoueayp, kacarowwmxea obecneveHns 6e3onacHo-
CTH, Unu PopMUPOBaHUS TPYNM B3AUMOCBA3AHHbIX NMOMUMTUK U NpoLeayp, KOTOPbIE MOXHO U3yvaTb Kak eau-
HbI anemeHT. [onyyeHne u ndyvyeHue napameTpoB KOHUrypaumm CXOA4HbIX annaparHbiX U NporpaMMHbIX
KOMMOHEHTOB B COOTBETCTBYIOLLMX MHPOPMALIMOHHbIX CUCTEMAX ABNAETCS eLle OAHUM NPUMEPOM TOro, YTO
MOXHO 06€eCcneynTb CyLLUECTBEHHY 3(WMEKTUBHOCTb NPOBEPKN.

HdononHutenbHoW chepon, 3acny>kKMBaloLEen BHUMAHWUA Npyu ONTMMU3auMm npouecca npoBepku, SBns-
€TCs MOCNeA0BaTeNbHOCTb, B KOTOPOW OCYLLECTBRAETCA NpOBEpKa Mep U CPeACTB KOHTPONSA U ynpasreHus.
MpoBepka HEKOTOPLIX MEP U CPEACTB KOHTPOMA U YNPaBNEHUSA paHblUe APYrUX MOXET NpefoCTaBuTb WH-
dopmauuio, obreryaroLyo NOHUMaHue U NPOBEPKY APYrux Mep U CPEeACTB KOHTPONS W ynpasnenus. Ha-
npumep, cdepsbl NPUMEHEHNA MEP U CPEACTB KOHTPONSA W YNpaBneHuss MOryT co3gaBaTb OOLUME OnUcaHus
MHAOPMAaLMOHHBIX aKTUBOB. [poBEpPKa 9TUX MEP U CPEACTB KOHTPONA M ynpasneHus 0e30MacHOCTbIO B Ha-
yane npouecca npoBepku Moxet obecneunTb 6a30BOE MOHUMAHUE MH(OPMALMOHHLIX aKTUBOB, KOTOPOE
MOXET NOMOYb NPU MPOBEPKE APYrMX MEP U CPEACTB KOHTPOINS U ynpaeneHus 6e30nacHoOCTbI0. [JononHu-
TemnbHbIE PEKOMeHAAauMM N0 MHOTUM MepaMm U CPeAcTBaM KOHTPOMSA U YNPaBnEeHUs TaKke OnpeaensioT
B3aUMOCBSI3aHHbIE Mepbl U CpeACcTBa KOHTPONS M yNpaBrieHWUsi, KOTOpble MOTYT NpeAoCTaBUTb MOME3HYI0
uHdOpMaLUIo ANA opraHusauuy npoueayp nposepku. Opyrummu cnoBaMmu, NoCrneaoBaTenbHOCTb OCYLLECTB-
NEeHUs1 MPOBEPKU MOXET CMOCOOCTBOBATL MHOTOKPATHOMY MCMOMb30BaHUIO MHAOPMAaLUM MPOBEPKN OOHON
Mepbl U CPEACTBA KOHTPONA U YNpasfeHus npu NpoBepKe ApYrux B3aMMOCBA3AHHbLIX MEP U CPEACTB KOH-
TPOns U ynpaBneHus.

8.2.11 UTtoroBoe opopmreHune

Mocne BbIbOpa npoueayp NpPoBepku (BKMOYas paspaboTky HEOOXOAUMBIX NPOLEAYP, HE BKIMIOYEHHbLIX
B JaHHbIN AOKYMEHT), ajgantauum npoueayp K KOHKPETHbIM MHAOPMALMOHHBIM aKTUBaAM U K XapakTepHbIM
YCNOBUSIM OpraHu3auum, ontumusauum npoueayp ans obecneyeHus adhPekTMBHOCTM, NPUMEHEHUS B HEOO-
XOAWUMBIX Crlydasx pacLUMPeHHON npoueaypbl NPOBEPKA U PaCCMOTPEHUS BO3MOXHOCTU BUSAHUSA HEOXM-
JaHHbIX cOObITUM Ha MPOBEPKy, MraHy NPOBEpKU NpuAAEeTCa OKOH4YaTenbHas dopMa M yCTaHaBMAMBAOTCA
CPOKM BbINOJTHEHUS C BKITIOYEHUEM OCHOBHbIX KOHTPOJIbHBIX TOUEK MPOLIECcCca NPOBEPKM.

Mocne TOro kak nnaH NpoBepPKM CHOPMUPOBAH, OH PacCMaTpUBAETCA U YTBEPKAAETCA COOTBETCT-
BYIOLLMMW JOIHKHOCTHBIMU NMLUAMK OpraHu3aumm ana obecneyeHuss yBepeHHOCTH B MOMHOTE MriaHa, corna-
coBaHuM ¢ Uensmu 6e30MacHOCTM OpraHu3aumMm U NPOBEPKE PUCKA OPraHM3auumn, a TakKe SKOHOMUYECKOW
3P(PEKTUBHOCTU B OTHOLLEHUM BblAEMNEHHBIX ANS NPOBEPKM pecypcoB. Ecnu B TeYeHne npoBepku BO3MOXKHO
npepbiBaHue 00bIMHOTO PYHKLUMOHUPOBAHUS OpraHmM3aumun (Hanpumep, B pe3ynbTate OTBMEYEeHUs KIiOYeBo-
ro nepcoHana UM BO3MOXHbIX (BPEMEHHbIX) COOEB CUCTEM U3-38 TECTUPOBAHWUA HA MPOHUKHOBEHWE), B
nnaHe NPoBEPKN AOIMKEH NOAYEPKMBATLCA MacLITab Takoro NPEPbIBAHUA U €70 BPEMEHHLIE PAMKHU.

8.3 NpoBeaeHue npoBepokK

Mocne yTBepXAeHUA opraHu3aumen nnaHa NpPoBepKku ayautop, NpoBOASLLMI NPOBEPKY Mep U CPeacTs
KOHTPONA U ynpasneHus MHopMaLMOHHON 6e30MacHOCTbLIO, paboTaeT No HEMY B COOTBETCTBUM C COrnaco-
BaHHbIMU KOHTPOSIbHBIMU TOYKAMW U CPOKaMMU.

Llenn npoBepkn JOCTUrawTCA NyTeM MPUMEHEHUS Ha3Ha4YeHHbIX METOAOB MPOBEPKM K BblIOpaHHbLIM
o6bekTam npoBepku u cbopa/cosgaHust ntHopmauum, HE06X0AMMON ANA NPUHATUS PELUEHWI, CBA3AHHbIX C
KaxkaoW uenbio nposepku. Kaxgasa popMynupoBKa peLleHUst OTHOCUTENbHO NpoLeaypbl NPOBEPKU, KOTOPYIO
BbIMONMHWUN ayauTOop, NPOBOASLLMIA MPOBEPKY Mep U CPEACTB KOHTPONS U ynpaBneHUs MHMOPMALMOHHON
6e30nacHOCTLI0, NpeacTaBnseT cobow 0ANH U3 CNeayLIMX BbIBOAOB:

- BbINonHseTca (B);

- 4YaCTU4HO BbinonHaeTca (Y);

- He BbinonHsieTca (H).

BblBOA «BbINOMHAETCA» O3HAYAET, YUTO ANA YacTU Mepbl U CPEeACTBA KOHTPONS U ynpaBneHus!, K KOTo-
poW OTHOCMTCA DOPMYSIMPOBKA PELLEHUs, NonydeHHaa uHopmauyus npoBepkn (T. e. cobpaHHble cBUae-
TENbCTBA) YKa3bIBAET HA TO, UTO LENb NPOBEPKM AN MEePbl U CPEACTBA KOHTPONSA U YNPAaBNEHUs BbINOMNHEHA
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C BMONIHE MpPUEMMEMbIM Pe3ynbTaTtoM. BbiBOA «4aCTUYHO BLIMOMHAETCA» O3HAYAET, YTO YacTb MEpbl U
CcpefcTBa KOHTPONS U yNpaBneHWsa He HanpaBneHa Ha CBOIO Lefb UK YTO BO BPEMS MPOBEPKM peanunsauus
Mepbl U CPeacTBa KOHTPOMA M ynpasneHus BCe elle npoaoskaeTcsa, 060CHOBaHHO obecnevnBas YBEpeH-
HOCTb B TOM, YTO MEpa M CPeACTBO KOHTPONSA U YNpaBreHust JOCTUTHET pesyrnbTaTta «BbinonHaetca» (B).
BblBOA «HE BbIMOMHAETCA» 03HAYAET, YTO AN YacTU Mepbl U CPEACTBA KOHTPOMA U yNpaBneHus, K KOTOPOK
OTHOCUTCA (POpPMYNUpPOBKA PeELUeHUsi, NONyYeHHas MHOPMaLMA NPOBEPKM YKa3blBAET HA NOTEHUMANbHYIO
aHOManuio PYHKUMOHUPOBAHUS UMK peanusauun Mepbl U CPeACTBa KOHTPONS U ynpaBreHus, KoTopasi BO3-
MOXHO AOMKHA ObITb PACCMOTPEHA OpraHusauuein. BeiBog «HE BbIMOMHAETCA» TaKKe MOXET 03HA4aTb, YTO
no AeTanbHO MU3MOXEHHbIM B OTYETE O pesynbTaTax NPOBEPKM NPUUYMHAM ayauTop, MPOBOASALLUIA NPOBEPKY
Mep U CPEeACTB KOHTPONS W ynpaBreHus MHPOPMaLUOHHON 6e30NacHOCTLIO, Bbifl He B COCTOSAHUU NOMYYUTb
[0CTaTO4MHO MHApOpMaLMK, YTOOBI NPUHATL KOHKPETHOE peLueHne, Tpebyemoe B (hOpMYNUPOBKE pELLEHUS.

BbiBOALI ayauTopa, NpoBOASALLErO NMPOBEPKY MEP M CPEACTB KOHTPOMNSA U ynpaBrneHuss UHOpMaLuoH-
HOIt 6€30NacHOCTLIO (T. €. BbIHECEHHbIE PELUEHUsT), AOMKHbI ObiTb BeCcnpUCTPacTHbIMK, cogepxaTb dakTu-
YECKYI MHpopMaLMIO O TOM, YTO ObiN0 OGHAPYKEHO B OTHOLUEHUU NPOBEPSIEMON MEPLI U CPeACTBa KOHTPO-
ns W ynpasneHus. Ons Kaxaoro BbiBOAA «HE BbIMOMHAETCA» ayAuTopbl, MPOBOASLLME MPOBEPKY Mep U
CPEeACTB KOHTPONA U ynpasneHus MHdopMaLyoHHO 6e30NacHOCTLIO, AOIKHbI YKa3aTb, Kakue 4actu Mepbl
W CpeacTBa KOHTPOSS U yNpaBneHus 3aTPOHyThI (T. €. Te aCnekTbl Mepbl U CPeACcTBa KOHTPOMA W ynpasne-
HUSI, KOTOPbIE€ ObINM COYTEHbI HECOOTBETCTBYIOLUMMU UMK KOTOPbIE HE ObINI0 BO3MOXHOCTU NPOBEPUTH), U
OOJDKHbI ONUcaTb, HACKONBbKO Mepa 1 CPEACTBO KOHTPOSSA U YNPaBneHusa OTAMYaeTcs OT NNaHMpyemoro unu
0XXMZaemMoro COCTOAAHMA. AyauTop, NpoBOAALLMI NMPOBEPKY MEP M CPEeACTB KOHTPONS W ynpaBneHus nHdop-
MaLMOHHON 6e30nacHOCTbIO, AOIMKEH TaKXke OTMETUTb BO3MOXHOCTb KOMMPOMETAaLuM KOH(MAEHLMANbHO-
CTW, LENOCTHOCTU U AOCTYMHOCTU, COOTBETCTBYIOLLYIO BLIBOAAM «HE BbinonHaeTca». Ecnu nposepka noka-
3bIBAET CYLUECTBEHHbIE HECOOTBETCTBUSA (T. €. 4enaloTCA BbIBOAbl «HE BbIMOMHAETCHAY, KOTOPbIE YKa3biBalOT
Ha CYyLLEeCTBEHHOE OTKMOHeHWEe OT 3annaHMpPOBAHHOrO COCTOSHUSA), ayaAUTOp, NPOBOASILLMIA NPOBEPKY Mep U
CPEACTB KOHTPONA W ynpaBneHus MHGOPMaLMOHHON 6e30nNacHOCTbIO, AOIDKEH HEMEeANIeHHO WHMOPMUPO-
BaTb NUL0, OTBEYAIOLLEE 3a 3TY Mepy W CPEACTBO KOHTPONIA W YNpaBneHusi, U pyKOBOACTBO, 4YTOObI Hesa-
MEeANMTENbHO MOrNU GbITb MHULIMMPOBAHbLI NPOLIEAYPbI ANA YMEHbLUEHUS NOCNEACTBUN.

8.4 AHanus pe3ynbLTaToOB U OTHET O pe3yrnbTatax

[naH npoBepkn NpeaocTaBAAeT Lenu NpoBepkn U AeTanbHbIN rpaduk AeNCTBUN NO NPOBEAEHUIO Ta-
Kol npoeepku. KOHEYHBIM pesynLTaToOM MPOBEPKM ABNAETCA OTYET O pesynbTaTax NPOBEPKU, B KOTOPOM OT-
pakaeTcsi ypoBeHb MHOPMALMOHHOW 6e30NacHOCTM HAa OCHOBE peanu3oBaHHbIX MEP U CPEACTB KOHTpOns
1 ynpaBneHuss uHopMaLnoHHOK 6e30nacHOCTbLI0. OTUeT BKNoYaeT MHOopMAaLMIO, NOCTYNAIOLLYIO0 OT ayu-
TOpa, NPOBOAALLErO NPOBEPKY MEP U CPEACTB KOHTPONS U ynpaBneHuss MHAOPMAaLMOHHOW 6e30NacHOCTbIO
(B dhopme BbIBOAOB NPOBEPKU), HEOOX0AMMYIO Ana onpeaeneHnss adPEeKTUBHOCTU UCMOMb3yEeMbIX Mep U
CPEACTB KOHTPOIS M ynpaBneHus n obuien a@deKkTMBHOCTU AEATENbHOCTM OpraHu3aLun B peanu3auum Bbl-
OpaHHbIX U COOTBETCTBYIOLLMX MEP U CPEACTB KOHTPONSA U ynpaBneHusl, Ha OCHOBE BbIBOAOB ayauTopa. OT-
YyeT ABNAETCA BaXHbIM (PAKTOPOM Npu onpeaeneHun puckoB MHpopmauuoHHon 6esonacHoCTU AnAa onepa-
UuK (T. . ueneson 3agaum, PyHKLUIN), aKTUBOB OpraHu3aumu, Kaapos, APYrmx opraHu3aumin U T. a.

PesynbTaThl NPOBEPKMU AOIDKHBI ObITb AOKYMEHTanbHO 0(POpMIIEHbI C NPeAHa3HaYeHHbIM ANsi NpOoBep-
KU YPOBHEM JI€TanbHOCTU B COOTBETCTBUM C POPMATOM OTHETHOCTU, NPEeANUCLIBAEMbIM MOJNIUTUKON OpPraHu-
3auuu. dopmaT OTYETHOCTU AOIDKEH Takke COOTBETCTBOBaTb BUAY NMPOBOAMMON NMPOBEPKU MEp U CPeAcTB
KOHTpORS U ynpasneHus (HanpuMep, camooueHKa, NPoBoAMMasn Brnagensuamm MHOPMaLMOHHOW CUCTEMBI,
He3aBUCUMAs MpOBepKa M NOATBEPXAEeHWe AOCTOBEPHOCTU, HE3ABUCUMbLIE NPOBEPKU MEp U CPEACTB KOH-
Tpons U ynpaBneHus, NpOBOAMMbIE ayaUTOpaMu, U T. A.).

Bnapeney mHpOpMaUMOHHON CUCTEMBI nonaraercsa Ha ksanudukaumio B cepe UHDOPMALUOHHOM
6e30MacHOCTM U TEXHUYECKUE pELLeHUs ayauTopa, NMpOBOASLLEro NPOBEpPKY MEP U CPeACTB KOHTPONS M
ynpaeneHusa uHOpMaLUUoHHOW 6e30nacHOCTLIO, B BOMPOCAaxX MPOBEAEHUS MPOBEPKM MEP U CPEACTB KOH-
Tpons U ynpaeneHus 6e30nacHOCTbIO, a Takke NPeAOCTaBNSIOLIEro KOHKPETHLIE PEKOMEHAALIMM NO UCnpaB-
neHuio cnabbix MECT UM HEOCTAaTKOB MEP U CPEACTB KOHTPOJIS U YNPABIIEHUS U CHUXKEHMIO UNWU YCTPaHe-
HUIO BbISIBIIEHHbIX YSI3BUMOCTEMN.

Nudopmayua no nposepke, hopmupyemas ayautropom, NpOBOASILLMM NPOBEPKY MEP M CPEeACTB KOH-
TpOnsi U ynpaBneHus HOPMAaLMOHHON BE30NaCHOCTLIO (T. €. BbIBOAbI «BbINOMHAETCA» UMW «HE BbINONHS-
eTcs», naeHTudukayusa Tex yactenm Mep U CpeacTB KOHTPOMs U ynpaBneHusi 6€30nacHOCTbIO, KOTOPbIE He
JaloT YAOBNETBOPUTENLHOTO pe3ynbrara, U ONUCaHNE NPOUCTEKAIOLLEeN OTCI0AAa BO3MOXXHOCTU KOMNpOMETa-
uun MHAOPMALIMOHHBIX aKTUBOB), NPEAOCTABAAETCA pykoBoAUTENsAM B ()OpMe NepBOHAYaNnbHOro OTveTa
(npoexta) 0 npoBepke Ge3onacHocTu. Bnagenblbl akTMBOB MOTYT peLUMTb AENCTBOBaTb B COOTBETCTBUU C
BbIOpPAHHBLIMK PEKOMEHAALMSAMU ayanTopa, NPOBOAALLEr0 MPOBEPKY MEp U CPeACTB KOHTPONS U yNpaBneHus
MHAOPMALMOHHON 6e30MacHOCTLIO, 0 NPUAAHUA OTYETY OKOHYATENbHOW (POpPMbI, €CNKU CYLLECTBYIOT KOH-
KPeTHble BO3MOXHOCTU UCNpaBneHus cnabbix MECT UMn HeJOCTaTKOB MEP U CPEACTB KOHTPONA U ynpasne-
HUSI UK UCTIPABIIEHUSA/MPOSICHEHUS HEMPABUALHOTO MOHUMAHUSI UMW TOJIKOBAHUA Pe3ynbTaToB NPOBEPKU.
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Ayautop, NpoBOASALLMIA NPOBEPKY MEP U CPEACTB KOHTPONA U ynpaBneHusi MHopMaumMoHHOW Ge3onacHo-
CTblO, AOMKEH CHOBA MPOBEPUTE MOAUMDULMPOBAHHLIE, YIyYLUEHHbIE MNKU A00aBNEHHbIE BO BPEMs 3TOro
npouecca mepbl U CpeacTBa KOHTPONA U ynpasneHus, npexae yem hopMupoBaTh OKOHYATESbHLIA OTYET.
Mepepava OKOHYATENLHOIO OTYETA PYKOBOACTBY O3HayaeT odumuuanbHOE 3aBepLUeHUEe MPOBEPKU Mep U
CPEACTB KOHTPONSA W yNpaBneHusa MHPOpMaLMOHHOW BE30NacHOCTbLIO.

[MocKonbKy pesynbTaTthl NPOBEPKU B KOHEYHOM CYETE BIIMAIOT HA COAEpXKaHue Mep U CpeAcCTB KOHTPO-
na W ynpasneHus MHGpOPMaLUMOHHOW 6e30NacHOCTLIO, a TaKKe Ha MNaH AEWCTBUW U KOHTPOJIbHLIE TOUKM,
Bnageney MHOPMaLMOHHBIX aKTUBOB pacCMaTpuMBaEeT BbIBOAbI ayauMTOpa, NPOBOASALLEr0 NPOBEPKY Mep U
CPEeACTB KOHTPONA U ynpasneHus UHGOPMaUUOHHON B6e30MacHOCTbIO, U NpU COAEUCTBUMM PYKOBOACTBA Op-
raHusauum onpegensier COOTBETCTBYIOLME LUArK, KOTOPbIE HEOOXOAUMBI AN YCTpaHEeHUs cnabbix MECT K
HeaoCTaTKOB, MAEHTU(ULUMPOBAHHLIX BO BpeMA npoBepku. PopMa OTYETHOCTM MO BbIBOAAM MPOBEPKU, B
KOTOPOW UCMOMb30BaHbI BbIBOAbI «BbLIMOSHAETCA» U «HE BbINOJSIHAETCA», AeNnaeT HarnsAHbIMN A5 PYKOBO-
[CTBa OpraHu3aumMm KOHKpeTHble cnabble mecTa u HegocTaTkm obecneveHuss UHpopMaLUOHHON Ge30nacHo-
CTW U cnocobCcTBYET YNOPSAA0YEHHOMY U CTPYKTYPUPOBAHHOMY MOAXOAY K YMEHBLUEHMIO PUCKOB B COOTBET-
CTBUM C NMPOLIECCOM MEHEIKMEHTa pucka uHdopMaumonHon 6esonacHocTu. Hanpumep, Bnagenew nHgop-
MaLWOHHbIX aKTUBOB MOCMEe KOHCYNbTaLUuMn C PyKOBOACTBOM OpPraHM3aLun MOXET NPUHATL PeLleHUe O TOM,
YTO HEKOTOpPbIE BbIBOAbI MPOBEPKN, OTMEYEHHbIE KaK «HE BbIMOJSIHAETCA», HOCAT HECYLLECTBEHHbIN Xapakrep
U He npeacTaBnAlT 0coboro pucka ansA opraHusauyuu. Mnu, Hao6opoT, Bnageney MHPOPMALUOHHBIX aKTUu-
BOB W PYKOBOAWUTENN MOTYT PeLUnTb, YTO OnpedeneHHble BbiBOAbI, OTMEYEHHbIE KaK «HEe BbINOSHAETCAY, AB-
NATCA CYLUECTBEHHLIMU W TPEOYIOT NPUHATUA HE3aMeANUTENbHBIX KOPPEKTMPYloWwmx Mep. Bo Bcex cnyva-
SIX PYKOBOACTBO OpraHu3auum NPOBEPSAET KaXablii BbIBOA «HE BbINOMHAETCA» ayaAuTopa, NPOBOASALLEro nNpo-
BEPKY MEp U CPEeACTB KOHTPONS U ynpaBneHuss MHOPMaLMOHHON 6e30NacHOCTbIO, U COCTaBNAET COOCTBEH-
HOE MHEHME OTHOCUTENbHO CEepbE3HOCTM BbIBOAA (T. €. MOTEHUMUANbHOro HEGNaronpPUATHOrO BAUAHMA Ha
onepauuu U akTUBbl OpraHu3auumn, Kaapbl, Apyrue opraHusdauum u T. 4.), U ABNAETCA NU BbIBOA A0CTaTOYHO
cepbesHbIM, YTOObI 3acnyXuBaTh JaNlbHENLUEro MCCNEeA0BaHUA UMM KOPPEKTUpYIoWMX mep. MoxeT notpe-
6oBaTbCA NPUBMEYEHUE BLICLLETO PYKOBOACTBA K MPOLECCY CMAMMEHUA NocneacTsuin, 4tobbl obecneuntb
3hheKTMBHOE pacnpeaeneHne pecypcoB OpraHu3auum B COOTBETCTBMM C NPUOPUTETaMU OpraHu3auum,
NpefocTasnsas B NEPBYIO OMEPEAb PECYPChl MHPOPMALIMOHHBIM aKTMBaM, KOTOpble noaaepXuBaloT Hanbo-
nee KpuTu4yeckue npoueccbl BuaHeca opraHu3auuu, Unu UCNPAaBnAs HEAOCTATKU, KOTOPblE NPEeACTaBNsAIOT
HanBonbLUYIO CTeNeHb pucka. B KOHEYHOM CYeTe BbIBOAbLI NPOBEPKU M Niobble nocneaylowme AeNCTBUS Mo
CMANYEHUI0 NOCNEeACTBUIA, UHULUMNPOBAHHbIE BnajernbueM UH(POPMAaLUOHHbIX aKTUBOB B COTPYAHUYECTBE C
Ha3Ha4YeHHbIM [AOSMKHOCTHbLIM NULIOM OpraHu3auuun, NPUBOAAT B AencTBue moaudukauuu npouecca me-
He>KMEHTa pucka MHGOPMaLUMOHHON 6e30NacHOCTH, a TAaKKe MEp U CPEACTB KOHTPONS W YNpaBEeHUs UH-
dopmaunoHHon 6e3onacHoOCTbiO. COOTBETCTBEHHO 6a30Bble AOKYMEHTbI, UCMOMb3yEMble PYKOBOAUTENAMM
Ana onpeaeneHus CoCTOSHUSA MHAOPMAaLMOHHON 6e30NacHOCTU MH(POPMALIMOHHLIX aKTUBOB, OOHOBNAOTCA,
4yTOObI OTPA3UTL Pe3ynbTaTbl NPOBEPKU.

B 3apaHee onpeaeneHHble KOHTPOSIbHbLIE TOYKM MM (DUKCUPOBAHHLIE NEPUOALI BPEMEHU NOCHe Npo-
BEPKMW, Hanpumep, Yepes Tpu Mecaua nocne npeacTaBneHust OKOHYaTeNbHOro oTyeTa, 006bIMHO NPOBOAUTCA
npoBepKa KOHTPOSSI UCTIONHEHUS, COCPEAOTa4uMBaOLLAACA HA HEPELLEHHbIX UMK «OTKPLITLIXy Npobnemax.
OHa BKkmMoyaeT NPoBEPKY NPaBUIbHOCTU peanu3oBaHHbIX PELUeHU Nno npeabiaylimM Boisogam. OpraHusa-
LUK MOTYT Takke peLunTb NPoBOAUTL MEPONPUATUA MO KOHTPOSIIO MCNOMIHEHUSI BO BpPEMs cneayiowen npo-
BEPKW, 0COBEHHO Arsi TEX BOMPOCOB, KOTOPbIE HE ABMSAOTCA KPUTUUHBLIMU UM HEOTIOXKHBIMU.
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Mpunoxenune A
(cnpaBo4HOe)

MpakTnyeckoe PYKOBOACTBO NO NpPOoBepKe TEXHUYECKOro CoOoTBeTCTBUA

B 4aHHOM NpUNOXeHUKU NpeacTaBrneHa COBOKYMHOCTb MPAKTUYECKMX PYKOBOACTB MO NPOBEPKE TEXHU-
YECKOro COOTBETCTBUA C UCMNOJSIb30BAHUEM TEXHMYECKUX MEP U CPEeACTB KOHTPONS WM ynpaBneHus, onucaH-
HbiXx B MCO/M3K 27002. Kaxxgas mepa 1 CpeacTBO KOHTPONSA U yNpaBneHUsl B AAHHOM NPUNOXEHUU onuca-
Ha COrnacHoO HUXeyKa3aHHoW CTPYKType, (POpMynMpoBKaM U pykOBOACTBAM.

«TexHu4yeckass Mepa U CpefacCTBO KOHTPONS W ynpaeneHusi» (C «4OMNONHUTESNbHOW TEXHUYECKOW WH-
dopmaumen»)

1 CtaHpapT peanu3auum 6esonacHocTn (C « TeXHUYECKMM MPUMEYaAHMEM K CTaHAapTy peanu3auum
6Ge3onacHoOCTH»)

1.1 MNpakTuyeckoe pykoBoACTBO, [peanonaraemble cBugeTenscrea, Metog

1.2 MNpakTuyeckoe pykoBoACTBO, lNMpeanonaraemele ceuaeTenscrea, Metog

2 CtaHgapt peanusaumm 6e30nacHoCTU (C «TeXHMYECKMM NPUMEYaHUeM K CTaHAapTy peanusauuu
6e30nacHOCTUNY)

2.1 MNpakTnuyeckoe pykoBOACTBO, MNMpeanonaraemsle ceuaeTenncrea, Metog

2.2 MNpakTnyeckoe pykoBOACTBO, MNMpeanonaraemsle cBuaeTenLCcTBa, Metog

2.3 [lna kaxxgon TEXHUYECKOW Mepbl U CpecTBa KOHTPOMSA U YNpaBneHus CyLLeCTBYEeT AONONHUTENb-
Has TexHuyeckan uHdopmauus, noMoraroLan ayauropam, NpoBoASALLMM NMPOBEPKY MEP U CPeACTB KOHTPONA
U ynpaeneHuss MHAOOPMAaUUOHHON Oe30nacHOCTbio. OHA B OCHOBHOM COCTOMT U3 MHdOpPMauMu O cepuu
«CTaHAapToB peanu3aumu 6e30nacHOCTU», KOTOPbIE AOJDKHbI PEryrnsipHO NPOBEPATLCA OpraHu3auuen ana
NOATBEPXKAEHUSA, PEanu3oBaHbl N U IKCNIyaTUPYIOTCA NM COOTBETCTBYIOLLUM 00pa3OM npUMEHsieMble
CTaHAapTbl UMK HET.

B kaxgom «cTaHgapTte peanu3aummu 0e30nacHOCTU» €CTb «TEXHUYECKOE MpUMEYaHue K CTaHaapTy
peanu3auun 6e30nacHOCTU», NPEeAOCTaBMsIOWEE AOMNONMHUTENBHYIO TEXHUYECKYIO UHGOPMAaLUMIO Ans Npo-
Lecca nposepku. B Hem Takke npeacraBneHbl: «lMpakTuueckoe pykoBoAcTBO», «[lpeanonaraemblie cBuae-
TenbcTBay n «Metoay.

«[MpakTnyeckoe pPyKOBOACTBO» MPEAOCTaBAAET NPUMEHSEMYIO Npoueaypy NPOBEPKU COOTBETCTBUSA
Ans «crtaHgapra peanusauumn 6esonacHoctu». B «lMpeanonaraemMbix cBugeTennCcTBax» NPUBOASTCS HEKO-
TOpble NpUMEpPbl cUCTEM, Painos, AOKYMEHTOB UMW APYFUX 3IEMEHTOB, KOTOPbIE€ MOTYT ObiTb NPUHSITHI B
KauecTBe «CBMAETENbLCTB» B Npoueaype NpoBepku COOTBETCTBUA. CneayeT o6paTtuTb BHUMAHME HA TO, YTO
Ha3BaHUsi CBMAETENbLCTB MOTYT pasnuMyaTbCs B pasHbIX opraHusaunsax. OfgHaKo UCMOMNb30BAHHbLIE B AAHHOM
MPUMOXKEHUN HA3BaHUA MOTYT CYMTATLCA 06LLenpu3HaHHbIMU B cdhepe NpoBepKU TEXHUUECKOTO COOTBETCT-
BuA. «MeTtoa» npeacTaBnsAeT COOTBETCTBYIOLUMIA NOAXOA K TEXHUYECKON NpoBEpKe COOTBETCTBUA COrMacHo
npuBeAeHHOMY BblLe «[TpakTM4ecKoMy PyKOBOACTBY».

B naHHOM NpunoXeHnu He NpeacTaBreHbl MCHEPNbIBAIOLLME MPAKTMYECKUE PYKOBOACTBA NO NPOBEpPKE
TEXHUYeCKOro COOTBETCTBUSA, KOTOPbIE MOTYT 3HAYMTENMbHO NOMOYb OpraHM3auMsaM B NPOBEAEHUU NPOBEPKHU,
BBEAEHbI MU COOTBETCTBYIOLLMM 00pa3oM CTaHgapTbl peanusaummn 6€30nacHOCTU U AEWCTBYIOT MU OHMW.
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A.1 TexHuyeckas npoBepkKa Mep U CPeACTB KOHTPOSIA U YyNPaBJIeHUsl, NPUMEHSIEMbIX NPOTUB

Bpe4OHOCHOI NPOrpamMmbl

Mepa u cpeg-
CTBO KOHTpOIs
1 ynpasneHus

MUCO/M3K 27002 10.4.1 Mepbl u cpeacTBa KOHTPOSISA U ynpaBrieHUs NPOTUB Bpe-
L[OHOCHOW NPOrpamMmbl

Heo6x0aAMMO BHEAPUTL MEPBI U CPEACTBA KOHTPONS W YNpaBreHus, CBSI3aHHbIe ¢ 00-
HapyXeHueMm, npeaoTBpaLleHUeM U BOCCTAHOBMEHUEM, C LIENbIO 3alUMThl OT Bpeao-
HOCHOW NMpPOrpaMmel, a Takke npoueaypbl, 06ecneynBaioLLme CoOOTBETCTBYIOLLYIO OCBe-
JOMIEHHOCTb MONb30BaTENEN.

HononHutens-
Has TexHuye-
ckasi uHdgop-
Mauusi

BpepoHocHas nporpamma (BpeAoHOCHOE NporpamMmMHOe CpeAiCTBO) — 3TO 06w Tep-
MWH, UCNOMb3yeMblii Ans 0003HAYEHUS KOA A, MPOrPaMMHOI0 CPeACTBa, NPOrpaMMbl,
CLieHapusi, npeqHa3HauYeHHbIX A5 HAHECEeHUs yulepba KOMMbIOTEPHOW CUCTEME NyTEM
XULLEHUS! UHCPOPMALIMKM, MOLLEHHUYECTBA, LUNUOHAXA, caboTaXka u BaHAanu3ma.

Mpu BHECEHMU BPEAOHOCHOrO NPOrPaMMHOr0 CPEACTBA B KOMMBIOTEPHYIO CUCTEMY MO-
XKeT ObITb NPUYMUHEH yLIEPO cUCTEME UM MOXET ObITb NoxuULEeHa UHopMaLUma U3 CUC-
TeMbl. Takke BO3MOXHO, YTO OHO NMPUUUHUT yLLepO ApYruM cuctemam.

BpeaoHocHoe nporpaMmMHOE CpeiCTBO BKIIOYAET BUPYChI, YEPBEN, TPOSTHCKUX KOHEW,
00ThbI, LLINMOHCKOE NMPOrpaMMHOE CPEACTBO, MPOrpaMMbl, 3anyckalolmue peknamy, u
Apyrue HexenarenbHble NporpaMMHbIe CpeACcTBa.

B ycnoBusix coeauHeHus ceTu opraHusauum ¢ MHTepHeToM ayauMTopsbl, NpoBoaswme
npoBepKy Mep U CPefiCTB KOHTPOSSA M yrnpaBrneHus UHpopMaLMOHHON 6e30NacHOCTLIO,
OOIDKHBbI NPOBEPUTD, YTO (PYHKLMM OGHapYXeHuA/NpeaynpexaeHns BpeaoHOCHOTO nNpo-
rpaMMHOrO CpeACTBa KOMIMMEKCHO U 3(pheKTMBHO pa3meLLeHbl Ha rpaHuue ¢ UHTepHe-
TOM U 3TU (PYHKLMK AENCTBYIOT COOTBETCTBYIOLLIMM 06pasom.

Uto6bl NPOBEPUTL, AEUCTBYIOT NN (PYHKLUM OOHaPYXeHUA/NnpeaynpexaeHnst CoOoTBeT-
CTBEHHO, ayAUTOPbI, NPOBOASLLME NPOBEPKY MEP U CPEACTB KOHTPONSA U ynpaBneHus
MH(OPMALMOHHOM 6E30NacHOCTbIO, AOIDKHbI MOJYYNTb NOATBEPKAEHUE, OGHOBNAIOTCA
nu hannbl-WabnoHbl UM CUTHATYPbI, UCMONb3yeMbIe AN 0OHaPYXeHUSA BPEAOHOCHOTO
nNporpaMMHOro CpeacTBa.

HekoTopsle cuctembl 0OHapyeHus/npeaynpexaeHus paspadarsiaiorca aAns o6Hapy-
XXEHUS1 BPEAOHOCHOro NPOrpaMMHOro cpeacTea NocpeaCcTBOM UCMONb30BaHUSA hannos-
LIAaBrNOHOB UMM CUrHATYP, @ HEKOTOPbIE CO3AAI0TCA ANs 0GHapyXXeHUsl aHOManbLHOro
NOBeAEHUSI KOMMbLIOTEPHOW cucTeMbl 6€3 UCNonNb3oBaHUA hainos-LabNoOHOB UNK CUr-
HaTyp.

MockonbKy CyLLIECTBYET HECKONbKO MoAenen coeAUHEHNA ¢ IHTepHEeTOM, Takux Kak
COeMHEHNEe CeTU opraHnsaunmn ¢ IHTEPHETOM Yepes LMI03 Unu NOAKIMIOYEHUE KaXKO0-
ro nepcoHanbHoro komnototepa (MK) K UHTepHETY HanpAMYyIO, ayauTOpbl, NPOBOASLUME
NpOBEPKY MEP U CPEACTB KOHTPONA U ynpaBneHns UHPOpMaLUOHHOK 6€30NacHOCTLIO,
AoIkHbI yBeauTbea, UTo cuctema obHapyKeHus/npeaynpeXxaeHnsi CoOoTBETCTBYIOLLMM
obpasom pabotaeTt npu noGON MoaENU CoOeaAUHEHUS.

MpumeyaHue — Ayautopbl, NPoBOASLLME NPOBEPKY MEP U CPEACTB KOHTPOMS W ynpaBreHus
MHOPMaLMOHHOI 6e30MacHOCTbIO, AOMKHLI CO3HABaTb, YTO BO3MOXHOCTM cUCTEMbI 0BHapyxe-
Hus/NpeaynpexaeHns B OTHOLLEHWW HEW3BECTHOMO BPEAOHOCHOrO NPOrpaMMHOro cpefcTtea (Ta-
Koro kak «Zero day») orpaHu4eHb!

1 |CtaHpapt
peanusa-
uum 6eso-
nacHoOCTU

YcTaHoBKa U perynsipHoe 0GHOBREHWe NPOrpaMMHbIX CPEACTB N0 0GHAPYXXEHUIO Bpe-
ZAOHOCHBIX MPOrpaMM U UCNPABIIEHWIO CUTYaLMM ANt OCYLLECTBIIEHUS] CKAHUPOBAaHUS
KOMMNbLIOTEPOB U HOCUTENEN AaHHLIX B Ka4eCTBe NpeaynpeauTenbHOoi Mepbl U CPeACT-
Ba KOHTPONS U yNpaBrfeHUs Uin Ha CTaHaapTHOW ocHoBe. MpoBOAUMbIE NMPOBEPKU
AOJMKHbI BKNIOYaTb:

1) npoBepKy NMobbix pannos nepes UX MCNONb30BAHMEM HA ANEKTPOHHBIX UK Of-
TUYECKUX HOCUTENSX AaHHbIX UK Pannoe, NOYYEHHbIX MO CETU, HA NPeAMET Hanuuus
BPEA0HOCHOI NPOrpammbi;

2) NPOBEPKY BIOXEHUN 3NEKTPOHHOW NOYTLI U 3arpy30K HA NpeaMEeT Hann4yus Bpe-
ZIOHOCHOI MporpaMMbl Nepea UxX UCNoNb3oBaHMEM; 3Ta NPOBEPKa AOJHKHA OCYLLECTB-
NATLCA B pasHbIX TOYKAX, HANpUMEP, Ha NOYTOBLIX CepBEPaXx, B HACTOMbHbLIX KOMIbIO-
Tepax, NpU BXOXAEHUMN B CETb OPraHn3auuu;

3) npoBepKy BeG-cTpaHuL Ha NpeaMeT HanuuMs BPEAOHOCHOH NPorpamMbl
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1

TexHuvye-
ckoe npu-
Me4YaHue K
cTaHgapty
peanusa-
uum 6eso-
nacHocTu

Cuctema obHapyxeHusa/npegynpexxaeHns BpeoHOCHOro nNporpaMMHOro CcpeacTea Ha

MEXCETEBOM LLMNIO3E, HAa BXOAE B CETb OpraHu3auun AOMmMKHa COOTBETCTBYIOLMM 06pa-
30M B3aUMO/JENCTBOBATL C Pa3fu4HbIMU CETEBbLIMU CepBUCAMU UMU NPOTOKOMNAaMHM, Ta-
kumu kak VWA, anekTpoHHast nouta u FTP"

1.1

MpakTuyeckoe
PYKOBOACTBO

MpakTudeckue pykosoactea 1), 2) n 3) NpUMEHSIOTCA AN «CTaHAapTa pea-
nusayun 6es3onacHoCTU»:

1) NpoBepUTL KOMMMEKCHOE U athheKTUBHOE pasMeLLieHne cucte-
Mbl/yCTpOiCTBa OBHapYXEHWUA BpeJOHOCHOW NporpamMmMel U UcnpasneHns
cuTyauum Ans nobeix (aiinoB Ha 3NEKTPOHHBIX WU OMTUYECKUX HOCUTENsSX
JaHHbIX UK alinoBs, NOMyYeHHbIX N0 CeTH, NyTeM NPOBEpPKU cneLuduka-
LM CUCTEMBI UNU CETEBLIX Anarpamm.

AyaunTopbl, NPOBOASILLME NPOBEPKY MEP U CPEACTB KOHTPONSA W yrpaBreHuns
MHdopMaLMOHHOW 6e30MacHOCTLI0, MPOBEPSIIOT KOMMNEKCHOE U ahder-
TUBHOE pa3MeLleHne cucTeMbl obHapyXeHus/NnpeaynpexaeHns nyTem npo-
BepKU cneLndmKaLMn CMCTEMbI U CETEBLIX Anarpamm,

2) nNpoBepuUTL KOMNNeKCHoe U apdeKTUBHOE pa3MeLLeHne cucTe-
Mbl/ycTpoiicTBa 06HapyKeHUsi Bpe[,OHOCHOIA Nporpammel U UCnpaBneHus
cuTyauum ans nobbiX BNOXKEHUA 3MeKTPOHHOR NOYTLI U 3arpy3ok nyTem
NpoBepKU creLuduKaLn CUCTEMBI UK CETEBBIX Anarpamm, KOTopble
BKNIOYAIOT MOYTOBLIE CepBepbl, HACTOMbHBIE KOMNBLIOTEPLI U MEXCeTEBON
LLNto3.

CuctemalycTpoiicTBO 0BHapyXeHusi BpeAOHOCHON NporpaMMbl U Ucnpas-
NIEHUs cUTyaLun MHOrAa YeTKO OMNUCLIBAETCA B cneumndmrKkayum cucTemsl Kak
ocoboe yCcTpoACTBO, 04HAKO ayauTOpLl, NPOBOASALLNE NPOBEPKY Mep U
CpeACTB KOHTPOMSA 1 ynpaBneHna MHPopMaLMOoHHON 6e30NacHoCTbIo, OT-
MeYaloT, YTO OHa TalKe pasMeLlaeTca Ha cepBepax, NpefHasHa4YeHHbIX
AN npefocTaBnNeHna HEKOTOpLIX ApYrux dyHKuui/cepsucos (WWW, anek-
TpoHHas noyta U FTP), n Takum o6pasoM B AENCTBUTENBHOCTU OHa pas-
MeLlaeTes B cneuudukaLmm cucteMbl 6€3 YeTKoro onucaHus.

Ana nacTonbHbIX MK ayanTopbl, NpoBOASLLME MPOBEPKY MEP U CPEACTB
KOHTPOMS U ynpaBneHWs MHpopMaLMoHHOR 6e30NacHOCTLI0, OTMeYaloT,
YTO cUCTeMa/yCTPONCTBO OBHapyXeHUsi BPeAOHOCHOW NporpaMMbl U 1Uc-
npaBreHns cUTyauun pasMellaeTcs HacneCcTBEHHO B crieludukalmm cuc-
TeMbl 63 YeTKoro onucaHus;

3) NpoBEPUTL KOMMIEKCHoe U adhpeKTUBHOE pasMellieHne cucTte-
Mbl/yCTpoOCTBa oBHapyxeHUa BpeJOHOCHOW NporpaMMbl U UCpaBneHus
cuTyauuu ans Beb-cTpaHuL NnyTem NpoBepku cneuudmKkalum cucTemel Unm
CeTeBbIX fuarpamm, KoTopble BKtoYatoT Beb-cepsep.

Ana HacTonbHbIX MK, ncnonb3yowmuxes 48 npocMaTpueaHus Beb-
CTpaHuL, ayauTopbl, MPoBOASLLME NPOBEPKY MEP U CPEACTB KOHTPOMNSA W
ynpasneHna MHhopMaLMOHHOR 6e30NacHOCTLI0, OTMEYaIOT, YTO CUCTe-
Ma/yCTPONCTBO 0OHapyXeHUst BpefOHOCHO NporpaMmel U MCnpaBneHns
CUTyauuu pacnonaraeTca HacnejcTBEHHO B cneundukayum cucteMsl 6e3
YeTKoro onucaHus. B sTom cnyyae cuctemal/ycTpoicTBo 0BHapyxeHWs
BpPEAOHOCHOW Nporpammbl U UCTIpaBreHWs cUTyaLun MOXET pacnonaraTbes
HacnefcTBeHHo B Bpay3epe.

[ns Beb-cepBepa cucTemalyCTpoincTBO 0GHapYKeHUA BPEL OHOCHOW Npo-
rpammbl U UCnpaBneHna cuTyauum UHorga YeTko onuceliBaeTcs B cneludu-
KaLum cucTeMsl kak ocoboe yCTpOCTBO, 0fHaKo ayauTopkl, NpoBoaALLne
NpPoBEepKy Mep 1 CpeACcTB KOHTPOISA U yrpaBeHns nHdopmaumoHHoi 6e3o-
MacHOCTBIO, OTMEYaLoT, YTO OHa TaKXKe pacnonaraeTcs HacneACTBEHHO B
cneuuduKaLmmn cucteMbl 6e3 YeTKOro onucaHus.

Mpeanonarae-
Mbl€ CBUAETEMb-
cTBa

CneLudurKaumsa cucTemel, ceTeBbIE AUarpaMMbl

MeToga

MN3yueHune/lpoBepka
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1.2 MpakTuyeckoe MpakTuyeckue pykosoactea 1), 2) u 3) npumeHsaTca ana «CTax-
pyKOBOACTBO Aapta peanusauum 6e30nacHOCTUY:

1) NpoBepUTb pasMeLLieHne U COOTBETCTBYIOWEE DYHKLMOHUPO-
BaHWE CUCTEMbI/YCTPOINCTBA OOHAPY>XEHUA BPEAOHOCHOW nporpam-
Mbl M UCMIPABMEHUSI CUTYaLKU B OTHOLLEHUU NMIOObIX hannos Ha
ANEKTPOHHBIX UITM ONTUYECKUX HOCUTENAX AaHHbIX UNKn (hannos,
Nony4YeHHbIX MO CETHU, NyTeM HabMOAEeHMA 3a cpeacTBamm o6paboT-
KN MHpOpMaLMK.

MpoBepuTtb, paboTaloT 5 COOTBETCTBYIOLLMM 06pa3oM nporpamm-
Hble CpeACTBa MEHEIKMEHTa B MHTETPMPOBAHHOW CUCTEME B YCNO-
BUSIX, KOTZ1a CUCTEMA/yCTPONCTBO OOHAPY>XEHUS BPeAOHOCHOW Npo-
rpaMmbl U UCMIPABMNEHUSA CUTYALUK PETYTNIUPYETCA B UHTEIPUPOBAH-
HOW CUCTEME,;

2) NpoBepuUTb pa3meLLieHne U COOTBETCTBYIOLEE DYHKLUUOHUPO-
BaHWE CUCTEMbI/YCTPOINCTBA OOHAPY>XEHUA BPEAOHOCHOW Nporpam-
Mbl U UCMIPABIEHUS CUTYaLMK A5 NIOObIX BIIOXKEHUI 3NEKTPOHHOMN
NoYTbI U 3arpy30K HA NOYTOBLIX CepBepax, B BbIDOPOUYHbIX HACTONMb-
HbIX KOMMbIOTEPAX U LUMIO3€ NyTEM HabNAEeHUs 3a cpeacTBaMm
06paboTkn nHopmaymu.

[insi anekTPOHHOM NOYTLI NPOBEPUTL, pabOTaET NN CUCTe-
Ma/yCTpPONCTBO OOHAPYXXEHUSI HE TOJNbKO B OTHOLLEHNU BIOXEHHBIX
paitnos, HO U B OTHOLLEHWW BPELOHOCHOW NporpamMmmel Ha html-
CTPaHULE BNEKTPOHHO NOYTI;

3) NPOBEPUTH pa3MELLEHME U COOTBETCTBYIOLLEE (DYHKLUUOHUPO-
BaHUe CUCTEMbI/YCTPOUCTBA OOHAPY>XEHUS BPEAOHOCHON Nporpam-
Mbl U UCNIPABIIEHUSI CUTYALIMU B OTHOLLIEHUM NIOOLIX BEO-CTpaHuL,
nyteM HabnioaeHus 3a cpeacresamm 06paboTku uHopmavumm.

Ansa nacronbHbix MK, ucnonb3yloLwmxcs Ans npocMaTpuBaHus Beb-
CTpaHuL, NpoBEPUTL, paboTaeT nu cucTteMalyCTpoincTBo obHapyxe-
HUA B OTHOLLEHWUN HECAHKLUMOHUPOBAHHbIX «Active X control»,
ckpunros” u T. A.

Ins Be6-cepeepa nposepuTb, paboTaeT nu cucTemal/yCTponcTeo
0BHapyXeHns He TONbKO B OTHOLWEHMKU html-¢hainos, HO U B OTHO-
LLEHUK BPELOHOCHOM NporpaMmbl B BeG-cepBUCax, TakUX Kak u
Apache, IS7 u T. a.

Mpeanonarae- Cpeacrea cucTembl/yCTpoucTea 06HapYXeHUSA BPEAOHOCHON Npo-
Mble CBUAETENb- |rpaMMbl M UCNIPABAEHUS CUTYaLIMKM Pa3MeLLaloTCcs, HanpumMep, Ha/B:
cTBa - (hannoBsom cepeepe;

- MOYTOBOM CEpBEpE;

- BbIOOPOYHbIX HACTOSMbHLIX MK;

- MOGMIbHBLIX KOMNLIOTEPAX;

- euHOI cucteme oBHapYXXeHUs BPeAOHOCHOW NPOrpaMMbl U UC-
npaBneHna cUTyauum, pasmeLleHHON Ha MexceTeBoM Wnio3se (rpa-
HULIe MeXy CeTbio OpraHusauumn u IHTepHeTom);

BeO-cepBepe;

- NPOKCU-CEpBEpE;

- BeO-Opay3epe;

- MHbIX YCTPONCTBAaX (HanNpumep, Ha ycTponcTee ana 6nokupoBaHus
USB, BcTaBnieMom husn4ecku).

MeToa N3yyenne/HabniogeHne

" CkpunT —HeGonbLuas nporpamMma unum Makpoc, UCTIONHAEMbIE NPUMOXEHUEM MW ONEPaLMOHHON CUCTEMO Npu
KOHKPETHBIX 06CTOATENLCTBaX, HAaNpPUMep, NpU perucTpauun nonb3oBaTena B cucteme. CKpUNTLl 4acTo XPaHATCA B BU-
Jie TeKCToBbIX (PainoB, KOTOPbIE UHTEPNPETUPYIOTCA BO BpEMSA UCMONHEHUA.

218 (Internet Information Server) — MndopmaLmoHHeIii cepsep Internet.
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1.3 MpakTudyeckoe py- |CobpaTk XypHanbl peructpauum cucteMbl 06HapyXXeHUs U ucnpasneHus
KOBOACTBO cuTyaLun 1 NpoBepUTb, NMOKa3LIBaOT MW 3arncy XypHarnos perucrpauum,
4yTO cuctema paboTaeT U 4YTO NpU 06HapYXEHUN BPe[ OHOCHOIO NporpamMmm-
HOro cpeficTBa NPUMHUMAOTCA HEOOXOAUMbIE MEpHI.
MpuMmeyaHus
1 Ana HactoneHbIX MK cTaHAapTHBIE XypHarnbl perucTpayuu cuctemsl 06-
HapyXeHus1 U ucnpaeneHus cutyauuu xpaHatcea B K. [ina cepsepoB u
BHELLUHUX YCTPOWCTB 3TU XypHarnbl peructpaLuu uHoraa nepeaarorcs B fpy-
rMe cUCTEeMbl Yepes NpOoTOKON nepeaayn, Takon Kak syslog, U xpaHsaTcs B
HUX.
2 [Ana HactonbHbiX [1K, ucnonb3ylowmxcsa Ana npocMoTpa BebG-cTpaHul,
pyHKUMA obHapyxeHus B Beb-Opaysepe MOXeT He co3gaBaTb 3anucu B
XypHane peructpauuu, nokasbiBaiwlyme, 4TO yHKUUs paboTaeT. Yauye
6onbLlUMHCTBO Bpay3epoB nokasbiBaeT cooblyeHne, korga obHapyXBaroTcs
HeCaHKLOHMPOBaHHbIE CKPUMTHI.
Mpeanonaraemele |- Cuctema obHapyxeHUsi B MpoLecce aKcrlyaTauum
cBUAeTenLCcTBa - XXypHansl peructpauumu cucteMbl obHapyxeHus
- 3anucu curHanoB TPeBOMW CUCTEMbI OBHapyXKeHunst
- CoobLyeHus cuctembl obHapyxeHusi B Be6-bpaysepe
MeToa NayyeHne/Habniogexne
2 |CtangapT MporpamMMHele cpefcTBa No o6HapyXeHWIo BpeAOHOCHOW NporpamMmmMbl U UCTIPaBREHWIO CUTyaUMn
peanuaaumun | AnNs ocyLEeCTBNEHNS CKaHVPOBaHWUSA KOMMbLIOTEPOB U HOCUTENeEi AaHHbIX B kKa4ecTBe npegynpe-
GesonacHo- | AUTenbHOR Mepbl LOMKHEI OOHOBMATLCA PErynsipHO UK Ha CTaHAapTHON OCHOBE
cTH
TexHuuyeckoe | Ans 6onbLUMHCTBA Cry4YaeB CyLLECTBYIOT (DyHKLMKU aBTOMarudeckoro o6HoBneHns ¢ainos-
npumevaHue |LLabroHOB WK CUrHaTyp
K cTaHpapTy
peanuaauuu
6e3onacHo-
cTn
2.1 MpakTnyeckoe py- [MpoBepuThL NPOEKTUPOBaAHNE NPOrPaMMHBLIX CPEACTB N0 O6HapYXKEHUIO
KOBOZACTBO BpPEeAOHOCHOW NporpaMmbl U UCNpaBIEHUIO CUTyaLuUmn Ha npegMeT o6HoB-
neHuA daiinos-WwabnoHoB UNN CUrHaTYp aBTOMaTUYECKN WU Ha CTaH-
OapTHOI ocHoBE
Mpeanonaraemele | poeKT unu cneundmrkauma cucteMsl o6HapyXeHus
CBWAETENbLCTBA
MeToa MaydenuellpoBepka
2.2 MpakTnyeckoe py- | MpoBepuUTL yCTaHOBKM NpOrpaMMHbIX CPEACTB M0 06HapyXeHuo Bpeo-
KOBOACTBO HOCHOIA NporpaMMbl U MCMPaBIIEHUIO CUTyaLUu Ha NpeMeT oOHOBEeHUS
¢haiinos-LA6NOHOB UMK CUrHATYp aBTOMaTUYECKN UNKU Ha cTaHAapTHON
OCHOBe
MNpeanonaraemble | YCTaHOBKU cUCTEMbI OOHapyXeHusi
cBuUAeTeENbLCTBa
MeTtog MayveHune/HabniogeHune
2.3 MpakTuueckoe MpoBepuTb ocyLecTBNEHME 0B6HOBNEHUs1 annoB-LLIAbNoOHOB UK
PYyKOBOACTBO curHaryp, nposeas HabniogeHne 3a HaMMEHOBaHUEM NPOAYKTA,
BEPCUEN U XXyYPHANoOM permcrpauumu o6HOBNEHuI annos-
WabsIoHOB UMM CUTHATYP.
MpumeyaHue — UHdopmaLyio 0 HAUMEHOBaHWUM NPOAYKTa U BEPCUU
cucTeMbl 0BHapyXeHWUs! U UCNpaBMeHns CUTyaLun MOXHO HailTu B cnpa-
BOYHOM chaiine npogykra
Mpeanonaraemble | MHdpopmaLus o cucteMe obHapyxeHUs/npegynpexaeHus, T. €:
cBuaeTenscTBa - HauMeHoBaHWe NpoAYKTa;
- Bepcus NpoAyKra;
- Bepcus hainnos-LabnoHoB UMK curHaTtyp
MeTog Mayvenne/HabniogeHne
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A.2 TexHn4yeckas npoBepkKa Mep U CPeaAcTB KOHTPONSA M YNpaBreHUs ONA KOHTPOJIbHOMN
peructpaumm

Mepa u cpeact- [UCO/M3K 27002 10.10.1. KoHTponbHas perucrpauus

BO KOHTpONnsA u  |Heo6xoammo BECTU U XPaHUTb B TEYEHUE COrMacoOBaHHOrO Nepnoaa BPEMEHMU KOH-
ynpaBsneHus TPOTbHbIE XXyPHarbl, PETMCTPUPYIOLLUME AENCTBUSA NONb30OBATENEN, HELITATHbIE CU-
Tyauum n cobbITuss HAPOPMAaLUOHHOW Be3onacHoCcTu, YTobbl NOMOYb B ByayLUMX pac-
cnefoBaHUSaX U NPOBEAEHUU KOHTPOMA YyNpaBneHnsa 40CTYNoM

Hononuutens- | Ana oOHapy>XeHUst HECAHKLMOHUPOBAHHBIX AeliCTBUI No 06paboTke uHopmaumm
Hasl TexHuye- Ba>XHO CO3JaHue 3anncen B KOHTPOSbHbIX XKypHanax, KoTopble UCNOMb3yITCA ANs
ckast UHpopMa- | OTCneXXnBaHUsa AENCTBUI NONb30OBATENEN, ONepaTopoB CUCTEM, CBA3AHHbLIX ¢ 6€30-
uus NacHOCTLIO COOLITUI U CUCTEM.

Y100l MOXXHO ObINIO MPOAHANU3NMPOBATb, NPOUCXOAUT NI HECAHKLIMOHMPOBAHHAsA
OeATenbHOCTh U CBA3aHHbIe C 6@30MacHOCTLIO COOLITUA, KOHTPOMbHLIE XXyPHArbI
JOIDKHbI coAepXKaTh CNeayrLLylo MHOPMaLMIO:

- naeHTudukaTop nonbL3oBaTens;

- faTy v Bpewms;

- OCHOBHbI€ COOLITUSA, TAKME KaK BXOA B CUCTEMY W BbIXOA U3 CUCTEMDI;

- uageHTuukaTop TepMmHana;

- CETEBOM agpec 1 NPOTOKONbI.

Onsa co3gaHna HeobxoaMMbIX 3anvcen, BKMIOYas BbilueNpuBeAEHHYI0 MHOpMaLmIo,
obopyznoBaHue, CO34al0LLee KOHTPOIIbHBIE XXypHanbl, AOMKHO ObiTb COOTBETCTBYIO-
LM 06pa3om HaCTPOEHO UMK K HEMY AOIDKHbI MPUMEHSATLCA HEKOTOPbIE Npasuna.
MeToa nNPOTOKONMPOBAHUSA 3aBUCUT OT CTPYKTYPbI U apXUTEKTYPbl CUCTEMbBI U peanu-
30BaHHbIX MPUNOXKEHUA.

AyauTopsl, NPOBOASALLME NPOBEPKY MEP U CPEACTB KOHTPONA U yNnpaBneHus nHgop-
MaLMOHHON 6e30MacHOCTbIO, AOMMKHbI YYUTBLIBATL Pa3nuyme MeToaoB NPOTOKONMPO-
BaHWUA ANA pasnuYHON apXUTEKTYPbl CUCTEM, Hanpumep, cepeepos u MK.

MpumeyaHune —lpuMepsl CTPYKTYP CUCTEMBI, KOTOpPbIE 3aTparmsaroTCs:
- cMcTeMa KnneHT-cepBep;

- cucTeMa Ha 6ase MIHTepHeT-TEXHOMOorui;

- CUCTEeMa KTOHKUW KITWEHT»,

- BUpTyanusauus,

- ucnone3oBaHne ASP (NocTaBLUMKOB yCnyr Mo apeHfe NpunoxeHuit), SaaS (NporpamMMHOro
obecneyeHmns KkaK ycnyru) unm obnayvHelX BeIYUCIIEHWIA.

MpuMepbl apxXMTEKTYp CUCTEM, KOTOPbIE 3aTparuBatoTcs:

- UNIX, Linux;

- Windows;

- MaHpeiim.

MpuMepbl BUAOB KOHTPOMBLHbIX XYPHAMO0B, KOTOpbIe 3aTparnsaroTes:

- CUCTEMHBIV XypHan,

- KOHTPOIbHbBIA XypHaN NpUKNagHbIX NporpaMm.

1Crangapt JomkHbl CO34aBaTbCA KOHTPOIbHBIE XypHAarbl, (PUKCUPYIOLLUME 4eNCTBUA NOMNb30Ba-

peanusauuM | Tenem, OTKIOHEHUsI OT HOPMbI U COBbITUSI, CBSA3aHHbIE C MHCGhOPMAaLMOHHON Ge3onac-
6e30nacHOCTU |HOCTbO. KOHTPOMbHbLIE XypHAanbl AOMKHbI BKMOYATh, rAe 9T0 He06X0ANMO:

a) naeHTndukaTopbl NoNbL3oBaTENEN;

b) aarty, Bpemsi u noapoOHOCTU OCHOBHbIX CODBLITWIA, HANPUMEP, BXOAA B CUCTEMY
1 BbIXOA4a U3 CUCTEMbI;

c) naeHTudukaTop TEPMUHANA UMM MECTOHAXOXAEHNE, €CIIU 3TO BO3MOXXHO;

d) 3anucy YCNeLIHbIX M HEYAAYHbIX NONBITOK 4OCTYNA K CUCTEME;

e) 3annCu yCneLHbIX U HeyAa4yHbIX NOMbITOK AOCTYNAa K AaHHLIM U APYrMM pecypcam;

f) OnucaHnsl N3MEHEHUIN B KOHUrypauum CUCTEMBI;

h) onucaHWe UCMNorb30BaHUA YTUMUT U NPUMOXEHWUN;

) hainbl, K KOTOPbIM NOMYYEH AOCTYMN, U BUA AOCTYNA;

) ceTeBble aapeca U NPOTOKONbI;

k) CUrHanbl TPEBOrU, NPOU3BOAUMbIE CUCTEMON YNPaBneHus 4OCTYNOM;
) onucaHue akTUBaLUWUW U AeaKTMBaLMKN CUCTEM 3aLUUTbI, TAKUX KaK

AHTUBUPYCHBIE CUCTEMbI U CUCTEMbI OBHAPY)XEHUSI BTOPXKEHWUI
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TexHuueckoe | YUTobbl 06HapYXUTb CBA3aHHbIE C 6e30MacCHOCTbIO COBLITUA U BBIACHUTL UX MPUYMHBI,
npuMeyaHue |ayauTopsbl, NPOBOAALLME NPOBEPKY MEP U CPEACTB KOHTPONS U ynpasneHus uidop-
K CTaHAapTy |MauUOHHOW 6Ee30NaCHOCTLIO, MPOBEPSIIOT U AHANU3UPYIOT COCTOSIHUE PYHKLIMOHUPO-
peanu3auumn |BaHUA, UCNOSIb3OBAHUA U UBMEHEHUS CUCTEM MO 3aNUCAM KOHTPOSILHOIO JKypHana.
Ge3onacHo- |UTo6bl paccneaoBaTb COOLITUS U NPUUMHHYIO CBAA3b MHLUMAEHTOB HY)KHO COYeTaTb
ctH KOHTPOSbHbIE KyPHAarbl MHOTMX cucTem. 10 3ToW NpUYnHEe BaXKHO NOHMMAHWE MECTO-
HaxoXaeHWUA U BUAA KOHTPOSIbHbLIX XKYPHANOB C TOYKU 3PEHUs CTPYKTY-
pbl/apxXUTEKTYpbI/KOHUIypaLmm cuctem
11 MpakTuyeckoe [NpoBepuTb, OCHOBAHO N NPOEKTUPOBAHWE NPOTOKONMPOBAHUSA
PYKOBOACTBO JaHHbIX ayauTa CUCTeMbl Ha cTaHaapTe peanusauuu 6e3onacHo-
CTH
MNpegnonarae- - JokymeHTauums cneyndukauuu
Mble cBuAeTeNb- |- JokymeHTauus onpeaenexnus Tpebosanuit
cTBa - JokyMeHTaumMsa NpoeKTMPOBaHUA NPOrpamMMHOro o6ecneyeHus
MeTtop N3yyeHne/lpoBepka
1.2 MpakTnyeckoe MpoBepuTb, TAKOBLI N YCTAHOBKU KOH(PUrypaLUOHHbIX dhainnos
PYKOBOACTBO NPOTOKONUPOBAHWUA AaHHbLIX ayanTa CUCTEMbI, KaK onMcaHo B Jo-
KyMEHTaLUWM No NPOEKTUPOBAHWUIO CUCTEMBI
Mpeanonarae- - [lokymeHTauunsa NpoekTMpoBaHusa NPOrpaMmmMHOro obecneyeHus
Mble cBUAETENb- |- KOHUrypaunoHHbii hainn cuctemsl
cTBa
MeTtopa N3yyenune/HabniogeHne
1.3 MNpakTnyeckoe [poBepuTb, TaKOBbI SN 3aMUCU CYLLIECTBYIOLLIMX KOHTPOISTbHbIX
PYKOBOACTBO XYPHarnoB, kKak ONMCcaHo B AOKYMEHTAaLMMW N0 NPOEKTUPOBAHUIO
CUCTEMBI.
M puMmevyaHue — B KOHTPOJIbHbIX XXYypHanax eCTb 3alnucu, NoABIAo-
LLiMecs MOCTOSIHHO, U 3anucK, Takue Kak 3anuck o6 owwmbkax, nosBnsio-
Linecs B onpeAeneHHbIX cnydasx. Ytobel NpoBepuUTb, UKCUPYET NU cUC-
Tema 3anucu, NOSBNSIONECA TONLKO B ONpefeneHHbIX Cnyvasx, ayfuTo-
paM, NpoBOASLLUM NPOBEPKY MEP WU CPEACTB KOHTPONSA W yNpaBneHUs WUH-
¢opmMaLmnoHHoi Ge3onacHOCTbO, MOXeT noTpe6oBaTbCA NpPUMEHEHUe
pasnUYHBIX Mep, BKMOYAs CO3faHWe COBOKYMHOCTW TECTOBLIX [aHHbIX,
NpoBepKy AOKYMEeHTayun No NpoekKTUpoBaHUIO CUCTEMBbI
Mpeanonarae- - KOHTpONbHbLIN XypHan
Mble CBUAETENb-
cTBa
Mertog NayueHue/HabniogeHue
14 MpakTu4eckoe MpoBepuTb LENOCTHOCTL 3aNUCEN B KOHTPOMNbHLIX XXypHanax, 4ro-
PYKOBOACTBO 6bl onpeaenuTb, ABMAETCA NI NPOTOKONIMPOBAHUE AAHHBIX ayaUuTa
COOTBETCTBYIOLLUM.
MpuMmevyaHune — HekoTopble 3anucu, KoTopble AOIMKHBI PUKCUpo-
BaTbCA B KOHTPOMbHbBIX XypHanax, MoryT oTCYTCTBOBaTb WU3-3a HEfoCTaT-
KOB B hyHKLIMOHNPOBAHNN, BO3MOXHOCTAX CUCTEMBI UINK MO KaKUM-TO Apy-
MM NpUYUHaM, Aaxe eCnun ycTaHoBKa NPOTOKONUPOBAHUA AaHHbIX ayauTa
ABnAeTcA COOTBeTCTByIOLLteVI
Mpeanonarae- - KOHTPOnbHbIN XXypHan
Mble cBUAETENb-
cTBa
MeTopn N3yyeHne/HabnioaeHwe
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2

CraHpapt KOHTpORbHbIE XXypHanbl AOMKHbI XPaHUTLCA B TEYEHNE COrnacoBaHHOro nepnoaa
peanu3auumn |BpeMeHun aAns coaencTsua Oyaylimm paccnegoBaHUsM 1 MOHUTOPUHTY ynpaBneHus
6e3onacHo- | AOCTynom
CTH
TexHuyeckoe | B HEKOTOpbIX Cryyasx nepuoibl XpaHeHUA KOHTPOSbHLIX XXYPHANoB onpeaensanTca
npuMeyaHue |uensmu busHeca, AOrOBOPOM M 3akOHamu/npeannucaHuamm. Hanpumep, KOHTPONbHLIE
K CTAHAAPTY |>KypHAarbl, KOTOPbIE COAEPKAT CUrHanbl TPEBOrM, NOAHATLIE CUCTEMON YNpaBneHUs
peanu3auuu | A0CTYNOM, JOFDKHbI XPAHUTLCS 10 3aBEPLUEHUS paccnegoBaHus CoObITUI U NPUYNH-
6e30nacHO- | HOW CBSI3N MHLUMIEHTOB.
cTH
MpuMeyaHUe — XpaHeHUEe KOHTPOMbHBLIX XYPHANOB OTHOCUTENBLHO «MONOAOH» CUCTEMBI,
AeATeNnbHOCTb KOT0p0I7I TOJIBKO YTO Ha4Yanach, He OCyL|eCcTBNAETCA B Te4eHUe cornacoBaHHoOro
nepvoga BpemeHun. B aTom cnyvae AnNA BLINONHEHWS NPAKTUYECKOro PYKOBOACTBA 2.3 HYXHO
NPOBECTU NPOBEPKY MO NpaKTUMecKUM pykosogctsam 2.1 n 2.2
2.1 MNpakTnyeckoe MNpoBepuTb, TAKOB NN NEPUOA XPAHEHUA KOHTPOSMbHbLIX XXYPHANOB,
PYKOBOACTBO KaK onncaHo B AOKYMEHTaLMU N0 NPOEKTUPOBAHUIO CUCTEMBI
Mpeanonarae- - KOHTpOnbHbIN XXypHan
Mble cBUAETENb- |- [JOKyMeHTauua no NPOEKTUPOBAHUIO CUCTEMBI
cTBa
MeTton M3yyeHne/HabniogeHue
22 MpakTuyeckoe MpoBepuTb, YCTAHOBIIEH NN NEPNOA XPAHEHUA KOHTPOSbHbIX XKyp-
PYKOBOACTBO HaroB CUCTEMbI, KAK ONMMCAHO B JOKYMEHTaLUMMN N0 NPOEKTMPOBa-
HUIO CUCTEMBI, UK, HE MPUMEHSIOTCA NU YCTAHOBKM Nepesanncu
UNU CTUPAHUA KOHTPOSbHbIX XXYPHANOB A0 3aBepLUieHns nepmoaa
XpaHeHus
Mpeanonarae- - KOHTpOonbHbIN XypHan
Mble cBuaeTENb- |- [lOKyMeHTauua no NPOeKTUPOBaHUIO CUCTEMBI
cTBa
MeTtoa N3yyeHne/HabmopaeHue
23 MpakTuyeckoe MpoBepuTb, NPEBLILLAET NU NEPUOA XPaHEHUSI KOHTPOMNbHbLIX Xyp-
PyKOBOACTBO HanoB Nepuoj, yCTaHOBNEHHbIN NYyTEM HAbNIOAEHNA OTMETOK
BPEMEHU B KOHTPOMbHBIX XXypHanax, unm pukcupoBaHue BpemMeHn
B KOHTPONLHOM XypHane
Mpeanonarae- - KOHTpOnbHbIN >XypHan

Mbl€ cBUAETENb-
CTBa

- [JlokyMeHTauus1 N0 NPOEKTUPOBAHUIO CUCTEMbI

MeTtoa

NayyeHue/Habniogexune
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A.3 TexHuyeckasa nposepka Mep U CPeACTB KOHTPONA U yNnpaBneHus Ana ynpaBneHus

npuBunernaMmm

Mepa u cpea-
CTBO KOHTpOnA
W yrnpasneHus

MCO/M3K 27002 11.2.2. YnpasneHue npuBuneruaMm
MpepocraBneHne n UCNONb3OBaHWE NPUBUNErU HEOOX0AUMO OrPaAHUYUBATD M KOH-
TponupoBaTb

HdononHutens-
Hasa TexHuye-
ckas nHdop-
mMauus

YnpasneHue NpuBUNErMaMU ABAAETCA BaXKHOW 3agaden, NOTOMY YTO HECOOTBETCT-
BYIOLLIEE UCMONb30BAHUE NPUBUNETUI OKA3bIBAET CYLLIECTBEHHOE BIIUSIHUE HA CUCTEMBI.
CocTosHMe pacnpeaeneHusa NpuBuNeruin 40MmMkHO ObiTb ONMCAHO B JOKYMEHTAaXx, onpe-
AensaLwLmx npusunerun (4oOKyMeHTauusa onpeaeneHuna npusunernin). NMockonsky npu-
BUIErMU JOCTYNA CBA3AHbI C KAXAbIM CUCTEMHBIM NPOAYKTOM (ONepaLMoHHas cucrema,
cucTema ynpasneHus 6ason AaHHbIX U KaXKA0e NPUNOXEHNE), TO OHM OTNNYaloTC.
MpumMepbIv BUAOB NPUBUNETUIA:

- cynepnonb3osatenb (UNIX, Linux);

- agMmuHuctparop (Windows);

- onepaTop pesepsHOro konuposanua (Windows);

- ONbITHBIN nonb3osaTens (Windows);

- agMuHucTpaTtop cuctemsl (DBMS"):

- agMuHucTpartop 6a3sbl aaHHbIX (DBMS).

Pacnpeaenenue npusuneruii AOMKHO ObiTb MMHUMAarbHBIM, HA OCHOBE MPUHLIMNA He-
06xo0anmMoro ucnonb3oBaHuA. K Tomy e oHu He 06513aTenbLHO AOMKHbI pacnpeaenaTb-
€A1 MOCTOSIHHO.

MeToa ynpasneHusa NpuBUNErnsiMn pasnuyaetca B cucremax. lNpumepsl ynpasneHuns
NPUBMINETNSIMA HA OCHOBE CUCTEM:

- B onepauuoHHomn cucreme (OC) npusunerum onpeaenser ACL?;

- B DBMS pasnu4yHbie npusuneruu onpeaenstoTcs no yMonyaHuio;

- B MPUMOKEHUN MOTYT ONPEAENATLCA PA3NUYHbLIE MPUBUIMETMKA NO YMOMYAHUIO ANA
PYHKUMU MEHEeIXKMEHTA NPUNOXEHUA, NOSTOMY ayAuTOPLI, NPOBOASILLIME NPOBEPKY Mep
U CPEACTB KOHTPOMSA W ynpasneHus nHGopmMaLmoHHOi 6€30MacHOCTbIO, AOIKHBI 3apa-
Hee onpeaenuTb YPOBEHb NPOBEPKM;

- B 3awuiLeHHbIx OC ecTb (hyHKLUMA 06583aTENBHOIO YNpaBneHna 40CTyNoOM

1Crangapt
peanusauuu
BesonacHo-
CTu

JomkHbl ObITb ONpeAeneHbl NPUBUIIETMK OCTYNA, CBA3AHHbLIE C KAXAbIM CUCTEMHbLIM
npoaykTom, HanpumMep, OC, cucteMon ynpasneHns 6a3oin AaHHbIX U KaKAbIM NPUIo-
EHNEM, a TaKOKe MONb30BATENM, CPEAU KOTOPbIX HYXXHO pacnpeaenuTb NPUBUIErumn

TexHuyeckoe
npumeyaHue
K CTaHaapTy
peanusauum
©esonacHo-
CcTn

[leaTenbHOCTb HafleNEeHHbIX MPUBUNErMAMU NOML30BATENEN AOMKHA NOABEPraTbCs
MOHWUTOPMHIY, NOCKOIbKY HECOOTBETCTBYIOLLEE MCNONL30BAHUE NPUBUNETUI OKa3bIBa-
€T CyLLIECTBEHHOE BMUSIHME Ha CUCTEMbI. MeToabl 0GHAPY)XeHUA HECOOTBETCTBYIOLLIETO
UCMONbL30BaHUSA MPUBUIETUIM PA3NUYAIOTCA, €CAIN apXMTEKTypa CUCTEM pa3fnuyHa.

MpuMeyaHune — TUNUYHBIMUA APXUTEKTYPaMN CUCTEM ABNSAIOTCA:
- MOH(PENM;

- Windows;

- UNIX, Linux;

- 3alMLeHHbIe onepaLUoHHbIe CUCTEMBI

11

Mpaktuyeckoe py- |MNpoBeputb, ONUCAHO NKU pacnpeaeneHne NPUBUMETNIA B OKYMEH-
KOBOACTBO Tauum onpeaeneHnsa Nnpusunerun

Mpeanonaraembie |[lokymeHTaums onpeaeneHusa Nnpusunerni
CBUAETENLCTBA

MeTtopg N3yyenune/HabnioaeHue

) DBMS (Database Management System) — CucTema ynpaenerus 6asamu aaHHeIX, CYB[.
2 ACL (Access Control List) — Cincok ynpaBneHus OCTynom.
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1.2 MpakTuyeckoe py- |MpoBepuTb, TAKOBbI MM YCTAHOBKN KOHAUIypaLum CUCTEMbI, Kak
KOBOACTBO OnMcaHo B AOKYMEHTax, onpeaensowmx npusunerun. Metoa npo-
BEPKWU AENCTBUA NPUBUIETMIA pa3nuyaeTca B 3aBUCMMOCTH OT ap-
XUTEKTYPbl CUCTEM.
[Npumepbl MeTOA4a NPOBEPKU AEUCTBUA MPUBUNETUIA:
1) (B cnyvae manH(pperima) NpoBepUTh, ABMAETCA NN COCTOSA-
HUE MCNONbL30BaHWA MPUBUIIETUI COOTBETCTBYIOLLUM, MOCPEACT-
BOM NpoBepkyu oT4yeTa RACF";
2) (8 cniyqae UNIX, Linux unu Windows) nposepuTb, ABNAETCA
NN COCTOSIHUE MCMNOMb30BAHUSA MPUBUIETUIA COOTBETCTBYIOLLUM,
nyTeM M3y4eHUs XXypHarnoB perncrpauum, nokasbiBaroLLMX UCTOSb-
30BaHWe NpUBUNErnin.
MpumevaHus
1 RACF — aTo cBAsytollee nporpaMmHoe obecneveHne MeHeAXMeHTa
6esonacHoCTH B MaliHdppenme.
2 B UNIX unmn Linux puckoBaHHO MpOBEpPsiTb TONMBKO BXOJ B CUCTEMY C
AONMHOMOYUAMU cynepnonb3oBaTena AnAa uccnenoBaHUA HECOOTBETCT-
BylOLlero wucnonb3oBaHNA I'IpVIBI/IJ'IerI/II7I cynepnonb3oBartens. ﬂpVI‘-WIHa
3TOro 3aKn4aeTcAa B TOM, 4TO 06bIYHLIA NONb30BaTeNb MOXET CTaTb Cy-
nepnone3oBarenieM, UCNonbL3oBaB KOMaHAy «su» noclie Bxoga B CUCTEMY
UNIX unu Linux.
Mpeanonaraemoble |- JOKkyMeHTauusa onpeaeneHus npusunerum
CcBMAETEnbLCTBA - CMCOK ynpasneHuns 4oCTynom
- Otyet RACF
MeTtoa MayueHne/Habnogenne
2 |CraHpgapt |[puBunerun gosmkHbl ObiTb Ha3HAYEHbI APYroMy naeHTudmKaTopy nonb3osarens, oT-
peanu3a-  |NWMYHOMY OT TOrO, KOTOPLIN NPUMEHAETCA ANS OOLIYHOIO UCNONbL30BaHUA B OU3Hece
uun 6eso-
nacHocTU
TexHuye- B cnyyae gocryna no npuBUnernsiM CyLiectsyeT BO3MOXXHOCTb HECAHKLIMOHMPOBAHHOWM
cKoe npu- | AeATENbHOCTU NO CIy4anHOCTH, U CUTYaLUA UCNOSb3OBAHUA NPUBUIIETMIA PEryNAPHO
MeYyaHue K | CTaHOBUTCA 04aroM HeCaHKLIMOHUPOBAHHOIO AOCTyna.
ctraHaapty |Ecnu geatenbHOCTb He TpeByeT npuBnnerui, NoNb3oBaTeENM AOMMKHbI UCNOSML30BATb
peanusa- cTaHgapTHbein uaeHtudukatop. Ecnu paspelueH Bxoa B CUCTEMY MO NPUBUNETUN «CY-
uum 6e3o- |nepnonb3oBaTenby, TO M3 XXypHana perucrpaumum HeBO3MOXHO naeHTMUUMPOBaTDb,
NacHOCTM  |KTO BXOAMUT B CUCTEMY
2.1 MpakTuueckoe py- |MNpoBepuTb, UMEIOT NN NPUBUIETMPOBAHHbIE NONb30BaTENU 00bIY-
KOBOACTBO HbIM uAEHTUMKATOP NONL30BATENA MOMUMO NMPUBUNETUPOBAHHO-
ro uaeHtudukatopa, nyrem Habmogenus 3a ACLs cucrem
Mpeanonaraemsle |- CNMCOK ynpaBneHnsa 40CTyNoMm
CBMAETENbLCTBA
Metoa N3yueHune/HabnoaeHne

" RACF (Resource access control facility) — cpeacTBO ynpasneHus ocTynom K pecypcey.
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MpakTu4yeckoe py-
KOBOACTBO

MposepuTb, MCNOMbL3YIOT NN ANS NPUBUMENUW MHON naeHTUMUKa-
TOpP NONb30BaTENs, OTANYHLIA OT TOr0, KOTOPbIA NPUMEHAETCS ANs
00bIYHOro Ou3Heca, NnocpeaACTBOM HabMNIOAEHUA 32 CUCTEMHbIM
YKYpHarom perucrpauuu.

B cnyyae UNIX unum Linux npoBepuTb, YTO CUCTEMHAs KOH(urypa-
LM CnocoOCTBYET TOMY, YTO CUCTEMA HE ONYCKaEeT BXOA C NOf-
HOMOYUSIMM «CYNepnonbL3oBaTensy.

MpumeyaHue — Ayautopbl, NpPoBOASILLME MPOBEPKY Mep U CpeacTs
KOHTPONMA W ynpaBneHust WHOpMaLMOHHOW Ge30nacHOCTBO, AOSMKHbLI
npuBerHyTe K onpocam A5 NPOBEPKX, MPUMEHSAETCA N B criyyae npueu-
nlerun MHOM NAEeHTUDUKATOP NONb3oBaTENS, OTIINYHBIA OT TOrO, KOTOPLINA
npumMeHseTca Ans obbl4HOro Mcronb3oBaHUst B GuU3Hece, Koraa XXypHar
perncTpauuv nokaselBaeT, YTO B criydae NpuBUIErnu UCNonb3yeTcs ToNb-
KO NPWBUIIErMPOBaHHbIA MgeHTUKKaTop

MpegnonaraemMble

- CUCTEMHBIN >XypHan perucrpauuu

CBUAETENLCTBA - CuctemHas kKoHGUrypauus BXoaa ¢ rnosiHOMOYUSIMU «Cyneprosib-
soBarena»
MeTtoa UayyeHne/HabniogeHune
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A.4 TexHuyeckas npoBepkKa Mep U CpeACTB KOHTPONSA U yNpaBreHUa ans pesepBUPOBaHUA

UHdopmauumn

Mepa u cpeact-
BO KOHTPONA U

MCO/M3K 27002 10.5.1. PesepBupoBaHune i opmaumm
Pe3sepBHOe konupoBaHue nHgopmauumn u NPorpaMMHOro cpeacrea 4OSMKHO BbINOS-

yrnpasreHus HATBLCS U TECTUPOBATbLCSI HA PErynsipHOi OCHOBE B COOTBETCTBUM C YCTAHOBIEHHOM
NOSIUTUKOW pe3epBMpPOBaHUA
HononHutens- | YT106bI COOTBETCTBYIOLLMM 0Opa3oM NPOBOAUTL PE3EPBHOE KOMMPOBAHUE, AOIMKEH

Has TexHnye-
ckas nHcopma-
uus

ObITb ONpeaeneH CTaHaapT opraHu3aunmn B COOTBETCTBUM C MOSNIMTUKON pe3epBHOrO
KONUPOBAHUSA, U OH JOIDKEH OTPAXKATLCH B MPOEKTHOW AOKYMEHTALIMU MO pe3epPBHOMY
KONUPOBaHWIO.

PesepBHble KONMKU UCMONb3YIOTCA AN BOCCTAHOBMEHUSA BaXHON MHOPMaLUK Unn
nporpamMmm B Cryyasix, COnpoBOXAAOLLMXCS NOTEPEN AaHHLIX, TAKUX Kak beacreue
unm cOon HOCUTENS AAHHBIX.

Mpu npoekTupoBaHUM Pe3epBHOro KOMMPOBAHUA OpraHu3auun cneayet BoiOpaTh age-
KBaTHYIO MMOLWAAKY A4Sl PE3ePBHOIO KOMMPOBAHUSA, KAHAN Pe3epPBHOIO KOMMPOBAHUA U
MEeTOA pe3epBHOro KOMMPOBAaHUSA B COOTBETCTBUM C NOSIUTUKON pe3epBHON0 KONUPO-
BaHuS.

Opranusauusi 4omkHa BblOpaTh, kakon ByaeT nnowazgka ansi pe3epBHOro KonMpoBa-
HUS — BHYTPEHHEN UK BHELWHENW. Co3aaHne pe3epBHON KOMUKU U BOCCTaHOBSIEHNE
npu pe3epBHOM KONUPOBAHUW HA MECTE CUMTAlOTCA 3HAYMTENbHO Bonee ObICTPbIMK
N0 CPaBHEHMIO C UX OCYLLECTBIEHNEM NPU BHELLHEM PE3EPBHOM KOMUPOBAHUM.
BHeluHee pe3epBHOE KOMMPOBAHUE YacTo BbIBMPAETCA C Lienbio NpeaoTBpaLleHns
BMUSHUA NOKarnbHbIX 6€4CTBUI, TAKUX KaK NOXKAapP, 3aTONMNEHUE NN 3€MINETPACEHME.
OpraHu3auus JOomkHa ONpeaenuTb, kakum OyaeT kaHan pe3epBHOro KONMpPOBaHUs —
OHJANHOBLIN UK 0hNanHoOBbLIN. OHNANHOBOE pe3epBHOE KONUMPOBAHNE O3HAYaET,
4YTO AaHHbIE KOMUPYIOTCA Yepes ceTb Unu NuHuio ceasu. OdnariHoBoe pe3epBHOE KO-
nUpoBaHWe 03HAYAET, YTO PE3EePBHbIE KONUM AAHHLIX PUNYECKU TPAHCNOPTUPYIOTCA
Ha NePeHOCHbIX HOCUTENSAX, TaKMX Kak LMdpoBas feHTa ¢ MMHENHON 3annchio Uu
KOMNaKT-ANCK/LUMPPOBON MHOTO(PYHKLIMOHAMNBHbIN AUCK.

MeToa pe3epBHOro KONMPOBaHWUS NOAPA3AENAETCA HA NONHOE pe3epBHOE KONUPOBa-
HWE, MIHKPEMEHTHOE pe3epBHOe KonupoBaHue u auddepeHumansHoe pe3epBHOE KO-
nupoBaHue.

MonHoe pesepBHOE KONMPOBaAHWE O3HAYAET, YTO AenaeTca pe3epBHas Konus BCex
JaHHbIX, BbIOPAHHBIX AN pe3epBHOro konuposaHus. OHO TpebyeT GonbLUe BPEMEHM
1 UHPOPMALIMOHHOWN EMKOCTU MO CPABHEHUIO C APYrMMU METOAaMK, HO SIBNSieTCA
Haubonee NPOCTbIM U NErKUM METOAOM C TOYKU 3PEHUS BOCCTAHOBMEHUS.
VHKpeMEHTHOE pe3epBHOE KONMpPOBaHWE O3HAYaET, YTO AEnaeTcs pe3epBHas konus
AaHHbIX, U3MEHUBLUWUXCS CO BPEMEHU NOCNEAHEro pesepBHOro konuposaHus. OHO
TpebyeT MeHbLUe BPEMEHU U UH(POPMALIMOHHOW EMKOCTU MO CPaBHEHUIO C APYTUMM
MEeTOAaMu, HO SIBNAETCS Hanbonee CroXXHbIM METOAOM C TOYKM 3PEHUsI BOCCTAHOB-
neHus.

OuddpepeHynanbHOe pesepBHOE KOMMPOBaHME 03HAYaeT, YTo AernaeTca pesepBHas
KONUS AAHHbIX, UBMEHUBLLUMXCS CO BPEMEHU NOCNEAHETO NOMHOr0 PE3epPBHOro KOMm-
poBaHus. OHO TpebyeT MeHbLUE BPEMEHU U MHAOPMALUOHHON EMKOCTU, YEM NOMHOE
pe3epBHOe KONUPOBaHue, U ABNAeTCst bonee NPoCTbIM U NErkKUM METOAOM C TOYKU
3pPEHUA BOCCTAHOBMEHUS, MO CPABHEHUIO C UHKPEMEHTHBIM PE3EePBHbLIM KONMPOBaHU-
em

1 [Cranpapt
peanusauuu
B©esonacHo-
cTn

CTteneHb (Hanpumep, NOAHoe unu AuddepeHymanbLHOe pe3epBHOE KONMMPOBaHUE) 1
yacTtoTa pe3epBHOro KONMPOBaHUSA AOIMKHbI ONpeaenaTbea TpeboBaHuaMy BusHeca
opraHusauum, TpeboBaHmamMn 6€30NacHOCTU 3a4ENCTBOBAHHOW MHCDOPMALIMK U KPU-
TUYHOCTBIO MHAOPMALMK AN HEMPEPLIBHOW AEATEeNbHOCTU OpraHusaumm
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TexHuueckoe | B cooTBeTCTBUM C TpeboBaHUsAMM CBOEro Gu3Heca opraHusauus 4omkHa BeibpaTth
npumeyaHve |ageksaTHOE BPEMS PE3EePBHOr0 KONUPOBAHUA/BOCCTAHOBMAEHUA U UHOPMALIMOHHYIO
K CTaHZapTy |EeMKOCTb AN pe3epBHOr0 KONMPoBaHuA. CNeuuanucTbl NO OUEHKE AOMKHbI OLEHUTD,
peanusauuu |aaeksaTHbIii M METOA PE3epPBHOrO KONUpoBaHUs BbIGpaH Ans BbINOSIHEHUA TpeboBa-
6esonacHo- |Hui Bu3Heca.
ctU MpumepamMm NOBTOPSIEMOCTHU, KOTOpAs UCNOSNb3YETCA, ABNSAIOTCS:
- 3epKanbHOE KONMPOBaHWE UMM TUPAXVPOBAHUE B PEXUME pearnbHOro BpemeHu (ko-
raa KpUTUYHOCTb MHAPOPMALIMM MaKCMMAarnbHa);
- eXefHeBHoe KonupoBaHue (koraa TpebyeTcs BOCCTAaHOBNEHUE JaHHbIX C PE3EPBHON
KOMMKU C JaBHOCTbIO, NO KpanHen Mepe, B npeaenax gHs);
- eXXeHeenbHOe KOMMPOBaHUe;
- eXXeMecsiyHOoe KOnupoBaHue.
1.1 MpakTnyeckoe MpoBepUTb, OCHOBAHO M NPOEKTUPOBAHUE PE3EPBHOIr0 KONMUMPOBa-
PYyKOBOACTBO HWSA Ha cTanaapTte peanu3auyum 6e30nacHOCTH
Mpeanonarae- - NokymeHTanbHO opopMneHHas cneuudukaumus pe3epBHOro Ko-
Mbl€ CBUAETENb- | NIMPOBAHUA
cTBa - okymMeHTanbHO 0OpMIIEHHbIE onpeaeneHus TpeboBaHumn ous-
Heca u TpeboBaHuit 6e30MacHOCTH
- MpoekTHasa AOKYMeHTaUmMA NO pe3epBHOMY KONUPOBaHUIO
MeTopg MayyeHue/lpoBepka
1.2 MpakTnyeckoe [MpoBEpPUTH, TAKOBbI 1M YCTAHOBKU KOH(PUIypauUnOHHbIX (hannos
PYyKOBOACTBO CUCTEMbI ANl Pe3€PBHOIO KONMUPOBAHUA, KaK ONUCAHO B NPOEKTHO
JOKyMEHTaLUuu No pe3epBHOMY KOMUPOBAHUIO
Mpeanonarae- - MpoekTHasa AOKyMEHTauus No pe3epBHOMY KONUPOBAHUIO
Mble CBUAETENb- |- KOH(UrypaumoHHble airbl CUCTEMDbI AN pe3epBHOro KONUpo-
cTBa BaHUSA
MeTopa UsyuyeHue/llposepka
1.3 MpakTnyeckoe MpoBepuTb, OCYLLECTBNSAETCA NN pe3epBHOE KONMPOBaHMUe, Kak
PYKOBOACTBO OnMcaHo B NPOEKTHOW JOKYMEHTALMM N0 pe3epBHOMY KONMPOBa-
HUIo
Mpeanonarae- - MpoekTHasa AOKYMEHTaUMA N0 pe3epPBHOMY KONUPOBAHUIO
Mble cBuaeTenb- |- XKypHansl perucrpauum
cTBa - Pe3epBHble HOCUTENMN AaHHbIX
MeToa N3yyeHne/HabniogeHue
2 |CtaHpapt Mpoueaypbl BOCCTAHOBNEHWS AOIMKHBI PETYNISIPHO NPOBEPATLCA U TECTUPOBATLCH,
peanu3aumn |4To6bl 06ECNEYNTE YBEPEHHOCTbL B UX 3(PHEKTUBHOCTU U BO3MOXHOCTU WX BbINOMHE-
6e3onacHo- |HWS B TEYEHNE BPEMEHM, BbIAENEHHOIO B ONEpPaLMOHHbIX Npoueaypax Ans BOccTa-
ctH HOBMEHuA
TexHuyeckoe | CnoXHOCTb U Tpebyemoe Bpemsi BOCCTaHOBMNEHUNA Pa3nUYaloTcs B 3aBUCUMOCTH OT
npumeyaHue |[MCnonb3yemMoro MeToaa, Takoro kak nonHoe unu auddgepeHymansHoe pe3epBHoe
K CTaHZapTy |konupoBaHue.
peanu3auuu | [JOMmKEeH NOArOTABNMBATLCA M JOKYMEHTUPOBATLCS MaH TECTUPOBAHUS U NPOBEPKU
6esonacHo- |npouenyp BOCCTaHOBMEHUA
ctU
21 MpakTuyeckoe MpoBepuUTb, PerynapHo i NPOBEPSIETCS NIaH TECTUPOBAHUSA U
PYKOBOACTBO npoBepku
Mpeanonarae- - 3anucu 0 NnpoBepke nnaHa TeCTUPOBaHUSA U NMPOBEPKK
Mble CBUAETENMb-
cTBa
MeToga UsyueHune/Mposepka
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2.2 MpakTuyeckoe MpoBepuUTb, PErYyNsIpHO N TECTUPYETCA MIaH TECTUPOBAHUA U

pPyKOBOACTBO npoBepKMu, 4TOObI 06ecneunTb YBEPEHHOCTb B a(hhEKTUBHOCTU
npoueayp BOCCTAHOBIEHUS U BO3MOXHOCTM UX BbINONHEHUS B Te-
YeHue BPEMEHU, BbIAENEHHOTO B ONEpaLMOHHBIX Npoueaypax ans
BOCCTaHOBMNEHMS

Mpeanonarae- - 3anucu TeCTMpOBaHMA BOCCTAHOBIIEHUS

Mble CBUAETENb- |- [1naH TeCTMpOBaHMS U NPOBEPKM

cTBa

MeTon UsyyeHune/lposepka

Tabnuua A.5

A.5 TexHuyeckasi npoBepKa Mep U CpeacTB KOHTPONA U ynpaBrneHus Ana odecneyeHua 6esonac-
HOCTM ceTeBbIX ycnyr

Mepa u cpeacr-
BO KOHTPONS 1

MCO/M3K 27002 10.6.2. Be3onacHOCTb ceTeBbIX YCRyr
Cpeacta obecneveHuns 6e3onacHOCTH, YPOBHM YCIyr u TpeboBaHMs B OTHOLLEHUU

ynpaBneHua MEHEeIXXMEeHTa BCeX CETEBbIX YCNYr AOJDKHbI ObITb onpeaeneHbl U BKINIOYEHbI B nobown
[OroBOp MO CETEBLIM YCnyram, BHE 3aBUCMMOCTM OT TOro, OyayT nu oHu oGecneyun-
BaTbCA CUNamu opraHu3auum Unm B pamkax JoroBOpoB ayTCOPCUHIa

Hononnutens- | CeTeas ycnyra — 370 ycnyra, npeaocTaBnsiemas B CETEBON BLIYNCITUTENBLHON cpeae

Hada TeéXHun4e-
ckas nHdopma-
uums

nn6o BHYTpYM opraHu3aumu, nnbo ¢ ucnonb3oBaHueM aytcopcunra. Korga opraHusa-
LUSi UCTIONb3YEeT CeTEBLIE YCNYrK, KOH(puAEHLManbHas nHdopmauums opraHmsauum
MOXET nepeaaBaTbCsl CNOCOGOM, NPUCYLLIEM ayTCOPCUHIOBOI CETEBON ycnyre. Takum
o6pa3om, cneunanucTbl No OLEHKE AOIDKHbI YYMTBIBATh, YTO HEOOXOAMMbIE hYHKLUK
6e3o0nacHOCTH, Takue Kak WucpoBaHue uunu ayrentudukauyms, obecneunsaiorcs
npuBneYeHHbIM NOCTABLUMKOM CETEBLIX YCIYT.

l‘lpmme)palvm CUCTEM, NCNONb3YEMbIX AN CETEBbLIX YCNYT, ABMSAOTCA:

-DNs";

- DHCP?;

- MEXCETEeBOW 9KpaH/BUpTyanbHas 4acTHas CeTb;

- QHTUBUPYCHbI AETEKTOP;

-1Ds?/1Ps?

1 |Ctanpapt JomxHbl 6bITb MAEHTUUUMPOBAHBI HEOGXOAUMBIE AN1S1 KOHKPETHLIX YCAYr Mepbl
peanu3auuu |B6esonacHocTu, Takme kak pyHKLUMM Be30nacHOCTU, ypoBHU ycnyr u TpeboBaHus me-
OesonacHo- |HemkMeHTa. OpraHu3auus JOIPKHA 00eCneUYnTb YBEPEHHOCTb B TOM, YTO NOCTABLLMKK
ctH CETEBbIX YCMYr peanu3yioT 3TU Mepbl
TexHuueckoe | Mpu MCNONb30BaHWUKM CETEBbIX YCNYT BaXkHbl Mepbl 6e3onacHocTu, o6ecneunsatome
npuMevaHue |3aluTy nepeaaBaemon NocpeacTBOM UX MH(OPMaLMK.

K cTaHgapty | TpeboBaHus cyHKUMit 6e30nacHOCTU 0BbIMHO BKMoYaloTcst B TpeGoBaHusa GusHeca.
peanusauuu | Mpumepsl cpyHkUMI 6€30NaCHOCTU, CBA3AHHbIX C CETEBLIMMU YCNYramu:
GesonacHo- |- WwudppoBaHue Ans 3auTbl OT NOACIYLUMBAHUS;
cTH - ynpaseneHne CeTEeBbIM OCTYNOM AN 3aLUThbl OT HECAHKLMOHUPOBAHHOIO AOCTYNA;
- IDS/IPS anga 3awmTbl OT 311I0HAMEPEHHbIX AEUCTBUN;
- unbTpaumsa URLY ANsi 3aLMThbl OT HECAHKLUMOHUMPOBaHHOIO Be6-A0CTYNA;
- pearupoBaHue Ha MHUMAEHTHI, T. €. HA HEOXUJAHHbIE COObLITUS, CBA3aHHbIE C 6€30-
NacHOCTbLIO

") DNS (Domain Name System) — CucTeMa [JOMEHHLIX UMEH.
2 DHCP (Dynamic Host Configuration Protocol) — [MpoTokon AuHaMU4eckoro KoHUrypupoBaHs yana [XoCcT-MaLluMHBI).
9 DS (Intrusion Detection System) — CucTema o6Hapy>KeHUs BTOPXEHMIA.
Y 1Ps (Intrusion Prevention System) — Cucrema npefoTspalleHusi BTOPXEHWA.
9 URL (Uniform Resource Locator) — YuucuumpoBaHHblii ykasatenb pecypca, URL — aapec.
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1.1 MpakTuyeckoe MposepuTb, yaoBneTsopseT nu TpebosaHusim 6usHeca, NPaBoBbIM
pykoBOACTBO TpeboBaHuAM u TpeboBaHUAM 6€30NacHOCTU OpraHn3aumm 40ro-
BOpHasi JOKYMEHTALUA, BKIOYaA NPeA0CTaBNSEeMOE NOCTABLLUMKOM
ycnyr SLA
Mpeanonarae- - [loroBopHas AOKyMeHTauus
Mble CBUAeTenb- |- [lokymeHTauusa, onpeaensiowan TpeGosaHuns
cTBa
MeToa Usyyenne/lposepka
1.2 MpakTuyeckoe B cnyyae BHYTpEHHMX CeTeBbIX YCAyr NPOBEPUTb, TAKOBbI NN, Kak
PyKOBOACTBO OMMCaHo B NPOEKTHOW AOKYMEHTaLMW HA CETEBbLIE YCNYru, yCTa-
HOBKM CUCTEMbI, MICNIOMb3YEMON ANA CETEeBbIX YCNyr
Mpegnonarae- - KoHpurypauua cucremsi
Mble CBUAETENb- |- [IpoeKkTHasa AOKYMEHTaLus Ha CeTeBbIe YCNyru
cTBa
MeToga UsyueHune/lposepka
1.3 MpakTnyeckoe B criyyae BHYTPEHHUX CETEBbIX YCIyr NPOBEPUTL, TAKOBbI SN, KaK
pPYyKOBOACTBO OonnucaHo B NPOEKTHOW AOKYMEHTALIMM HA CETEBbIE YCIYry, 3anncu
CYLLECTBYIOLLIMX CUCTEMHbIX YXypHarnoB permcrpauuu, uCnonb3ye-
MbIX AN CETeBbIX YCIYT.
Mpumepbl 3anncen, OTHOCALLMXCA K CeTeBbIM yCnyram:
- ayTeHTudukayus;
- WndpoBaHue;
- Mepbl U CPEACTBA KOHTPOMA U YNPaBneHNA CETEBLIMU CoOeauHe-
HUAMMU;
- CKOPOCTb KOMMYTaLuu;
- peakuus (B crnyyae OHNanHOBbLIX CUCTEM);
- NPOAOIMKUTENBLHOCTbL NMPOCTOA
Mpeanonarae- - CucTEMHbIE XXypHanbl perncrpaumm

Mbl€ CBUAETENb-
CcTBa

- MpeaynpeanTenbHble CUrHanbI TPeBoru
- NMpoekTHas AOKYMEHTAUMNA Ha CETeBbIe YCAYrn

MeTtog

UsyuyeHne/Habnoaexune
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A.6 TexHnueckasi npoBepKa Mep U CPeACTB KOHTPOSIA U ynpaBneHusa Ansa obasaHHoCcTeN

nonb3oBaTtenen

Mepa u cpeact-
BO KOHTpOIA U
ynpasneHus

MCO/M3K 27002 11.3.1. Ucnonb3oBaHue naponeun
Monb3oBaTenu AOMKHbI NPUAEPKUBATLCA 0OLWENPUHATON NpakTukK B o6nactu 6e30-
nacHOCTU Npu BbIbOpe U UCNONb30BaHUKU Naponen

JononHurenb-
Hasi TexHuye-
ckast uHopma-
uus

[na npepoTepaLleHns HeCaHKLIMOHUPOBAHHOIO A0CTYMNAa K KOMNLIOTEPHLIM pecypcamM
cnefyet co3aaBaTb Napony U XpaHUTb UX B CEKPETe OT TeX, KOMY He paspeLueH A0C-
Tyn.

Maponesas ayreHTU(MKALMA — 3TO METOA ayTeHTU(MKaLUM NoNbL3oBaTeNs, UCMOSb-
3yeMblif HECKONbKUMU pecypcamMu, TakMMu Kak onepauuoHHble CUCTEMbI, NPOrPaMMBbl,
6a3bl AaHHbIX, CeTu unu Beb-caliTbl. KauecTBo napons 3aBUCUT OT €ro AnuHbI U BUAAa
CUMBOJOB, TAKUX Kak OYKBEHHO-LIM(POBLIE CUMBOJbI U 3HAKU.

B HeKkOTOpbIX OnepaLymoHHbIX cucTemax, Takmx kak Windows, y nonb3oBarenein MoxeT
ObITb BO3MOXHOCTb KOH(PUIYPUPOBAHUS NapameTPoB NONUTUKKN naponen. C Apyron
CTOPOHbI, pa3paboTumkn NPUIOXEHUIF MOTryT padpaboTarh (PYHKUUIO ayTeHTUdMKaLmmn
ANA KOHUIYPUPOBAHMS MOMMTUKN NApOnen.

CneumanucTbl No OLEeHKe AOIDKHbI OLEeHUTb 3(PEKTUBHOCTL (PYHKLMIA aBTOpU3aLum C
naposnsiMu, pasMeLLieHHbIX HA BbIMUCTIUTENbHLIX CPEACTBAaX, U COOTBETCTBYIOLLYIO pa-

60Ty 3TUX PYHKLMM

1 [Ctangapt BbIGOp kaueCTBEHHbIX NApONiel 4OCTATOYHOW MUHUMANbLHON ANUHDI, KOTOPbIE:
peanusauuu (1) J1erko 3arnoMMuHaloTCs;
BGesonacHo- |2) HE OCHOBAaHbI HA TOM, YTO KTO-TO APYron MOXET NEerko 0Tragartb unu Nony4vuThb,
cTH UCMOSb3ys CBA3AHHYIO C AaHHbLIM NULIOM UHOpMaLIMIO, Hanpumep, paMnnumn, Home-
pa TenedoHOB, AaTbl POXAEHUA U T. A4.;
3) HEBOCMPUUMUMBDLI K aTakaM MeToaoM noagbopa no cnoeapio (T. €. He COCTOAT U3
CIOB, BKIMIOYEHHBIX B CIIOBApH);
4) He COCTOSIT U3 NMOCrieA0BaTeNbHbIX, UAEHTUYHBIX, NOMHOCTLIO LMPPOBLIX UNK
NONMHOCTbIO OYKBEHHBLIX CUMBOIIOB
TexHuyeckoe | Maponu, KOTopble Nerko 3anoMHUTL APYroMy NOSb30BATENIO, YS3BUMbI B LIENOM
npuMeYvaHue
K cTaHgapty
peanusauyuun
6e3onacHo-
cTH
11 MpakTuyeckoe MpoBepuTb, NPONUCAHbI M B NONUTUKE Naponen opraHn3auumn
PYKOBOACTBO npasuna sbibopa naponen
Mpeanonarae- - Monutuka napone opraHusauum
Mble CBUAETENb-
cTBa
MeToa N3yuenune/llposepka
1.2 MpakTuueckoe MposepuTb, TAKOBbI fK, KAK ONMCAHO B MOMIMTUKE Naporeit opraHu-
PYKOBOACTBO 3auuK, YCTAHOBKM KOH(UIypaummn cuctembl (MoAMTUKA naponen
CUCTEMDI)
Mpeanonarae- - KoHdhurypauus cucremel (MONUTUKa napornen CUCTEMbI)
Mble cBugeTenb- |- MNonutuka naponei opraHusaummn
cTBa
Metoa U3syuenne/HabnioaeHue
1.3 MpakTuyeckoe MpoBepuTb, OTPaXKEHO N U3MEHEHME NONb30BaTENAMU Naponei B
PYKOBOACTBO »XypHanax perucrpauumm
Mpeanonarae- - CucTeMHbIl XypHan perucrpauum
Mble CBUAETENb-
cTBa
MeToa N3yuenne/HabniopeHne
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Mpunoxexune B
(cnpaBo4Hoe)

Hauano c6opa undopmauumn (otnuuHom ot UT)

Beaywmii ayautop B rpynne, NnpoBoAALLEN NPOBEPKY MEP U CPEACTB KOHTPONS U ynpasnexHus uHdop-
MaLMOHHON 6e30nacHOCTbIO, JOSHKEH Ha3HayaTb ayauTopa, NPOBOAALLErO NPOBEPKY MEP U CPeACTB KOH-
Tpons U ynpasneHusi, C COOTBETCTBYIOLLEN KOMMETEHTHOCTLIO U ONbITOM ANA Ka)Xaon obnactn nHgopmaum-
OHHOI 6e30nacHOCTH.

Mo KaxgoW ykasaHHON Huxe cdepe AnA COOTBETCTBYIOLIErO NepcoHana nNpuBeAeH He ucqepnbiBaio-
LM nepeYeHb NPUMEPHBLIX BOMPOCOB.

B.1 KagpoBble pecypcbl U 6€30NacHOCTb

a) YyBCTBYET NM NepcoHarn cebsi OTBETCTBEHHbIM U/MNKU NOAOTYETHLIM 38 CBOU AEWCTBUA?

b)  CyLecTByIOT Nn «Ha MecTe» cneunanuctbl, obnagaiowme 3HaHuaMu no obecnevenuto Gesonac-
HOCTU M MHPOPMALIMOHHON BEe30NacHOCTH, ANA OTBETA Ha BONPOCHI, MOTMBALMKU NEPCOHaNa u npeaocTas-
neHns HeoBXo0AUMOro pykoBOACTBA?

Cc)  ABnAwTCA NU NPUMEHAEMBIE NOMUTUKN U NPOLEAYPLI YETKUMU 1 SMART" (KOHKPETHbIMM, U3Me-
PUMbIMU, NPUEMIEMBIMW, PEANUCTUYHLIMU, NPUBA3AHHBLIMU KO BPEMEHU)?

d)  OcyLlecTBNAETCS MM HaeM NepcoHana B COOTBETCTBUW C OXXMAAEMbIMU «ONEPaLMOHHBIMU» 3HA-
HUAMK?

e)  SBnsieTCa N NepcoHan 3acny>XuBaloWwmm AoBepus, YToObl 06paLaTbCa ¢ YyBCTBUTENbHON UH-
dopmaumen U cucTtemamu, KOTopble MOFyT noasepraTtb ONACHOCTU NPOAOMAMTENBLHOCTL CYLIECTBOBAHUA
opraHmsaumm?

f) £BngaeTca nu nepcoHan TakuM, KOTOPOMY MOXHO NOMHOCTLIO A0BEPATL?

g) Kak onpeaensetca u usmepserca gosepue?

B.2 Monutuku

a) WNepapxus:

)] BbIBOAATCA N NONMUTUKM MHPOPMALMOHHOK Be30nacHOCTU U3 uenei 6usHeca u obuueit nonu-
TUKM BesonacHocTn?
i) KaKk OCyLLECTBNAETCA CBsA3b Mexay nonutukamu UT, kagpoBbIMU NOAUTUKAMU, MONUTUKAMU

npuobpeTeHua n 1. 4.?

b) MonHoTa:

i) paccMaTpuBaloTCA N B NONUTUKAX BONPOCHl o6ecneveHnsa MHopmaLmMoHHoW 6e3onacHOCTU
BO BCEX CEKTopax AesTenbHOCTM BusHeca (kagposom, dmsudeckom, UT, npoagaxk, Npom3BoACTBa, HAy4YHO-
ucernegosatesnibCkoM, 4OroBOPOB U T. 4.)?

ii) AABNAIOTCS N NONUTMKM NOMHBLIMYK B NIIAHE OXBaTa CTpaTerun, TakTMKKM U onepaumin?
c)  dopmynuposka:
)] chopMupoBaHbl N NONMUTUKM NO  MNPUHUMNY  «KOMUA—BCTaBKa», W3NMOXEHHOMY B

MUCO/M3K 27002, unu e Lenu KOHTPONst U Mepbl U CPEACTBA KOHTPOMA U YNPaBAeHNA NPUCNOCOONEeHbl K
KOHKPETHOMY KOHTEKCTY?

i) HanucaHbl N1 NONMUTUKK C YETKON uaeHTudUKaLmen 0TBETCTBEHHOIO nuua (nuu)?

iii}) oXxuaaemoe B pamkax MONMTMKM WM Npoueaypbl AeiCTBME AOMKHO paccMaTpuBaTb «OCHO-
BoronaralLmey» BOMPOChI: KTO, Koraa, 3a4em, uto, rae, kakum oopasom:

- ecnu nuuo (KTo), OTBETCTBEHHOE 3a BbINONMHEHUE AEATENbHOCTU, HE onpeaeneHo, To KTo byaer
JOCTUraTb YCTAHOBMNEHHLIX Lienen?

- ecnu nNnaHoBoe BpeMs (Kkoraa) ANsi BbINONHEHUS AEATENbHOCTU He onpeaeneHo, To 6yaet nu oHa
HayaTa U 3aBepLUEHa B JOMMKHOE Bpems?

- €Cnu 3agaya WM Lenb AesTenbHOCTM He onpegeneHa (3avem), T0 OyaeT nu aeaTenbHOCTb npa-
BWIbHO MOHATA, 8 €€ 3HAYMMOCTb afieKBaTHO yyYTeHa?

- ecnu cama LesTenbHOCTL (UTO) He onpeferieHa, To kak 6yaeT BO3MOXHO €€ BbINONHUTL?

" SMART (Self-Monitoring Analysis and Reporting Technology) — TexHONoOrna camoKoOHTPONSA, aHanusa u coctas-
NEHUS SNarHOCTUYECKUX OTHETOB.
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- ecnu JeATenbHOCTb He onpefenseT 06bekT, MECTO, NPOLIEeCC, MHAOPMALIMOHHLIA aKTUB UMK «Me-
py U CpeaCTBO KOHTPONSA U YNPaBMEHUA», HA KOTOPbIE OHA AOJMKHA OKa3biBaTb BRUsHWE (f4e), TO KakoBa
Oynet ee ahHEeKTUBHOCTL?

- eCnu OesTenbLHOCTb B MpoLeaype YeTKO He onpeaensieT, kakuM 00pa3om BCe AOIMKHO BbIMOSHATb-
€A, TO Kak OHa MOXET ObITb BhINOMHEHA NPaBUILHO (Kakum 06pa3om?)

- €eCnu AeATENbHOCTb TaKKe HE ONMpeAenseT nokasarenu u Mepbl U CPEACTBa KOHTPONA U ynpasne-
HUS1, HaNPaBnEHHbIE Ha NPOBEPKY €€ pasBUTUSI U AOCTIKEHUA LIeNei, TO Kak opraHusauus MoXxeT GbiTb yBe-
peHa, YTo Lenu AOCTUraloTCs UM MOryT 6bITb JOCTUTHYTHI?

iv) CyLUeCTBYIOT N Mepbl U CPeAcTBa KOHTPOMSA W ynpaeneHus u cpeaa npoBepku, 4Tobbl onpeae-
NUTb, NPUBOAATCA N B A€NCTBME U PEanu3ayioTcsi NI NONOXEHUS NONUTUKKA U AOCTUTAIOTCA N Lienn?

V) uenu B POPMYNUPOBKE MNOSIUTUKW AOMXKHbI yuuTbiBaTh kputepun SMART (KOHKpEeTHble, U3Mepu-
Mble, NPUEMINEMbIE, PeanuCTUYHbIE, NPUBA3AHHbIE KO BPEMEHM). Ecnu sxe 9TOro He NpomexoauT, To:

- HEe OTNMYalrLMECH KOHKPETHOCTBIO NN HEMerko ACHO 0Co3HaTh, a nuuo(a), otTeevawwlee(mne) 3a
UX JOCTUKEHNE, OOLIYHO HE onpeaeneHo(bl);

- eCnu uerb He ABMAETCA MBMEPUMMON, TO Mano LWIAHCOB, YTO OPraHn3auus CMOXET NPOBEpUTb, J0C-
TUTaeTCsa OHa UMK HET;

- ecnu uenb He coobLuaeTca nepcoHany u Henpuemnema ana nepcoHana, KoTopoMmy NpuaeTcs cne-
[0BaThb i, TO BENMKa BEPOATHOCTb TOr0, YTO MEpa U CPeACTBO KOHTPONSA U ynpaeneHus byaeT Henpasusib-
HO MOHATAa, 00OMAEHA UNMN «OTKITOYEHAY;

- ecnv uenb HepeanucTu4yHa Mo OTHOLUEHWIO K pearnbHbIM BO3MOXHOCTAM OpraHv3auuu, TO Mano
LLIAHCOB, YTO KOraa-Hubyab oHa 6yaeT AOCTUTHYTA;

- eCnu Lenb He ornpeaeneHa no OTHOLUEHMIO KO BpeMeHu (koraa OHa AomkHa ObiTb AOCTUTHYTA, KO-
raa npeanonaraeTcs HavaTb AEATENbHOCTb U T. 4.), TO CyLlecTByeT OonbLuas BEPOATHOCTb TOTO, YTO HUKa-
kue aeincTeus He ByayT NpeanpuHATLI U Uenb HUKOTrAa He ByaeT foCTurHyTa.

B.3 Opranusaums

a) OnpegeneHa nu u pacnpegenieHa nM COBOKYNHOCTb ponen u 065a3aHHOCTEN, HEOBX0AUMBIX U
JOCTaTOUHBIX ANS1 BbINOMHEHMSA Lenei Gu3Heca ¢ y4eTOM KOHKPETHOTO KOHTEKCTA U OFPaHUYEHUIA?

b)  OnpeaeneHa nu CBA3b C BHELUHUMW OpraHamu?

¢) Bosnaraetcs nu oTBeTCTBEHHOCTL 3a 0b6ecneyeHne 6e30NacHOCTU Ha BHELLHUE PECYPChI, ECIU Y
opraHu3aumu HeT BHYTPEHHUX BO3MOXHOCTEN?

d) PaccmarpusatoTca nv BONPOCkl MHhOPMAaLMOHHON 6e30MacHOCTM B AOTOBOpax?

B.4 dPusnyeckaa 6e30nacHOCTb M 6e30NacHOCTb BHELIHEN cpeabl

B.4.1 Be3onacHbl v nnaowagku ana uHpopmaummn?

a) «30HbI»

i) ABMATCS NWU MOLWAAKU, AOCTYMHblE ANs nyGnukM, JOCTATOMHO W30NUMPOBAHHLIMU OT
nnowaaok ana busHeca?

i) onpeaeneHbl Nu 30HbI, rae obpabartbiBaeTca Hanbonee KpuTUUHaa MHopMmauusa (nepco-
HanoMm Unun cuctemamm MHPOPMaLNOHHBLIX U KOMMYHUKALMOHHbIX TexHonormn (UKT)?

iii) [0CTaTOuHO N M30NMMpPOBaHbl 3TN «Be3onacHble 30HbI», YTOObl U3bexaTb 0OMeHa WH-
dopmauynen?

b)  MecropacnonoxeHnus

i) ABMAIOTCA NU Pa3nUYHbIe 30Hbl YETKO OMpeAerieHHbIMW U COOTBETCTBYIOLUUM 00pa3oM
pacnonoXXeHHbIMU?

i) SABNAIOTCA NN «rpaHvubl» (CTEHbl, MOTOMOK, MON W T.A.) YETKO OnpelesieHHbIMU, a UX
MPOYHOCTb COOTBETCTBYHIOLLEN ANs 3aLMThbl COAEPKALLUXCH aKTUBOB?

iiii) NPUCYTCTBYET /M COOTBETCTBYIOLLIAA MapKUPOBKA MECTOMOSOXEHUI, U HAXOAATCA NN KPU-
TUYECKUE 30HbI BHE NOMNS 3PEHNUS KMOCTOPOHHMX NALI»?

C) «Bxoabl/BbIX0Abl» — TOYKM AOCTYNA

i) ofecneumBaloT M OKHa M ABEpPU U «MNpPOXOAbl» Yepe3 rpaHuLbl Takyr Xe 3aluTy, Kak
«rPaHULbI», KOTAA OHU 3aKPbITHI?

i) CYyLLeCTBYeT N1 COOTBETCTBYIOLLEE yMpasreHue AO0CTYNOM AnNs Bxoda B U Bbixoda U3
«MEeCTOPaCMONOXEHNA» ?

iiii) CyLLECTBYET N cUCTEMA NPeaynpexXaeHns BTOPXKEHUN?

iv) CYLLIECTBYIOT 1M «3anacHbl€ BbIXOAbI», NpeAyCMaTpuBaioLLue OCTATOYHYIO0 MOOUBHOCTb

uHdopmauuu, niogen n obopyaosaHna?
d) Kopugopbl u «nytu»
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i) onpeaeneHsl N1 «NyTU» K 30HaM U nnowaakam:
- nyTu Anga nioaen;
- kabenu (nyTu ans uHcopMauun);

i) CYLLECTBYIOT N1 anbTepHaTUBHbIE NYTU?

ii) obecnevnBatoTCs N 3amTa U MOHUTOPUHT 3TUX «MyTENH» ?

€) MOHUTOPUHT

i) MOTYT IlM pecypcCbl MOHUTOPUHIa obecneynBaTb BUAEHNE, HE Byayun YyBUAESHHBIMU?
i) MOTYT NN PECYPCbl MOHUTOPUHIa YBUAETHL BTOPXEHUE, NOABIIAKOLLEECA ndganexka?
iii) KOrga MOHUTOPUHT aKTUBEH?

iv) rae n Kak XpaHATCA U aHanu3aupyroTca 3anucn?

f) OkpyxatoLias obcraHoBKa

i) SIBNAETCA N OHa COOTBETCTBYIOLWEN ANS XpaHeHMa nHdopmMayum?

i) SIBNSETCS MM OHa Haanexawym obpa3om pazMmeLLeHHOW?

iii) YHKLUMOHMPYET MK, Kak 0XXnaanoch?

B.4.2 Be3sonacHbl nu nnowaaku ana UKT? (AcnekTbl BHEWHEN cpeabl)
a) OHeprocHabxeHune

i) [0CTaTOYHOE/COOTBETCTBYIOLLEE?
i) anbTepHaTUBHOE?

b) KonanunoHmposaHue Bo3gyxa

i) [0CTaTOYHOE/COOTBETCTBYIOLLEE?
i) anbTepHaTUBHOE?

C) Cpepacrtea noxxapoTyLueHus

i) [0CTaTOYHbIE/COOTBETCTBYIOLLUE?
i) anbTepHaTUBHbIE?

B.4.3 be3onacHbl Ny Nowaaku ana noaen?

a)  CywlecTBYIOT Nu 3anacHble BbIX0Abl (C COOTBETCTBYIOLLMMU MEPaMU U CPEACTBAMU KOHTPOMSA U
ynpasneHua)?

b) MpeactaenalT Nu «yTEYKU» (SNEKTPOIHEPTUUN, BOALI, rasa, XMAKOCTEH) NoTeHuManbHy onac-
HOCTb Ang nogen?

(9] MpeacraenaloT nu TemnepaTtypa, BRaXHOCTb, BELECTBA M BUOpauuum NOTEHUMAnbHYK onac-
HOCTb Ang noaen?

d) Pasmewaetca nu obopygosaHue Takum o6pasom, 4ToObl NOAM HE MMENU BO3MOXKHOCTU MOJy-
YnTb TPaBmy?

e) OnpeaeneHbl N «BXOALI/BLIXOALIY W YNPABMATCS MU OHW Tak, YTOOLI MIOAN HE UMENU BO3MOX-
HOCTM NOMy4YUTb TPaBmy?

f) YcTaHoBneHa nu u noaaepXXMBaeTcs Nu oKpyxatowas o0CcTaHOBKa Takum oBpasom, 4ToObl noan
HEe MMenu BO3MOXHOCTU NONYy4UTb TPaBMy?

B.4.4 MeHep)XMeHT MHLUMOEHTOB
a) OnpegeneHbl NN UHUMAEHTBI MHOPMALMOHHON Be3onacHOCTU?
b) CyLWeCTBYOT N BO3MOXHOCTU pearmpoBaHus Ha UHUMAEHTbI MHOPMaLMOHHON 6€30NacHOCTH:

i) pykosoacTsa?
i) ponei n 06a3aHHOCTER?
iii) CpeacTB U pecypcoB?
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Mpunoxenune JA
(cnpaBo4HoOE)

CBegeHusi 0 COOTBETCTBUU CChINTOUYHbIX MEXAYHAapPOAHbIX CTaHO4apToOB
HaUuMOHarnbHbLIM cTaHgaaptTaMm Poccuickon ®eagepaunmn

Tabnuua OA.1

O6o3Ha4eHne cChINTOYHOro CTeneHb O603Ha4yeHe N HauMeHoBaHue
MeXAYHapo4HOro COOTBETCTBUA COOTBETCTBYHOLLEro HaluMoHarnbHOro cCtaHgapTa
CTaHOapTa

MCO/M3K 27000:2009 IDT FOCT P UCO/M3K 27000-2012 UHdopMmaLmMOHHasa TEXHO-
norus. Metoabl u cpeactea obecneyeHns 6e30NacHOCTU.
Cuctembl MEHEIKMEHTA MHADOPMALMOHHON BE30MacHOCTM.
O6wmit 0630p U TEPMUHONOTUA

MCO/M3K 27002:2005 IDT FOCT P MCO/M3K 27002-2012 UHdOpMaLMOHHasA Tex-

CBoJ HOPM U NpaBui MEHegXXMEeHTa MHAOPMALMOHHOM
fesonacHocTu

Honorus. Metoabl n cpeactea obecneyeHns 6€30NacHOCTH.

M punmMmedaHune — B Hac1'o;||.|.|,e|7| Ta6nvn_|,e Ncnonb3oBaHbl cneayruine ycrnoBHble 0603Ha4Y€HUsI CTEMNEHU CoOoT-

BETCTBUA CTaH4apTOB!:

— IDT — ngeHTu4HbIe cTaHAapThI.
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