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06 yreepxaenun CocraBa U coepkaHHs
OpPraHU3aLHOHHDLIX H TEXHHYECKHX Mep 10 ofecneyeHHI0 5€30NMaACHOCTH
MepCOHANBLHBIX AAHHBIX NMPH UX 06paGoTke B HHPOPMALHOHHBIX CHCTEMAX
NepPCOHAIbHBIX JAHHBIX

B coorBerctBM ¢ wuacTei0o 4 cTathH 19 @egepanpHOro 3aKoHa
or 27 wmong 2006 r. Nel152-03 «O nepcoHanpHeix JaHHbIX» (CoOpaHue
3akoHojarenscTBa Poccuifckoit ®enepaunu, 2006, Ne 31, cr. 3451; 2009, Ne 48,
cT. 5716; Ne 52, ct. 6439; 2010, Ne 27, ct. 3407; Ne 31, cr. 4173, c1. 4196; Ne 49,
cT. 6409; 2011, Ne 23, cr. 3263; Ne 31, ct. 4701) u INonoxenneM o DenepanbHoi
ciayxbe MO TEXHHYECKOMY H JKCIIOPTHOMY KOHTPOJMIO, YTBEDKAEHHBIM YKa3oM
Ipesupenta Poccuiickoit @enepauun ot 16 asrycra 2004 r. Ne 1085 (CoGpanue
3akoHozarenbcTBa Poccuiickoit Demepaunn, 2004, Ne 34, cr.3541;2006, Ne 49,
cT. 5192; 2008, Ned3, c1.4921;Ned7, cr. 5431; 2012, Ne7, ct.818),
IIPUKA3BIBAIO:

1. VTBepauth npunaraembie COCTaB W COAEP)KAHME OpPraHH3aUMOHHBIX U
TEXHUYECKHX Mep No ofecreyeHuro Ge30MaCHOCTH MEPCOHAIBHBIX NAHHBIX MPH HX
06paboTke B HHOOPMALIMOHHBIX CHCTEMaX I1€PCOHATBHBIX JaHHBIX.
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2. Mpusnats yrparuBmuM city npukas ®CTIK Poccnn ot 5 dpespana 2010 r.
Ne 58 «O6 ytBepxnennu [TonoxeHns o MeTonax u criocofax 3amMTEI HHPOPMaIHH
B HHOOPMALIHOHHBIX CHCTEMaX I€PCOHAIBHBIX HAHHBIX»

(3aperucTpHpOBaH
Muntoctom Poccun 19 despaia 2010 r., peructpaunonssiit Ne 16456).

JUPEKTOP ®ENEPAJILHOM CJIVIKEbI
IO TEXHHYECKOMY H 3KCINIOPTHOMY KOHTPOJIIO

g7

B.CEJIMH



YTBEPXIEHBI
npukazom @CTIK Poccun
oT « £P» despans 2013 r. Ne 27

CocraB u cogepxaHne
OpraHH3aLHOHHBIX H TEXHHYECKHX Mep HO oGecrieveHHI0 6e30NacHOCTH
NepCOHAIbHbIX AAHHLIX NPH HX 06paboTke B HHGOPMANMOHHBIX CHCTEMAX
NepCOHaNbHbIX JAHHBIX

1. O01He noI0XKeHUus

1. Hacrosmmii mokyMeHT pa3paGoTaH B COOTBETCTBMM C 4HacThio 4 craTeH 19
MeneparbHOro 3akoHa ot 27 uromt 2006 r. Ne 152-03 «O nepcoHaTbHBIX JAHHBIX»
(CoGpanue 3akoHomarensctsa Poccuiickoit ®enepanun, 2006, Ne 31, ct. 3451; 2009,
Ne 48, c1. 5716; Ne 52, c1. 6439; 2010, Ne 27, ct. 3407; Ne 31, cT. 4173, cT. 4196; Ne 49,
cT. 6409; 2011, Ne 23, cr. 3263; Ne 31, ct. 4701) ¥ ycraHaBIHBaeT COCTaB H
colepxaHHe OpraHHU3allMOHHBIX M TEXHUYECKHX Mep Mo obecredeHno 6e30nacHOCTH
NEPCOHANBHBIX JAHHEIX NpH HMX o0pafoTke B HHGOPMALMOHHBIX CHCTEMAaX
HepCOHANBHBIX JaHHBIX (fajiee — Mephl 1o obecnedeHuIo 6e30aCHOCTH HepCOHABHBIX
JaHHBIX) JJIA Ka&XZOro H3 YpoBHeH 3all[MINEHHOCTH MNEPCOHANBHBIX NaHHBIX,
yCTaHOBNEHHRIX B TpeGOBaHMIX K 3aillMTe NepCOHAIBHEIX aHHLIX NPH HX o6paboTke B
MH()OPMALIMOHHBIX CHCTEMAX HEPCOHATBHBIX JIaHHBIX, YTBep)KACHHBIX
noctanosienveM IIpasurensctea Poccmiickoit ®Penmepaunn or 1 Hoabps 2012 r.
Ne 1119 (Cobpanue 3akoHomatensctBa Poccuiickoit ®enmepamuu, 2012, Ned4s,
cT. 6257).

Mepsl no obecneyeHnio 6e30M1aCHOCTH MNEPCOHAIBHBIX JAHHBIX NMPHHUMAIOTCS
[ 3aIUTHl NePCOHANBHBIX JaHHBIX OT HEMPaBOMEPHOTO WM CIIy4aifHOTO HOCTyNa K
HHM, YHHYTOXXEHHH, H3MeHeHMd, OJIOKUpOBaHHSA, KONHPOBAHHA, IPEJOCTABICHHS,
paclpocTpaHEHHA IepCOHANBHBIX JaHHbIX, a Takke OT HHBIX HEMPaBOMEPHBIX
JefCTBHH B OTHOIIEHAH IT€PCOHAIBHBIX AaHHEIX.

B HacrosimeM [JOKyMeHTe He pacCMaTpHBAIOTCA BOMPOCH obecreueHus
6e30MacHOCTH MEepPCOHANBHBIX [JaHHBIX, OTHECEHHBIX B YCTaHOBICHHOM MOpAIKe K
CBEJEHHAM, COCTaBJAIOWIHM [OCYJapCTBEHHYIO TalHy, a Taikke Mephl, CBA3aHHBIE C
MpUMeHeHHeM WHPPOBANBHEIX (KpHNTOrpadHIecKHX) CPEACTB 3aLMTH HH(OPMALHH.

2. Be3onacHOCTH MEpPCOHANBHEIX AAHHBIX TpU UX 06paboTke B HHYOPMALMOHHOH
CHCTEMe NMepCOHANLHLIX JaHHBIX (Hajiee — MHQOpPMaLHOHHAA cuCTeMa) oOecneuHBacT
OflepaTop WM JHIO, OCYyHIECTBIsIOUlee O0OpaGOTKY IEpCOHANBHBIX JaHHBIX IIO
[IOpYYEHHIO oOlepaTopa B COOTBETCTBHH ¢ 3aKOHONATeNbCTBOM Poccuiickoit
Denepauuu.

15 BeIMONHEHUA paboT o obecrneyeHHo 0€30MacCHOCTH NMEPCOHANBHBIX JaHHBIX
npu ux obpaGorke B HHPOPMAIMOHHOR CHCTEME B COOTBETCTBHH C 3aKOHONATENbCTBOM
Poccuiicxoit dengepanni MOryT NMpPUBICKAThCd HA AOTOBOPHOH OCHOBE IOPHAMYECKOE
JIMLO WK HHAMBUAYAIbHBIH MpeANpUHUMATENb, HMEIOIUME TUIIEH3HIO Ha AeTeNbHOCTD
10 TeXHAYECKOH 3a1uTe KOHpHAeHIHANBHOH HHQOpMaUKH.
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3. Meps! o ofecnevenuro 6e30MacHOCTH NEPCOHANBHBIX JaHHRIX PEAIU3YIOTCs B
paMKax CHCTEMbl 3AlUUTHI NTEPCOHANBHBIX AAHHBIX, CO34aBAEMOH B COOTBETCTBUH C
TpeGoBaHWsAMH K 3aumidTe II€pCOHAJBHBIX JaHHBIX I@pu ux oOpaGotke B
HH(OPMaLHOHHBIX cucTeMax HEepPCOHATBHBIX  JIaHHBIX, YTBEPKICHHBIMH
noctaHoeiendeM [lpasurtensctBa Poccuiickol ®emepaumu ot 1 Hoabps 2012 r.
Ne 1119, u gomxHbl OBITH HampaBi€Hbl HAa HEHTPAIM3ALMIO AKTYaJIbHBIX Yrpo3
6e30MacHOCTH NEPCOHATIBHBIX JAHHBIX.

4. Mepsl no oGecnedennio 6e30MacHOCTH NEPCOHANBHBIX JaHHEIX PEalH3yIOTCS B
TOM YHCJIe MOCPEACTBOM NPHUMEHEHHsS B HH(OPMALMOHHON CHCTEME CPEeICTB 3aILUThI
uHbOpMaLuy, [pPOLIEAIINX B YCTAaHOBJIEHHOM [OpAAKe MpOLEAypY OLCHKH
COOTBETCTBHA, B Cly4asX, KOrzJa IpUMEHEHHe TaKuX CpeNcTB HeOoOXOmHUMO I
HeHTpanu3aliy aKTyaIbHBIX YTPO3 6€3011aCHOCTH NEePCOHATBHBIX AaHHBIX.

6. Ouenka 5(¢QeKTHBHOCTH pealiM30BaHHBIX B paMKaxX CHCTEMBI 3alllUThI
[ePCOHANIBHBIX JAHHEIX Mep 0 obecrieyeHHIo 0€30MacHOCTH MEepCOHANBHBIX AaHHBIX
NPOBONKMTCA ONEPaTOpOM CaMOCTOATENBHO WJIH C MNPHMBIEYEHHEM HAa JOrOBOPHOH
OCHOBE IOpHIMYECKMX JHLI M HHAMBUAYAIbHBIX [PEANPUHUAMATENCH, HMEIOIHX
JHIEH3MIO HAa  OCYlIeCTBJIeHHe  JEATeIbHOCTH MO  TEXHUYECKOoH  3aimuTe
KOH(HUAeHIUATbHOH HHbOpMaiH. YKa3aHHAs OLEHKA MPOBOIHTCA HE pEe OAHOro
paza B 3 roza.

7.Mepbl mo obecriedeHHi0 O€30MAaCHOCTH MEPCOHANBHBIX JAHHBIX MNPH HX
0o06paboTKe B TroCyIapcTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMax [PHHUMAIOTCA B
COOTBETCTBMM C TpeOOBaHMAMH ©O 3auMre HHbOpMALMH, CcoAepXailedcs B
rocyIapcTBEHHBIX HH(POPMALMOHHBIX CHCTeMaX, ycranaBnuBaeMbiMH ®CTIOK Poccun
B IIpeJieliax CBOMX MOJHOMOYHI B COOTBETCTBHH C 4acTeio 5 ctaTthi 16 PenepanbHoro
3akoHa oT 27 wmions 2006 r. Ne 149-®3 «0O6 wunbopmauud, HHPOPMALHOHHBIX
TexHONorusix u o 3amure uHbopMauuu» (CoOpanue 3akoHomaTenscTBa Poccuiickoii
®enepauun, 2006, Ne 31, ct. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30,
cT. 4600; 2012, Ne 31, cT. 4328).

II. CocTaB u conepxanue Mep o obecriedeHuIo 6e30MacHOCTH
NePCOHANBHBIX AaHHBIX

8.B cocraB Mep mo obecneueHuro Oe30MACHOCTH MEePCOHANBHBIX AAaHHBIX,
peanu3yeMblX B paMKaX CHCTEMbl 3aIIMThl MEPCOHAIBHBIX [JaHHBIX C Y4eTOM
aKTyallbHBIX yrpo3 ©e30MacHOCTH INEpCOHANBHBIX JaHHBIX ¥  IPHMEHSEMBIX
MHGOPMALIHOHHBIX TEXHOJIOIHiA, BXOLAT:

unenTHdUKaNUA ¥ ayTeHTHHKALKs cyObeKTOB AOCTyMa H 00bEKTOB JOCTYMa;

yIpaBJIeHHE AOCTYIIOM CyOBeKTOB IOCTyNa K 00 beKTaM ZOCTYyIIa;

orpaHHYeHue POrpaMMHOM’ Cpebl;

3alMTa MaIINHHBIX HOCHTeNleld WH(OpPMAUMH, Ha KOTOPBIX XPaHATCS U (MIIH)
obpabaTeiBaloTC  MepcoHalbHBIE [aHHBlE (Hanee ~— MAallWHHBIE HOCHTENH
NePCOHAIIbHBIX JaHHBIX);

perucTpauus coObITUi O€30NacHOCTH;

aHTHBHPYCHAsI 3allUTa;



3

ofHapyxeHHe (NIpesOoTBpallieHHe) BTOPXKEHUH;

KOHTpOJb (2HANN3) 3al{MIIEHHOCTH MepCOHANBHbIX JaHHbIX;

obecreyeHre LENOCTHOCTH WHGOPMAlMOHHOH CHCTEMBl U INEPCOHAIBHBIX
HaHHbIX;

ofecneueHue JOCTYTHOCTH IIEPCOHANBHBIX AaHHBIX;

3allUTa CPEAbl BUPTYalH3aluy;

3alMTa TEXHUYECKUX CPEACTB;

3amMTa HHGOPMAMOHHON CHCTEMBI, ee CPEACTB, CHCTEM CBA3H M Iepeiadyu
JIaHHBIX;

BBISBJICHHE WHIMACHTOB (OJHOTO COOBITUS WM TPYNNbI COOBITHIT), KOTOpbIE
MOTYT TMpPUBECTH K COOAM MIHM HapyLUEHHIO (yHKLMOHHPOBAaHHA HHOOPMALMOHHOM
CHCTEMBI M (MJIM) K BO3HMKHOBEHHIO Yrpo3 0€30MacHOCTH NEepCOHANbHBIX AAHHBIX
(nanee — MHLIMAEHTHI), U pearipoOBaHUe Ha HUX;

ynpasiieHHe KoHGHrypauueid HHGOPMALHOHHON CHCTEMBl W CHCTEMBI 3aLIWTHI
[IEPCOHAIbHBIX JaHHBIX.

CoctaB H copepxaHue Mep no obecrieueHHI0 0€30MacCHOCTH MEPCOHAIBHBIX
JlaHHBIX, HEOOXOMMMBIX NI obecrieyeHHUs KaKAOro U3 YpOBHeil 3alMINEHHOCTH
NePCOHAIbHBIX JAHHBIX, IPUBEEHBI B IPUIIOKEHUH K HACTOAIIEMY JOKYMEHTY.

8.1. Mepbl no uieHTHOHMKALMH ¥ ayTeHTHOHKAUUM CYOBEKTOB JOCTYyna H
00BeKTOB AOCTYyHna [HOJDKHBI o0ecreuuBarh NpPHCBOGHHE CyObektaM H OOBEKTaM
JOCTyNa YHHWKaJBHOTO IIpH3HaKa (MAEHTH(UKATOPa), CPABHEHHE IPEABABIAEMOro
cy6bexToM (0OBEKTOM) JocTyna HIAEHTH(GUKATOpa C IepevyHeM MPHCBOEHHBIX
HAeHTUOUKATOPOB, a TAKXKE NMPOBEPKY TIPHHALIEKHOCTH CyOBeKTy (00BEKTY) HOCTyna
NpeBABIEHHOrO UM HACHTH(HKATOpa (MOATBEPXKACHHE NOJTHHHOCTH).

8.2. Mepsl no ynpasjieHHIO AOCTYNOM CYOBEKTOB JOCTYNa K 00BbEKTaM AOCTyna
JIOMKHB oOecneunBarh ynpapieHHE [PaBaMH M NPHBHJIETHAMH CYOBEKTOB AOCTYTA,
pasrpaHHdYeHMe JOoCTyna CyOBeKTOB JocTynma K o0OBeKTaM JIOCTynma Ha OCHOBE
COBOKYNTHOCTH YCTaHOBJICHHBIX B WH(OPMALMOHHOM CHCTeMe MpaBHI pasrpaHHYeHHUS
JOCTyTa, a TaKKe 00ece4nBaTh KOHTPOb 3a COOIIOEHHEM ITHX MPaBHIL.

8.3.Mepbl 1o OrpaHH4YeHHIO NpPOrpaMMHOHM Cpeabl AOMKHBI 0becrevHBaTh
YCTaHOBKY W (WJIM) 3alyCK TOJBKO Pa3pelleHHOro K HCHONb30BaHHUIO B
HHQOPMALMOHHON  CcHCTEMe  MporpaMMHOro  ofecmedeHHs WIM  HCKIIOYaTh
BO3MOXHOCTb YCTAaHOBKM H (WJM) 3amycKka 3alpellleHHOr0 K MCIONb30BaHHIO B
HH(OPMALHOHHOIi CHUCTEeMe POrpaMMHOTr0 00ecHedeHH .

8.4. Meps! 1o 3aimure MalIHHHBIX HOCHTENeil MepCOHANbHBIX NaHHBIX (CPEACTB
o6paboTky (XpaHeHHs) MEPCOHANbHBIX IAaHHBIX, CHEMHBIX MAIUMHHBIX HOCHTENE
NEPCOHANIBHBIX AaHHBIX) JOMKHBI HCKIIOYaTh BO3MOXHOCTb HECAHKLIHOHHPOBAHHOIO
J0CTYTa K MAIIMHHBIM HOCHTENAM M XPaHSIIMMCA HA HHMX MEpPCOHANBbHBIM JaHHBIM, a
TAKX€ HECAHKLIMOHMPOBAaHHOE HCHOJIBb30BaHUE CBEMHBIX MAIUHHHBIX HOcHTenei
NEPCOHAIBHBIX JAaHHBIX.

8.5.Mepel no peructpaiuyd coObITHII Ge30MacHOCTH HOMKHBI OOecrieduBaTh
cbop, 3amuch, XpaHeHHe M 3aluTy HHQOpMaUHH O COOBITHAX 6€30MacHOCTH B
HMH(OPMaLHOHHOH CHCTEME, a TaKXke BO3MOXHOCTB IPOCMOTPA U aHaIH3a HHPOPMALHH
0 TaKHX COOBITHSAX ¥ pearMpoBaHHe Ha HHUX.
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8.6. Mepbl MO aHTHBUPYCHOH 3aluTe OOMKHBI 00ecrieurBaTs OOHapyXKeHHe B
MHGOPMaLMOHHON CHCTeMe KOMITBIOTEPHBIX MPOrPaMM JIM00 MHOM KOMIBIOTEPHOH
uHpopMalliY, TpefHa3sHAYeHHOH Ui  HECaHKLIMOHHPOBAHHOTO  YHHUUYTOXEHHA.
010KMpOBaHUA, MOAM(UKALMH, KOMHPOBAHUS KOMIIBIOTEpHON HHbOpMALUM HIH
HeWTpanu3alMM CpeicTB 3alUThl WHQOpPMalMH, a TaKke pearupoBaHHe Ha
obHapyeHHe 3THX NIporpaMM 4 HHGopManuy.

8.7.Mepsl mno obHapyxeHHIO (MpeJOTBpPALIEHHIO) BTOPXKEHUH JIOJIKHBI
obecrnieunBath oGHapyxeHue NeHCTBHI B MHGOPMALMOHHON CHCTEMeE, HaNpaBIECHHBIX
Ha HECAHKIIMOHMPOBaHHBIH AOCTYNl K HHGOPMalUH, ClendalbHble BO3AeHCTBUA Ha
HHOOPMALHOHHYIO cHcTeMy W (H/IM) MEPCOHANBHBIE [aHHble B LENAX A00bIBaHMA,
YHUYTOXEHHUS, UCKAXKEHHS M ONOKHPOBaHHUS [OCTYNa K IEepCOHANBHBIM AaHHBIM, a
TaKXKe pearipoBaHHe Ha 3TH NEHCTBHA.

8.8. Mepbl nmo KOHTpoNio (aHaJKW3y) 3AlIMIIEHHOCTH [EPCOHANbHBIX AAHHBIX
JOMKHBI O0€clevnBaTh KOHTPOJb YPOBHS 3alMILEHHOCTH IMePCOHAIBHBIX AaHHBIX,
o6pabaTeiBa€MbIX B HHGOPMALIUOHHON CHCTEME, IyTeM MPOBENCHHs CHCTEMAaTHYECKHX
MepONpUATHH 10 aHanu3y 3aLIMINEHHOCTH WHGOpPMALMOHHOH CHCTEMBI U
TECTHPOBAHHIO paboTOCIIOCOOHOCTH CHCTEMBI 3aIIUTHI EPCOHANBHBIX JaHHbIX.

8.9.Mepel mo of0ecrne4eHHI0 LENOCTHOCTH HHGOPMALMOHHONW CHCTEMBI H
NePCOHANBHBIX  [aHHBIX  JOJDKHBI  ofecmeurBaTh  oOHapyxeHue  (akToB
HECAHKLIMOHHPOBAHHOIO HApyLIEHHS LENOCTHOCTH HHGOPMALHOHHOW CHCTEMBI H
COZIEPXAIUUXCH B HEH NepCOHANBHBIX AAHHBIX, a TAKXKe BO3MOXKHOCTb BOCCTAHOBJICHHS
“H(HOPMALMIOHHOMN CHCTEMBI M COIEPIKAILNXCSA B Hell MEPCOHANBHBIX JAHHBIX.

8.10. Meps! mo obecneyeHHI0 AOCTYIHOCTH MEPCOHATBHBIX JAHHBIX AOMKHBI
ofecrie4nBaTh aBTOPH30BaHHbIH JOCTYI MOJIB30BaTeNeH, MMEIOWHX NpaBa Mo AOCTYIY,
K TIEpCOHANBHBIM JaHHBIM, COAEpXKAlMMCs B HH(POPMALHOHHOM CHCTEMe, B IITaTHOM
pexxuMe GpYHKIMOHHPOBAHHUS HHPOPMAUMOHHOM CHCTEMBI.

8.11.Mepsl no 3ammMTe cpeAbl BUPTYyAIH3aOWHM IODKHBI  HMCKIIOYATh
HECaHKIMOHHPOBAHHBIM JOCTYNl K IepCOHANBHBIM JaHHbIM, 00pabaThiBa€MbIM B
BHPTYJIbHOH MHQPacTpyKType, 1 K KOMIIOHEHTaM BHPTYaJbHOH HHOPacTpyKTypsl U
(unu) Bo3JeicTBHE HAa HUX, B TOM YHCJe K CpelcTBaM YMpaB/EHHS BHPTYaJibHOH
UHQPAcTPyKTYpoH, MOHUTOPY BUPTYalIbHBIX MAIlIHH (THIIEPBU30pY), CHCTEME XPaHEHHS
JaHHBIX (BK/IIOYas CHCTEMY XpaHeHHS 00pa3oB BUPTYaNbHOM MHQPacTpyKTyphl), CETH
nepefavyl JaHHbBIX 4epe3 JJICMEHTHl BUPTYaNbHOH MM (H3HYecKoil HHGpPAcTPYKTYpHI,
FOCTEBbIM OlEpalliOHHBIM CHCTEMaM, BHPTYalbHbIM MallMHaM (KOHTeHHepaMm),
CHCTEME U CETH PEIIMKalll{, TEpPMUHAIBHBIM U BUPTYaJIbHBIM YCTPOHCTBaAM, a TaKXke
CHCTEME PEe3ePBHOIO KOMMPOBAHUS U CO3aBaEMbIM €10 KOITHSAM.

8.12.Mepsl no 3amuTe TEXHUYECKHX CPEICTB  JOMKHBI  HCKIIOYATh
HECAaHKIIMOHMPOBAHHBIA  JOCTYM K CTallMOHAapHBIM TEXHHYECKHM  CpEICTBaM,
o0pabaTbIBalOlIMM  lEepCOHaNbHble  JaHHBlE,  CpeACTBaM,  obOecrneyuBaloLUM
(GyHKLMOHUpOBaHHe MH(GOPMALHMOHHOM cHcTeMbl (fanee — CpeAcTBa obecneueHMs
(GYHKIMOHUPOBAHHUS), 1 B [IOMEILEHHS, B KOTOPBIX OHH MOCTOSHHO PaCMOJOXKEHBI,
3aLUTY TEXHHYECKHX CPeJCTB OT BHEIIHUX BO3AEHCTBMIL, a TakxKe 3alUUTy
NePCOHAbHBIX JaHHBIX, NPEICTABIEHHBIX B BHAE HHGOPMATUBHBIX 3JEKTPUYECKHX
CUTHAJIOB M (PU3MUYECKHX MoJeH.
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8.13. Meps! 110 3amuTe HHGOPMALHOHHON CHCTEMBI, €€ CPEeJICTB, CHCTEM CBS3H U
nepedavyd JaHHBIX MO/DKHBI OOECTeYMBATH 3alLUTY IEPCOHAIBHBIX JaHHBIX [IpH
B3aHMOJICHCTBHU MHGOPMAMOHHOM CHCTEMBI Y €€ OTACNTBHEIX CETMEHTOB C HHBIMH
HHOOPMALIMOHHBIMM ~ CHCTEMaMH H  HHGOPMALIHOHHO-TEEKOMMYHHKAMOHHbIMH
CeTAMHM MOCPEICTBOM [IPUMEHEHMSI apXUTEKTYpbl HH(QOPMALMOHHOH CHCTEMBI W
NIPOEKTHRIX pEIUEHHUH, HanpaBleHHbIX Ha obecreyeHHe 6€30MACHOCTH MEPCOHANBHBIX
JIaHHBIX.

8.14. Mepsl 1o BBIABICHHIO HHUMAEHTOB W pPEardpoBaHUIO HA HHX JOIKHBI
obecrieurBath  OOHapyXeHHe,  HACHTHQWKALHWIO, aHAJW3  HHUUACHTOB B
HHOOPMALMOHHON  cuUCTeMe, a TaKkKe MpPHHATHE Mep [0 YCTPAHEHHIO U
npeaynpexAeHUIO HHIHACHTOB.

8.15. Meper no ynpaBneHuto KoHQUrypauuei HHOOPMALKOHHONU CHCTEMBI H
CHCTEMBI 3allMTLl TMEPCOHANBHBIX JaHHBIX JO/DKHBl obecrevnBaTh YNpaBleHHE
H3MEHEHHAMH KOHQHUIypauud HHOOPMALMOHHOW CHCTEMBI H CHCTEMB 3ALIHTHI
MEePCOHANbHBIX JaHHBIX, AaHalU3 MOTEHLHAIbHOrO BO3AEHCTBHA IUIAHUPYEMBIX
U3MeHeHHH Ha ofecrneuyeHHe O€30MIaCHOCTH MEepPCOHANBHBIX [JAHHBIX, a TaKiKe
JNOKYMEHTHPOBAHHE 3THX HU3MEHEHHH.

9.Beibop Mep mno ofecneueHur0 0€30MACHOCTH [EPCOHANBHBIX IAHHBIX,
MoANeXalMX peann3alid B MHPOPMALMOHHOH CHCTEME B PaMKaX CHCTEMbI 3aLLUTHI
NEPCOHANbHBIX NaHHBIX, BKIIOYAET:

onpesienenve 6a3oBoro HaGopa Mep mo obecneueHHo 0Ge30macHOCTH
NePCOHANBHBIX JaHHBIX JJIS YCTaHOBJIEHHOTO YPOBHS 3alIHILCHHOCTH MEPCOHATBHBIX
JaHHBIX B COOTBETCTBHU C 0a30BbIMH HabopaMH Mep Mo obecreyeHHI0 (e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, IPUBEICHHBIMU B IPUIOKEHHH K HACTOAIUEMY HOKYMEHTY;

ajanraudio  G6asoBoro Habopa Mep 1o ofecrneueHHI0  6e30MacHOCTH
MepCOHANBHBIX JAHHBIX C YYEeTOM CTPYKTYPHO-(QYHKUHOHAIBHBIX XapaKkTepUCTHK
MHGOPMALIMOHHON  CHUCTeMsl, HH(OPMALMOHHBIX  TEXHOJOTHH, OcoGeHHOCTe
(yHKLHOHUPOBaHUA HWH(MOPMALMOHHOM CHCTeMBI (B TOM 4HCNE HCKIIOUEHHE U3
0azoBoro Habopa Mep, HENOCPEJCTBEHHO CBS3@HHBIX C  HMH(OPMALHOHHBIMU
TEXHOJIOTHSIMH, HE MCMONB3yeMbIMH B HMH()OPMALUOHHOH cUCTEMe, WIH CTPYKTYpHO-
OYHKLUMOHANBHBIMKH  XapaKTEPUCTHKAMH, HE CBONCTBEHHBIMH  HH(OPMALIHOHHOM
CHUCTEME);

yTOYHEHHEe ajanTHpoBaHHOro Gasosoro Habopa Mep no o6ecneyeHHIO
0€30MacHOCTH MEPCOHANIBHBIX [JaHHBIX C YYeTOM He BbIOPAaHHBIX paHee Mep,
NpUBENIEHHBIX B NPHUJIOXKEHHH K HACTOsLleMy MOOKYMEHTY, B pe3yJbTare dero
ONMpezieNAOTCA  Mepbl Mo  obecrneueHHI0 0E30MacHOCTH MEPCOHANBbHBIX AaHHBIX,
HanpaBjieHHble Ha HEHWTpanu3alMi0 BCEX aKTyalbHbIX YIpo3 0e30macHOCTH
NePCOHANBHBIX JaHHBIX A1 KOHKPETHOH HHPOPMAIMOHHOH CHCTEMBI;

JIONOJTHEHHE YTOYHEHHOrO ajanTHpoBaHHOro Ga3oBoro Habopa Mep Mo
obecrieyeHH0 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MepaMH, obecreurBaroIMMU
BbIMTOJIHEHHE TPeOOBaHUH K 3alIUTe [ePCOHATbHBIX AaHHBIX, YCTAHOBIEHHBIMA HHbIMH
HOPMATHUBHBIMM TPaBOBbIMH aKTaMU B obnacTH obecnevenuss Oe30nmacHOCTH
NepCOHANBHBIX TaHHBIX U 3aIUUTHI HH(GOPMALIHH.
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10. ITpy HEBO3MOXHOCTH TEXHUYECKOH peanusalliy OTAENBHBIX BEIOGPaHHBIX Mep
no obecriedeHHIo Oe30IACHOCTH MEPCOHANBHBIX JAHHBIX, a TaKKe C YYETOM
JKOHOMHUUYECKOH liesecoobpasHOCTH Ha 3Tanmax ajganTauvd GasoBoro Habopa Mep u
(unu) yTouHeHMs ajanTHpoBaHHOIo Ga3zoBoro HaGopa Mep MoOryT paspabaThiBaThCst
HHbie (KOMIEHCHDYIOLIME) Mephl, HalpaBieHHble Ha HEHTpalM3alMIO aKTyallbHBIX
yrpo3 6€30MacHOCTH NEePCOHATILHBIX JaHHbIX.

B stom cmyuae B xofe pa3pabOTKH CHCTEMB! 3aIHUTH MEPCOHANBHBIX NaHHBIX
JODKHO OBITH NpOBEeHO OOOCHOBaHHE IpPUMEHEHHs KOMMIEHCHPYIOIIHX Mep A
obecrieyeHust 6€30MacCHOCTH MEPCOHANIBHBIX JaHHbIX.

11.B cnydae onpeieneHuss B COOTBETCTBHH C TpeGoBaHHSMH K 3alluTe
[epCOHANIbHBIX NpH KX 00paboTke B HH(POPMALUOHHBIX CHCTEMaX IE€PCOHAIBHBIX
JaHHBIX, YyTBEPKICHHBIMH MocTaHoBieHHeM [IpaButensctBa Poccuiickoit denepauun
or | HosOps 2012 r. Ne1119, B kauyecTBe aKTyanbHbIX Yrpo3 Oe30macHOCTH
MePCOHATBHBIX JAHHBIX 1-r0 U 2-ro TUIMOB JONOJHUTENBHO K MeépaM Mo o0ecneueHHIo
0e30MacHOCTH MNEpPCOHANBHBIX JAHHBIX, YyKa3aHHbIM B MyHkTe 8 Hacrosluero
IDOKYMEHTa, MOTYT NIPUMEHATHCS CIIEAYIOLHE Mephl:

[poBepka CUCTeMHOro ¥ (WIM) NPUKJIAZHOrO [POrPaMMHOrO oGecreveHHs,
BKJIIOYAst MPOrPaMMHBIH KOJ, HA OTCYTCTBHE HEACKIAapUPOBaHHBIX BO3MOXHOCTEH ¢
MCIIOTIBE30BaHHEM aBTOMATH3UPOBAHHEIX CPEJICTB ¥ (MH) 6e3 UCNONb30BaHNs TAKOBBIX;

TECTHPOBaHUE UH(POPMATIMOHHON CHCTEMBI HAa POHUKHOBEHHS;

HCIOJIb30BaHUE B MHOOPMALIHOHHOI CHCTEMe CUCTEMHOIO U (MIH) NPHKIAAHOIO
nporpaMMHOro  obecriedeHus, pa3pabOTaHHOrO C  MCIONB30BAHHEM  METOIOB
3allUIIEHHOro MPOrpaMMHpOBaHHs.

12. [Tpu HCrONBb30BaHUH B HWH(QOPMALMOHHBIX CHCTEMaX CepTH(UIMPOBAHHBIX
o TpeboBaHuAM Oe30MacHOCTH MHGOPMALIHH CPEACTB 3aIUUThl HHYOPMALHH:

a) ans obecrevenuss | ¥ 2 ypoBHe#l 3aILMIIEHHOCTH MEPCOHANBHBIX JaHHBIX
MPHUMEHSOTC:

CpelCcTBa BbIYMCIUTENbHON TEXHUKH HE HHXKE 5 KIlacca;

cHcTeMbl 0OHAPY)KEHHA BTOPXKEHHI M Cpe/ICTBA aHTHBUPYCHO 3aIUTHI HE HHXKeE
4 knacca;

MeceTeBbIle IKpaHbl He HUXe 3 Kilacca B cilydae aKTyalbHOCTH yrpo3 l-ro uim
2-ro TUMOB MM B3aMMOJCHCTBUS HH(POPMALMOHHON CHCTeMbI C MH(OPMALMOHHO-
TeNIeKOMMYHUKALHOHHBIMH CEeTAMH MEXIYHapoqHoro WHdopMalnoHHOro obMeHa M
MEXCETeBble IKpaHbl He Huxe 4 kiacca B ciydae aKkTyalbHOCTH Yrpo3 3-ro Tuma M
OTCYTCTBUS B3aMMOZEHCTBUSL HHGPOPMALMOHHOH cHcTeMBI C HMH(OpPMAILIMOHHO-
TeeKOMMYHHKAIIHOHHBIMY CETAMH MeXIyHapoAHOro HH(GOPMaLIOHHOTO 00MeHa;

6) wis obecrieueHus 3 YpoBHS 3ALUMLIEHHOCTH [E€PCOHANBHBIX JIAHHBIX
MPUMEHSIOTCS:

Cpe/iCTBa BHIYUCIUTENBHOH TEXHUKH HE HHXe 5 Krnacca;

cucTeMbl OOHapYKeHHsI BTOPXKEHUH U CpeACTBa aHTUBHPYCHOM 3aLUMTHI HE HUXE
4 knacca 3amMTHl B Cllydae aKTyanbHOCTH Yrpo3 2-ro TMNa WJM B3aUMOJEHCTBHS
HH(OPMALMOHHOM CHCTEMBI C HH(OPMALHOHHO-TEJEKOMMYHHUKALMOHHbIME CETAMH
MEXyHAPOJHOro HH(GOPMALMOHHOTO 0OMeHa H CHCTeMbl OOHapy)KeHHs BTOPKEHHA U
CpelCTBa aHTHBUPYCHOI 3alUTBI He HHUXe 5 Kilacca 3allMThi B CIy4ae aKTyalbHOCTH
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yrpo3 3-ro THma ¥ OTCYTCTBHS B3aUMOACHCTBHSA HHGOPMALMOHHOH CHCTEMBI C
HHGOPMALIMOHHO-TeJIeKOMMY HUKalHOHHBIMU CeTAMH MEXIYyHapOAHOrO
HHGOPMAIIMOHHOTO 0OMeHa;

ME)XCeTeBble IKPAHbI He HiDke 3 Kiiacca B Cllydae aKTyalbHOCTH YTpo3 2-ro Tura
HIH  B3aMMOZeHCTBHA  MH(OpPMaUHOHHOH  cHcTeMbl ¢ uH(bOPMalHOHHO-
TEeNeKOMMYHHUKAlIHOHHBIMH CETAMH MEXIYHapoIHOro MH(QOpPMAaLMOHHOIO oOMeHa H
Me’XCeTeBble 3KpaHbl He HiDke 4 Kiacca B Cilydae aKTyalbHOCTH yrpo3 3-ro TWla H
OTCYTCTBHS B3aMMoJeicTBU HH(POPMALHOHHOM CHCTEMBI C HH(OPMALHOHHO-
TeIeKOMMYHHKALIHOHHEIMH CETAMH MEXIYHapOJHOTO HH(GOPMAaLOHHOTO 00MeHa;

B) ANt obecrevennss 4 ypOBHA 3aUIMINEHHOCTH MEPCOHANBHBIX JaHHBIX
TIPUMEHSIOTCS:

Cpe[cTBa BEIYMCIHTENBHON TEXHUKU HE HIDKE 6 Kiacca;

CHCTeMbl OOHAPYKEHHs BTOPXKEHHMIl U CpelCTBAa aHTUBHPYCHOH 3aIMTHI HE HHKe
5 knmacca;

MeCeTeBbIe IKpaHBbI 5 Kiacca.

s obecnevenns 1 u 2 ypoBHe# 3aIMILEHHOCTH MEPCOHANBHBIX AAHHBIX, a
TaKKe Uil obecrieyeHHs 3 YpOBHS 3aIMIUEHHOCTH HEPCOHAIBHBIX [aHHBIX B
HH(pOPMALIHOHHBIX CHCTEMax, Ul KOTOPHIX K aKTYallbHbIM OTHECEHBI YIpoO3bl 2-ro
THIA, MPHMEHSIOTCS CPeACTBAa 3alIMTHI MHGPOpMALMH, MPOrpaMMHoe obecreveHne
KOTOPBIX MpOLLIO MPOBEPKY HE HHXE 4YeM MO 4 YPOBHIO KOHTpOJSI OTCYTCTBHS
HeJleKJIapUPOBAHHBIX BO3MOXHOCTEM.

13.Tlpy  wucnons3oBaHMH B  HHGPOPMALUOHHBIX  CHCTEMaX  HOBBIX
MH(OPMALMOHHBIX TEXHOJOMHMH W BBIABICHHH [OTIONHUTENBHBIX Yrpo3 0e30MacHOCTH
MepCOHANIbHBIX JaHHBIX, JUI1 KOTODBIX HE oOnpejeNneHbl Mepbl oOecrneYeHUs HX
0e30MacHOCTH, KOJDKHBI pa3zpabaThiBaTbCS KOMIIEHCUPYIOLIHE MEPHI B COOTBETCTBHH C
nyHkToM 10 Hacrosiero HOKyMeHTa.



IMpunoxerue

k CocTaBy U CONEPKAHHIO

OpPraHH3alHOHHBIX H TEXHUYECKHX MEp No
obecrieyeHHIo 6e30MacHOCTH IIEPCOHANBHBIX
JIaHHBIX pH UX 00paboTke B MHPOPMAIHOHHBIX
CHCTeMax IIepCOHATBHBIX HaHHBIX

Cocras u coaep:xande Mep no ofecneueHuIo Ge30NaACHOCTH HEPCOHAILHBIX
AQHHBIX, HeO0X0AMMBIX /151 0GecniedeHHs Ka’KI0ro U3 YpoBHeil 3a1HIIeHHOCTH

NEepPCOHAJBHBIX JAHHBIX

YcnoBHoe Coaepxanue Mep o obecrie4eHHI0 6e30MacHOCTH YposHHK
o6o3Haue MEPCOHANBHBIX TaHHBIX 3aLMILIEHHOCTH
HHe U TIEpCOHAIBHBIX
HOMeEp JaHHBIX
MephI 4] 37 2] 1
I. UnenTudukanus u ayreHTHOUKALHS \
cy6pexToB qoctyna 1 00sektoB gocryna (MAD) :
HAD.1 Nnentuduxanus d ayteHTudmkausa | + | + | + | + |
osb30BaTene, SABIAIOMIHXCA paGorHuKaM#I
omeparopa f
HA®D.2 Hpentudukauns U ayTeHTHOUKALHI YCTpPOMCTB, B + | + 1
TOM  YHCIE  CTAlUMOHApHBIX, MOOMJBHBIX U
MOPTATHBHBIX
HAD3 YnpaBnenne uICHTHQHKATOpaMH, B TOM uMcne| + | + | + | + '
CO37aHue, ApPHCBOEHHE, YHHUYTOXXEHHE |
nIeHTH(HKaTOpOB ]
HAD.4 VipapieHue cpencTsaMH ayTeHTH(HKAUMH, B ToM | + | + | + | + |
YHCle  XpaHeHHe,  BblAaua,  HHHALMAIM3ALMA, ‘
0JIOKMpOBaHHNe CpenCTB ayTeHTU(DHUKALMN H PUHATHE |
Mep B ciy4ae yTpaThl M (WJIM) KOMIIpOMETALHH |
CPEACTB ayTeHTHOHKaLHK ‘
HAD.5 3amura obpatHoit CBA3H npu BROAE | + | + | + | + |
ayTeHTU(QUKaUHOHHOH HHOopManuu
HA®D.6 Unentuduxauns u ayTeHtudukauus | + | + | + | +
nonp3oBatenell, He ABAAIOMMXCA  paGoTHHKaMH |
oneparopa (BHEIHUX M0J1b30BaTelNeH) :
II. YnpaBaenue aoctynom i
cyOBekToB octyna Kk oopektam noctyna (YIII)
yIia.1 VYnpasnenue (3aBefieHHe, aKTHBalKsA, GloKHpoBanke | + | + | + | +
| " YHHUTOXKEHHE) Y4EeTHBIMH 3aMUCAMU




[ONIL30BAaTENEH, B TOM qyucie BHEILHHX
nosp3oBareneit

VIIA.2

Peann3zauus HeoO0XOANMBIX METOI0B
(mucKpenOHHbIH, MAHAATHBIH, poneBOH WIH HMHOH
MGTOJI), THIIOB (‘ITCHPIC, 3afMucChb, BBINOJIHCHHE HIH
MHO THIT) ¥ NPaBUJ Pa3rpaHHYEHUs NOCTyna

YIia.3

VnpaBnenne  (punwrpauns, MapIIpyTH3aLHA,
KOHTPOIIb COEAMHEHHUH, OTHOHANIpaBJIeHHasd repejaia
W HHble CIOCOOBI yrnpaBieHHs) WHGOPMAaLHOHHBIMH
[OTOKAMH  MEXAY YCTPOHCTBaMHM, CEerMEeHTaMH
UH(pOPMAaLMOHHOH CHCTEMBI, a TaKKe MeEXIy
HHGOPMALMOHHBIMA CHCTEMaMH

YIia.4

Paznenenne momHoMoumii (poseit) monb3oBarene,
aJMHHHCTPAaTOpOB H JINL, o6ecne'-mnalomx
(YHKIHOHUPOBaHHE HHOOPMAIIMOHHOH CHCTEMBI

YIIA.S

Ha3sHaueHHe MHHMMANIBHO HEOOXOOMMBIX IpaB H

NpUBHIIErHii TONBL30BATENAM, AQAMHHHMCTPaTopaM H
nuuaM, — obecrmeunBalomMM  (QYyHKUHOHHpOBaHHE
UHGOPMALHOHHON CHCTEMBI

VIIL6

OrpaHuueHHe HEYCHEIUHBIX MOMBITOK BXOAd B
HH(OPMAIIHOHHYIO cHCTEMY (noctyna K
HH(GOPMALIMOHHO# CHCTEME)

YITA.7

[Ipenynpexaenne mons3oBatens MNpH €ro BXOAE B
UHGOOPMAaLIMOHHYIO CHCTEMy O TOM, 4YTO B
HH(OpPMaIIHOHHON CHCTEME peanu30BaHBI Mephl MO
obecrnieyeHHI0 6e30MacCHOCTH MEPCOHANBHBIX NaHHBIX,
U O HeoOXOMUMOCTH COOIIONEHHS YCTaHOBIEHHBIX
omneparopoM npaBuwi 006pabOTKH  NEepPCOHANBHBIX
JaHHBIX

VI8

OmnoBelleHHe  MONB30BaTeNlds  MOC/HE  YCMEWHOro
BXxoja B HHGOPMAUHOHHYIO CHCTEMy O €ro
NpeJbIAyeM BX0o/ie B MHQOPMAIHOHHYIO CUCTEMY

yIig.9

OrpaHnueHde 4YHCiIa [apajUleNbHBIX  CEaHCOB
JOOCTyNa JUls KaXIOH yueTHOMH 3amicd Monb30BaTens
HHGOPMALHOHHO# CHCTEMBI

YIA.10

broxupoBanue ceanca 10cTyna B HHPOPMATHOHHYIO
cHUcTEMY nocJye YCTaHOBJIEHHOTO BpEMEHU
OespeiicTBus (HEaKTHBHOCTH) IMOJIb30BATEN HIH 110
€ro 3anpocy

VIO 11

Pazpentenue (3amper) AeHCTBHI mMmonb3oBarenei,
pa3peleHHbIX hils} UIeHTUUKALNA u
ayTeHTH(UKALUH

YITI.12

IMomnepxka 1 coxpaseHue aTpubyTOB 6€30MaCHOCTH
(MeTOK 0€30MacHOCTH), CBA3aHHBIX ¢ uHpOpManued B
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mpolecce ee XpaHeHHq H 06paboTku

YIIA.13

Peanu3aluus 3aUIMIIEHHOTO YAAJIEHHOr0 JAOCTYIa
cyOBeKTOB OOCTyna K OOBEKTaM JOCTyma uepe3
BHEIHHE HMH(POPMAaLMOHHO-TETEKOMMYHHUKALIMOHHEIE
ceTH

VII1.14

PernameHTanus M KOHTPONb WCMONE30BaHHA B
nH(OpMaIHOHHOH cucTeme TEXHOJIOTHi
GecnpoBOIHOrO JOCTYNA

VIO 15

PernameHtauus W KOHTpOJb HCHOJB30BAaHHA B
MH(OPMALHOHHO#H cHCTEMe MOGHIBHEIX TEXHHYECKHX
CpecTB

YIIA.16

VYnpasnenune B3aHMOJIeiiCTBHEM c
HHPOPMaIIMOHHBIMH cHCTEeMaMH CTOPOHHHX
oprauuzauuii (BHeuIHHe HHPOPMALMOHHEIE CHCTEMBbI)

YII[.17

OOGecrieueHne  NOBepeHHOM  3arpy3kH CpeACTB
BBLIYHCIIHTENBHON TEXHHKH

I1I. Orpannyenne nporpaMmuoii cpeast (OIIC

OrIC.1

VYnpasnenue 3amyckoM (o6pateHusIMH)
KOMIIOHEHTOB TPOrpaMMHOro obecrnedyeHus, B TOM
YHclle ONpefeNieHHe 3alyCKaeMBIX KOMIIOHEHTOB,
HACTpOHKa InapaMeTpoB 3allycka KOMIIOHEHTOB,
KOHTPOJIb 3a 3aIlyCKOM KOMITOHEHTOB NMpPOrpaMMHOTO
obecreueHus

Or1C.2

YnpasneHue YCTaHOBKOH (uHCTANNALHEH)
KOMITIOHEHTOB MPOTrpaMMHOr0o oﬁecneqemm, B TOM
9HC/Ie OlpefeNeHHe KOMIIOHEHTOB, MOIEeXaIHX
YCTaHOBKE, HACcTpoiika IapaMerpoB  YCTAaHOBKH
KOMITOHEHTOB, KOHTPOJIb 32 YCTAHOBKOH KOMIOHEHTOB
IIporpaMMHOro obecrneyeHus

OrIC.3

YcTaHoBKa (MHCTAUIALMA) TONBKO pa3pelIeHHOro K
HCIIOJIB30BAHHIO NIPOrPAMMHOTO o0ecreueHus U (1iu)
€ro KOMNOHEHTOB

OriC.4

VnpaeiaeHue BpeMeHHBIMH (aiilaMi, B TOM 4YHCIE
3alpeT, paspelleHHe, MepeHanpaBlieHHe 3alluCH,
ylaleHye BpeMeHHBIX (aii1oB

V. 3amuTa MallIMHHBIX HOCHTeJIel nepcoHanbHbix JaHHbIX (3HH)

3HH.1

YuyeTr MallIMHHBIX HOCUTENEH NMEPCOHATBHBIX JAHHBIX

3HU.2

anaBneHHe AOCTYIIOM K MalllMHHBIM HOCHTEIAM
[MEPCOHAIIBHBIX NaHHBIX

3HN.3

KOHTPOJ'IB NEPEMEHICHUA MAUIMHHBIX HOCHUTEJIeH
NePCOHAIBHBIX MaHHBIX 3a IPEeACJIBI KOHTpOJ’IpreMOﬁ
30HBI

3HHN.4

Hckmodenue BO3MOXHOCTH

HECAaHKIIHOHHPOBAaHHOI'O O3HaKOMJICHHUSA C
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COAEpXaHUEM MEPCOHAIBHBIX JAHHRIX, XPaHAIIUXCA
Ha MaUIMHHBIX HOCHUTENsX, U (MIM) HCHONB3OBaHMA
HOCHTeNe TNEpCOHAJIBHBIX JaHHBIX B HHBIX
nH(GOPMALIHOHHBIX CHCTEMAX

3HU.5

Kourtpons wucnons3oBanus uHTepdeiicoB BBoAa
(BbiBOma) HMHQOpMalMH Ha MAaIIMHHbIE HOCHTENH
MEePCOHATBHEIX JaHHbBIX

3HH.6

Kontpons BBoma (BeBoZa) uH(OpManWM Ha
MAIUMHHBIE HOCHTEJIH NEPCOHANBHEIX JAHHBIX

3HNA.7

KoxTpons mnomoveHUs MAaIIMHHBIX HOCHTeneH
TIepCOHANBHBIX JaHHBIX

3HH.8

VHuutoxeHue (cTupaHue) und obe3HUHBaHHE
MEPCOHABHBIX [AaHHBIX Ha MAIIMHHBIX HOCHTENAX
OpY HX Mepejade MeXIy MONB30BaTeNAMH, B
CTOpPOHHHE  OpraHM3alliH Ui PEMOHTa  WIH
YTHIM3allMH, a TaKXKe KOHTPONb YHHYTOXKEHHS
(cTupan¥s) unu o0e3nuIUBaHUA

V. Perucrpanus co6srtnii 6esonacioctu (PCB)

PCE.1

Onpepenenue coObITHI 6e3onacHoCTH,
MOJUTEXKAIMX PETHCTPallMi, H CPOKOB HX XpaHeHHS

+

PCB.2

Ornpegenenre cocTaBa U COAEPXKaHHUA HHpOpMALHH
o COOBITHAX 6e30macHOCTH, MOAIEXAMMX
perucTpaunu

+

PCB.3

C6op, 3anmuch 1 xpaHeHHe HHGOPMALUK O COOBITHAX
0€301acHOCTH B TEYEHHE YCTAHOBJIEHHONO BPEMEHH
XpaHEeHHA

PCB.4

PearnpoBanue Ha c60M mpHM perucTpamuu coObITHi
fesonacHOCTH, B TOM 4HCNe anmaparHele H
nporpaMMHEbIe OIIMOKH, cOOM B MexaHM3Max cGopa
MHpOpMaLMH M JOCTHXeHWe mnpefena  WiH
nepenosHeHHs 06beMa (eMKOCTH) mamsTH

PCB.5

MOHUTOPUHT  (NPOCMOTP, AaHAIN3) PE3YILTATOB
perucrparuy coObiTHii 6e30MacHOCTH ¥ pearupoBaHue
Ha HUX

PCB.6

[eHepupoBaHMe BpeMeHHBIX METOK H  (WiIn)
CHHXPOHH3ALIUA CHCTEMHOI'O BpEMEHH B
HH(OPMALIHOHHOH cHCTeMe

PCB.7

3amura HHdopMaLuK o coOBITHAX 6e30MaCHOCTH

VL. AntusupycHas 3amura (AB3)

AB3.1

Peanuzauus aHTHBHPYCHOM 3alIKTHI

AB3.2

O6HoBIIeHHE 0a3bl JAHHBIX MPU3HAKOB
BPELOHOCHBIX KOMIIBIOTEPHBIX pOrpamMM (BHPYCOB)

VII. O6napyxenue BropxeHuii (COB)




COB.1

O6HapyXeHHe BTOPXXeHHUi

COB.2

Q6HoBneHHe 6a3b! pelIal0MKX IpaBHa

VIII. Kontposns (aHanu3) 3aliMIleHHOCTH NepcoHaIbHEIX AaHHBIX (AH3)

AH3.1

BrisiBnenue, aHanu3 ya3BUMocTei
MHQOPMALOHHOM  CHCTEeMBl ¥ ONEepaTHBHOE
yCTpaHeHHe BHOBb BHIABIEHHBIX yA3BUMOCTEN

AH3.2

KonTposns ycraHoBKH OOHOBJIEHHH NpPOrpaMMHOIoO
ofecreyeHus, BKIIOdas OOHOBIEHHE NPOrpaMMHOTO
ofecreyenns CPEACTB 3alUHTH HHPOPMaUHH

AH3.3

Kontposip  paGortocnocoGHOCTH, napaMeTpoB
HACTPOWKM M TPABHIBHOCTH (QYHKIIMOHAPOBaHMA
[pOrpaMMHOro ofecrmedeHUs M CpPEACTB 3alUThi
HHGopMaunu

AH3.4

KoHTpons  cocraBa  TeXHMYECKHX  CpEJCTB,
porpaMMHOro obecreveHHs M CpPeACTB 3aILHTHI
HHbopManuH

AH3.5

KoHTposns mnpaBusl reHepauMd M CMEHBI MNapoiei
TIONb30BATENEH, 3aBelieHHA W YOANeHHA YYETHBIX
3amuceit  Monp3oBaTeNed, peayM3alMM  TpaBHI
pasrpaHuyeHus J0CTYyIa, MOTHOMOYHH
oJib30BaTesNiel B MHGOPMAMOHHOMN cHCTeMe

IX.O6ecreyenne eAOCTHOCTH
HHGOPMALHOHHOM CHCTEMEI H IIEPCOHANBHBIX JAHHBIX

(9)00)))

OLJL1

KoHTposs LIENIOCTHOCTH ApOrpPaMMHOTO
ofecreyeHus, BKIIOYas NporpaMMHOe oGecrieueHHe
CpPeACTB 3aUUTh HHpOpMaLMU

OLlL.2

KOHTpO/Ib HEnoCTHOCTH MEPCOHANBHBIX MAAHHbIX,
coaepxamuxcst B 0azax MaHHBIX HHGOPMALHOHHO#M
CHUCTEMBL

OLUL3

ObecrnietieHHE  BO3MOMCHOCTH  BOCCTaHOBIIEHHA
POrpaMMHOro obecriedeHus, BKIIOYas MPOrpaMMHoOe
ofecriedeHue cpeicTB 3alUTH HHGOPMALMHU, HpH
BO3HUKHOBEHHH HEIUTaTHBIX CHTyallni

OLJ1.4

OGHapyXeHHe W pearMpoBaHHE Ha TMOCTYIUIEHHE B
HHQOPMALMOHHYI0O  CHCTEMy  He3ampailMBaeMbIX
3JIeKTPOHHBIX COOOLIeHHH (MHceM, AOKYMEHTOB) H
HHOU uH(OpMaLIHH, HE  OTHOCAIIHUXCH K
GYHKUMOHHPOBaHUIO HMHGQOPMALMOHHOW  CHCTEMBI
(3alMTa OT crama)

OLJL5

KonTtpons cofiepKaHus uHGOpMaIHY,
nepefaBaeMoifi ¥3  MHPOPMALMOHHON  CHCTEMBI
(xoHTelHepHBIH, OCHOBaHHBIH HA CBOHCTBaX 00BeKTa
JoCTynma, W (MIIM) KOHTEHTHBIN, OCHOBAHHBIA Ha
HOHCKe 3alpelleHHOH K mnepepade uH(opMannu ¢
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HCIOB30BaHHEM CUTHATYD, MaCOK M HHBIX METOIOB),
" HUCKIIIOYEHHE HelpaBoOMepHOi nepenayu
urdopMaruu u3 “HGOPMALMOHHOMK CHCTEMEI

OLUL.6 OrpaHuueHue npaB IONB30BaTeNeif 10O BBOAY
uHpopMauny B HHPOPMALIHOHHYIO CHCTEMY

OLUL.7 KoHTpone TOYHOCTH, MONHOTBI M NPaBHILHOCTH
JaHHBIX, BBOAUMBIX B HHOOPMALIMOHHYIO CHCTEMY
OLIJL.8 Kontpons ommbo4yHbIX AeicTBII Monb30BaTeneil no

BBOAY W (UNH) mMepedaue IEPCOHANBHBIX AAHHBIX M
npeaynpexacHue Tmonb3oBaTeneii 06 omMGOYHBIX

JEeHCTBHAX
X. O6ecneyeHHe JOCTYNHOCTH HepCOHANBHBIX AaHHbX (OT)

OJT.1 Hcnons3oBaHne OTKa30yCTOMYMBREIX TEXHHYECKHX
CpeIcTB

OIT.2 PesepBupoBanne TEXHHYECKHX CPEACTB,
nporpaMMHoro ofecreueHHs, KaHAIOB mepefadu
uHGpOopMaruy, cpeacTB obecneyeHus
dyHKIHOHHpOBaHHA HHGOPMALHOHHOK CHCTEMBI

OAT.3 Konrpone  6e3oTKasHOro  ¢yHKLHOHHPOBAHHS]

TEXHAYECKUX CPEACTB, oOHapyXeHHe H JIOKaTH3aLus
OTKa30B (QYHKUHMOHHPOBAHHA, INPHHATHE Mep IO
BOCCTRHOBJIEHHIO OTKa3aBIIMX CpeACTB H  UX
TECTUPOBAHHE

OAT.4 Tlepnoangeckoe pe3epBHOE KONNpoBaHHe
[epCOHANBHBIX [AaHHBIX Ha pe3epBHbIE MAllHHHbBIE
HOCHTEJIH NIePCOHATBHBIX JAHHbBIX

OHT.5 O6Gecneuenue BO3MOXHOCTH BOCCTaHOB/ICHHA
MepCOHANBHBIX [AaHHBIX C pE3ePBHBIX MAalIHHHBIX
HOCHTeNelf NepCOHaNbHBIX JAaHHBIX (pe3epBHBIX
KOMHi) B Te4YeHHEe YCTAHOBJICHHOTO BpPEMEHHOTO
HHTEpBala

XI. 3amura cpenst Buptyanusauuy (3CB)

3CB.1 Wnentuduxauud H ayTeHTHOHKAUMA Ccy6bekToB | +
gocTyma U O0OBEeKTOB [dOCTyma B BHUPTYaIbHOI
MH(PACTpyKTYpe, B TOM 4YHCI€ aJMHHHUCTPaTOpOB
yTIpaBIeHHUs CPEACTBAMH BHPTYaANH3aLHH

3CB.2 YnpaBneHue JOCTynoM cyObekToB Jocrynma K| +
o0BeKTaM JOCTyNa B BUPTyanbHOH WH(pPacTpyKType,
B TOM YHCJie BHYTPH BUPTYQJIBHBIX MAILHH

3CB.3 Peructpanus COOBITHI 6e3omacHocTH B
BUPTYAILHOH HHPACTPYKTYype
3CB.4 VYnpasnenue (bunsrparus, MapLIpyTH3aLHus,

KOHTPOTh COSMHEHHMs, 0HOHAIPABIIeHHAas Nepeaia)
NOTOKAaMH  MH(GOPMALKK  MeXIy KOMIIOHEHTaMH
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BUPTYAIBHOW  MHQPACTPYKTYphl, a TaKKe [0
NEPUMETPY BUPTYaJIbHOH HHGPACTPYKTYpBI

3CB.5

JoBepeHHas 3arpy3ka CepBepoB BHPTyalH3aLuH,
BUpTyalbHOH MammuHBl (KOHTe#Hepa), cepBepoB
ynpaBJieHus] BUpTyaJiu3anuei

3CB.6

VrpapneHue nepeMellieHHEM BUPTYAIbHBIX MAIIMH
(koHTeliHepoB) 1 06pabaThiBaeMbIX Ha HAX JAHHBIX

3CB.7

Kontposns LIeJIOCTHOCTH BUPTyaabHOMN
HHGPACTPYKTYPHI U ee KOHOUIypauui

3CB.8

PesepBHOE KOMHPOBAaHHE AAHHBIX, pe3epBHPOBAaHME
TEXHHYECKHX CPEeACTB, NporpaMMHOro oGecreyeHus
BUPTYaJIbHOH WHQPACTPYKTYpH, 2 TaKxKe KaHaloB
CBSI3U BHYTPH BHPTYaIbHOR MHPACTPYKTYpPHI

3CB.9

Peanu3zanus ¥ yrnpaeieHHe aHTHBUPYCHO! 3alUTOH
B BUPTYaJIbHOM HH(pacTpykType

3CB.10

PasOuenne BHpTyanbHOM HHGPacTPYKTypel Ha
CEerMEeHTH (cerMeHTHpOBaHKE BHPTYaQJIbHOH
uHGPACTPYKTYpH) I8 0OpabGoTKH MepCOHANBHBIX
JaHHBIX OTAENBHBIM ITONB30BaTENIEM H (HIIH) IPYNNoH
roJis3oBatenei

XII. 3aumuTa Texuuueckux cpeacts (3TC)

3TC.1

3ammura uHpopMaLH, obpabarsiBaeMoii
TEXHUYECKUMH CpEACTBAMHM, OT €€ YTeYKH [0
TEXHHUYECKUM KaHAIaM

3TC.2

OpraHuzaluns KOHTPOJNHpPYEMO# 30HBI, B Mpeenax
KOTOPOH MOCTOSAHHO Ppa3MEIIAIOTCS CTalHOHApHBIE
TEeXHHUYECKHE cpencTBa, obpabaThiBaroLye
uHGOpManMIo, H CpeACTBa 3alMTH WHbOpMauuu, a
TaKXKe cpecTBa obecredeHusa QYHKUNOHUPOBAHHS

3TC.3

KouTpons u ynpaBneHne GU3MYECKHM HOCTYHOM K

TEXHUYECKUM  CPEACTBAM, CPEACTBAM  3aLlHThI
HH(pOPMALIHH, CpencTBam obecreueHus
GYHKIMOHHPOBaHMA, a TaKke B [OMELICHHS H
COOpYXKEHHS, B KOTOPRIX OHHM  YCTaHOBJICHBI,
HCKJIIOYAIOIINE HEeCAaHKIMOHAPOBaHHEINA (u3nuecKuit
OOCTYNl K CpeacTBaM o00paboTkd HH(bopMalny,
CpeACTBaM 3aIuThl HMHQOpMauMM U  CpeicTBaM
obecrnieueHusa QYHKUMOHUPOBaHHUA HHPOPMALHOHHOMH
CHCTEMEI, B MOMEIEHHS H COOPYX€HHS, B KOTODBIX
OHH YCTaHOBIIEHEI

3TC.4

Pa3smewenne ycrtpoiictB BeiBoga (0TOOpakeHHs)
uHdopManuy, HCKTIoYaloilee ee
HECaHKLIHOHHPOBAHHBIHA MPOCMOTP
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3TC.5 3amyTa OT BHEIUHHMX BO3ACHCTBHIA (BO3meiicTBHIE
OKpyXaromei cpensl, HeCTaOUITBHOCTH
3/eKTPOCHa0KEeHNA, KOHAMLUHOHNPOBAaHUA W HHBIX
BHEIIHKX (HaKTOpoB)

X111 3amuTa uHGOPMALIMOHHOMN CHCTEMEI,
ee CpeACTB, CHCTEM CBA3H H Nepenaydd aaHHbIx (3MC)

3UC.1 Paznenenune B undopmanonHoit cucreMe GyHKIHH
no yIpaBJIEHHIO (2aOMMHHCTPHPOBAHHIO)
nHdopmauroHHOR CHCTEMOH, yTpaBlIeHHIO
(aZIMMHHUCTPHUPOBAHHIO) cucTeMoit 3alUTHI
NepCOHANBHBIX JaHHBIX, OyHKUUH mo obpabotke
NEPCOHANBHBIX  JAaHHBIX M HHBIX  QyHKIMH
HHGOPMALIMOHHON CHCTEMBI

3UC.2 IIpenoTrBpaleHde 3afepXKd HIH  [pPepbIBAHHA
BHITIOJIHEHHS TPOLIECCOB C BHICOKAM NPHOPHTETOM CO
CTOPOHEI [TPOLECCOB C HU3KUM IIPHOPHTETOM

3UC.3 OOecnieyeHne 3aLIMTHI MEPCOHAIBHBIX HAaHHBIX OT | +
pPacKphITHs, MOAM(HKAUMH U HaBA3BIBaHHMA (BBOZA
JI0%HOH HHOpMalMK) NpH ee nepenaye (MMOAroTOBKe
K Tepegaye) 10 KaHalaM CBS3H, MMEIOLIMM BBIXOJ 3a
rpefenbl KOHTPOJIHPYEMOH 30HBI, B TOM YHCIE
6ecnpoBOHBIM KaHaIaM CBA3H

3UC4 ObecnieueHne JOBEepeHHBIX KaHajma, MapllupyTa
MeXIy  aOMHHMCTPAaTOpOM,  [OJB30BaTeNeM |
cpeactBamy  3amuThl  MHGopMauuu  (PyHKIHAME
6e30MacHOCTH CPeCTB 3AIUTh HHbOpPMALH)

3UC.5 3amper HeCaHKLIMOHHPOBaHHOM yaaneHHo#H
aKTHBalLUH BHIEOKaMep, MHKPOGOHOB M HHBIX
nepudepHiHBIX  YCTPOHCTB,  KOTOpBIE  MOIYT
aKTHBHpOBAaThCS  YO&IeHHO, H  OINOBEIIeHHE
nose30Bartesielf 00 aKTHBALIMH TaKHX YCTPOHCTB

3UC.6 [lepenaua u KOHTPOAb LETOCTHOCTH arpubyToB
0e3omacHOCTH (MeTOK (e30MacHOCTH), CBS3aHHBIX C
[IEPCOHANLHBIMA  AaHHBIMH, 0pH oOOMeHe HMH ¢
WHBIMH MHQOPMALIMOHHBIMU CHCTEMAMH

3UC.7 KoHTpons CaHKIIMOHHPOBAaHHOTO M HCKIIOHEHHE
HECAHKLIMOHUPOBAHHOIO HCIIOJIB30BaHUA TEXHOJIOTHH
MOOHIBHOIO KO3, B TOM UYHCIE perucTpauus
COOBITUH, CBSI3aHHEBIX C UCIOIB30BAHUEM TEXHOIOTHI
MOGH/IBHOIO KOIa, MX aHaJIW3 W pearupoBaHHe Ha

HapylleHHus,  CBA3aHHEIE C  HCIOJIb30BAHHEM
TeXHOIOrHi MOOHIIBHOrO Koja
3U1C.8 KoHTposnb  CaHKUHOHHPOBAHHOTO U HCKIIOMEHHE

HECAHKLIMOHHPOBAHHOI0 HCMOJb30BaHHA TEXHOJIOIui
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nepeNayy pevd, B TOM YHCIE perucTpanus coObITHiA,
CBS3aHHBIX C MCIIOJIE30BAHHEM TEXHOJIOTHiH Mepeaayu
peud, MX aHalM3 ¥ pearupoBaHMe Ha HapyLUeHHS,
CBA3aHHBIE C HUCIONB30BaHHEM TEXHONOTHH Nepenayu
peun

3UC.9

KoHTpons CaHKUMOHUPOBAaHHOW U HCKIIIOYEHHE
HeCaHKIOHHPOBaHHOH nepenavd
BHIeOHHGbOpMaMd, B TOM 4YHCI€ pErHCTpalus
cOOBITHIA, CBA3AHHBIX c nepenaqeit
BHIEOMHDOPMANHH, X aHAIA3 W pearHpoBaHUE Ha
HapyueHHs, CBSI3aHHBIE c nepepfaveit
BUleonH(popMaIH

3KC.10

IMoaTBepiaeHHe  NPOUCXOXKACHHS  MCTOYHHKA
nH(popMaLuH, fHomyyaeMoil B mpolecce orpeaeneHus
CeTeBBIX AaJpecoB IO CETeBbIM HMEHaM WM
orpeJielIeHUs CeTeBLIX HMEH 10 CETEBRIM ajpecaM

3UC.11

Obecmnevenre MOJTHHHOCTH CETEBBIX COEAHHEHMH
(ceaHCOB B3aHMOJEHCTBHUA), B TOM YHCIIE JUIS 3aIUTHI
OT NOAMEHBI CETEBBIX YCTPOHCTB H CEPBHCOB

31C.12

Hckimodenne BO3MOXKHOCTH OTpULIAHUA
none3oBatenieM (aKTa OTNPAaBKH  MEPCOHANBHBIX
JaHHBIX APYTOMY HOJB30BATENO

3UC.13

Hckmouenue BO3MOXHOCTH OTpHUAHUA
TMOJIB30BATENIEM (bal('l'a NOJIyHYEeHNA MNEPCOHAIBHBIX
JAHHBIX OT APYroro noJjis30BaTesis

3UC.14

Hlcnone3oBalue ycTPOHCTB TEPMHHANTBHOrO AOCTyNA
Juist 06paboTKU MepCOHANBHBIX JAHHBIX

3UC.15

3amuTa apXuBHEIX (aiiI0B, MapaMeTpoOB HACTPOHKH

CPeACTB 3amuTe HHGOPMALMM ©U MPOrPaMMHOrO
ofecrieyeHdss W HHBIX HaHHBIX, He TMOMIeXaIHX
H3MEHEHHIO B mporuecce 06paGoOTKH MEPCOHAIBHBIX
JaHHBIX

3UC.16

BriiBienne, ananu3 W GlOKMpOBaHHe B
HHGOPMALMOHHOA CHCTEMBI  CKPBHITHIX  KaHAJIOB
nepeaavn HHpopManuH B 06X0J peain3oBaHHBIX Mep
WIH BHYTPH pa3speleHHbIX CETeBbIX MPOTOKOJIOB

3UC.17

Pazbuenve  uHOpMaLMOHHON  CHCTeMBI  Ha
CerMeHTsl  (CerMEHTHpOBaHHe  HHGOPMaLHOHHOM
CHUCTEMEI) M ofecrmeueHHe 3aIUUTHl [EPUMETPOB
CErMeHTOB HHPOPMAHOHHOH CHCTEMBI

3UC.18

Ob6ecrnieuenue 3arpy3Ku " UCHOJTHEHUSA
[porpaMMHOro ofecneyeHus ¢ MalllMHHBIX HOCHTeNei
[IEpCOHANBHBIX [aHHBIX, NOCTYMHBIX TOJBKO /st
YTEHHA, W KOHTPOJIb  LENOCTHOCTH  JAHHOro
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MPOrpaMMHOro obecreyeH s

3UC.19

W3onsuus npoueccoB (BhINOJNIHEHHE MPOrpaMM) B
BBIJIeNIEHHO# 06JIaCTH NaMATH

31C.20

3amuta 6ecpoBONHBIX COENMHEHUH, TPUMEHAEMBIX
B HH()OPMALNOHHO# cHCTEME

+

XIV. BrisBiienre HHUHASHTOB H pearnposanne Ha Hux (MHLI)

HHIL 1

Onpeaeneﬂne JIML, OTBETCTBEHHBIX 32 BbISBJIICHHC
HHIOHIACHTOB U pearnpoBaHHe HA HUX

WHIIL.2

OOHnapyxeHue, HAeHTHOUKALUMA H pETrHCTpaLUsd
HHIMJEHTOB

WHIL3

CBoeBpeMeHHOE HH(OpMHPOBaHHE I,
OTBETCTBEHHBIX 3a BBUABICHHE HHLUUIECHTOB H
pearupoBaHHe Ha HHX, O BO3HHKHOBEHHH HHIH/EHTOB
B HMH(POPMALMOHHOH CHCTEME MOJb30BATE/SIMH H
aIMHHUCTPATOpPaMH

HHI{4

Ananmnus HHIHUIXEHTOB, B TOM 4HCJIE OMNpPEACIICHUEC
HCTOYHHUKOB U NNPHYHH BO3HUKHOBECHHsS HHUHUACHTOB,
a TaKXe OlIEHKAa HX NOoCJeICTBHH

HUHILLS

IlpuHATHE Mep MO YCTPaHEHHIO MOCTEICTBHI
HHIUIEHTOB

HHIIL.6

ITnanuposanne U [OpUHATHE Mep no
MpeAOTBPALICHHIO TIIOBTOPHOI'O BO3HHKHOBECHHA
HHIUJEHTOB

3aLUThl MepcoHanbHbIX JaHHBIX (YK®)

XV. Ynpaenenne koHpurypauueil uHbGopMaLOHHONR CHCTEMBI H CHC

TEMBI

YK®.1

OnpepeneHue UL, KOTOPEIM paspeLleHbl 1eHCTBHA
[0 BHECEHHIO H3MeHEeHHH B  KOH(Urypauuio
MHPOPMALMOHHON CHCTEMBI MW CHCTEMBl 3aLIMTHI
TMePCOHAIBHBIX JAHHBIX

+

YK®.2

YnpaBneHue H3MEHEHHAMH KOH(HIrypanuu
MHGOPMALIMOHHOA CHCTEMBI M CHUCTEMBI 3AQUIUTHI
epPCOHAJIBHBIX JaHHBIX

YK®.3

Ananus NOTEeHIHAIFHOTO BO3/eHCTBUA
IUIAHUPYEeMbIX  M3MEHeHHH B KOH$Urypanuu
MH(POPMALIMOHHOW CHCTEMBI MU CHCTEMBI 3alUTHI
[HEepCOHANIBHBIX NaHHBIX Ha ofecleyeHHe 3aluTh
NepCOHANbHBIX JAaHHBIX U COTiacoBaHHE U3MEHEHHIt B
KOHQUTypauMH  WH(POPMALIHOHHOH  CHCTEMBI C
JOJKHOCTHBIM JTHLIOM (paGOTHHMKOM), OTBETCTBEHHBIM
3a obecnieuyeHHe  OE30TIACHOCTH  MEPCOHATBHBIX
JIaHHBIX
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YK®.4 JloxyMeHTHpoBaHHe uHpopManud (#aHHBIX) 00 + [+ |+
M3MEHEHHAX B KOHQuUrypauud HHGOPMaLHOHHOM
CHCTEMBI U CHCTEMBI 3allIMThl IEPCOHAIBHBIX JaHHBIX

«t+» - Mepa 1o obecreueHHI0 6e301aCHOCTH NEPCOHAILHBIX JAHHBIX BKJIIOYEHA B
6a30BrIit Ha6op Mep IS COOTBETCTBYIOLIETO YPOBHS 3AIUUIIEHHOCTH MEPCOHATBHEIX
JaHHBIX.

Mepn mno ofecreueHuio 0e30MaCHOCTH  IEPCOHANBHBIX  JaHHBIX, HeE
0003HaueHHBIE 3HAKOM «+», IPHMEHSIOTCS NpH aganTauud 6a3zoBoro HabGopa Mep u
yTOYHEHHH ananTHpOBaHHOro OGazoBoro HaGopa Mep, a TaKke MpH pa3paGoTke
KOMITEHCHPYIOLHX Mep 1o obecneueH o 6€30MacHOCTH MEPCOHANBHEIX AaHHBIX.
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